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Why Are We Here?

• Review of H.R.1540: National Defense 

Authorization Act for Fiscal Year 2012 (Sec. 

818. Detection and Avoidance of Counterfeit 

Electronic Parts) as it relates to Contractors 

and Subcontractors

• Discuss where we are

• Discuss concerns, issues and possible 

solutions
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What is the actual concern about Counterfeit 

Parts? copy rights? performance or operation, 

the preservation of life, or safety of operating 

personnel? what is the real intent?
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GAO 10-423 Report – April 2010

• Counterfeiting and piracy have produced a 

wide range of effects on consumers, industry, 

government, and the economy as a whole

• Certain types of counterfeit goods can have 

harmful effects on consumers’ health and 

safety, causing serious illness or death

– pharmaceuticals, automotive parts, electrical 

components, toys, and household goods

• U.S. industry may include:
– lost sales

– lost brand value

– reduced incentives to innovate

– U.S. government may lose tax revenue

– incur IP enforcement expenses

– face risks of counterfeits entering supply 

chains with national security or civilian safety 

implications

– U.S. economy as a whole may grow more 

slowly because of reduced innovation and loss 

of trade revenue
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DOC BIS OTE Assessment – January 2010
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DOC BIS OTE Assessment – January 2010

Focus on Defense Industrial Base:

• June 2007 - U.S. Department of the Navy, Naval Air Systems Command 
(NAVAIR) asked the Bureau of Industry and Security’s (BIS) Office of 
Technology Evaluation (OTE) to conduct a defense industrial base 
assessment of counterfeit electronics

• NAVAIR suspected that an increasing number of counterfeit/defective 
electronics were infiltrating the DoD supply chain and affecting weapon 
system reliability

• Counterfeits could complicate the Navy’s ability to sustain platforms with 
extended life-cycles and maintain weapon systems in combat operations

• The purpose of this study is to;
– provide statistics on the extent of the infiltration of counterfeits into U.S. 

defense and industrial supply chains,

– provide an understanding of industry and government practices that 
contribute to the problem, and 

– identify best practices and recommendations for handling and preventing 
counterfeit electronics
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DOC BIS OTE Assessment – January 2010

General Findings:

• all elements of the supply chain have been directly impacted by counterfeit 

electronics;

• there is a lack of dialogue between all organizations in the U.S. supply chain;

• companies and organizations assume that others in the supply chain are testing 

parts;

• lack of traceability in the supply chain is commonplace;

• there is an insufficient chain of accountability within organizations;

• recordkeeping on counterfeit incidents by organizations is very limited;

• most organizations do not know who to contact in the U.S. Government regarding 

• counterfeit parts;

• stricter testing protocols and quality control practices for inventories are required; 

and

• most DOD organizations do not have policies in place to prevent counterfeit parts 

from infiltrating their supply chain.
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DOC BIS OTE Assessment – January 2010

Recommendations for U.S. defense and industrial supply chains:

• provide clear, written guidance to personnel on part procurement, testing, and 

inventory management; 

• implement procedures for detecting and reporting suspect electronic components; 

• purchase parts directly from OCMs and/or their authorized suppliers when 

possible, or require part traceability when purchasing from independent 

distributors and brokers; 

• establish a list of trusted suppliers – which can include OCMs, authorized suppliers, 

independent distributors, and brokers – to enable informed procurement and 

develop an untrusted supplier list to document questionable sources; 

• utilize third-party escrow services to hold payment during part testing;

• adopt realistic schedules for procuring electronic components;

• modify contract requirements with suppliers to require improved notices of 

termination of the manufacture of electronic components and of final life-time 

part purchase opportunities; 
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DOC BIS OTE Assessment – January 2010

Recommendations for U.S. defense and industrial supply chains:

• ensure physical destruction of all defective, damaged, and substandard parts;

• expand use of authentication technologies by part manufacturers and/or their 

distributors;

• screen and test parts to assure authenticity prior to placing components in 

inventory, including returns and buy backs;

• strengthen part testing protocols to conform to the latest industry standards;

• verify the integrity of test results provided by contract testing houses;

• perform site audits of supplier parts inventory and quality processes where 

practical;

• maintain an internal database of suspected and confirmed counterfeit parts; 

and

• report all suspect and confirmed counterfeit components to federal 

authorities and industry associations.
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DOC BIS OTE Assessment – January 2010

Recommendations for US Government:

• consider establishing a centralized federal reporting mechanism for 

collecting information on suspected/confirmed counterfeit parts for use 

by industry and all federal agencies; 

• modify Federal Acquisition Regulations (FAR), including Defense Federal 

Acquisition Regulations (DFAR), to allow for “best value” procurement, as 

well as require U.S. Government suppliers and federal agencies to 

systematically report counterfeit electronic parts to the national federal 

reporting mechanism; 

• issue clear, unambiguous legal guidance to industry and U.S. federal 

agencies with respect to civil and criminal liabilities, reporting and 

handling requirements, and points of contact in the Federal Bureau of 

Investigation regarding suspected/confirmed counterfeit parts; 

• establish federal guidance for the destruction, recycling, and/or disposal 

of electronic systems and parts sold and consumed in the United States;
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DOC BIS OTE Assessment – January 2010

Recommendations for US Government:

• establish a dialogue with law enforcement agencies on the potential need 

to increase prosecution of counterfeiters and those entities knowingly 

distributing counterfeit electronic parts; 

• consider establishing a government data repository of electronic parts 

information and for disseminating best practices to limit the infiltration of 

counterfeits into supply chains;

• develop international agreements covering information sharing, supply 

chain integrity, border inspection of electronic parts shipped to and from 

their countries, related law enforcement cooperation, and standards for 

inspecting suspected/confirmed counterfeits; and 

• address funding and parts acquisition planning issues within DOD and 

industries associated with the procurement of obsolete parts.
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Do you think older components or ones which 

are more prolific are more susceptible to 

counterfeit? 
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Counterfeit Incidents  - In/Out of Production Parts
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Are there any good design for avoidance 

practices which can be shared? 
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GAO-10-389 Report – March 2010
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GAO-10-389 Report – March 2010

General Findings:

• DOD does not have a common definition for counterfeit parts

• DOD databases do not capture data on counterfeit parts

• Counterfeit parts have been found in DOD’s supply chain

• DOD is in the early stages of gathering information on the 
counterfeit parts problem

• DOD relies on existing procurement and quality control practices 
that are not specifically designed to address counterfeit parts

• Some DOD components and contractors have taken initial steps to

• address counterfeit parts

• Companies have developed anti-counterfeiting practices to address 
vulnerabilities to counterfeit parts

• Industry associations identify and share anti-counterfeiting 
practices (references AS5553)

5/17/2012 ERAI Executive Conference 16



Conclusions:

• As DOD draws from a large network of suppliers in an increasingly global 
supply chain, there can be limited visibility into these sources and greater 
risk of procuring counterfeit parts, which have the potential to threaten 
the reliability of DOD’s weapon systems and the success of its missions

• DOD needs a department-wide definition and consistently used means for 
detecting, reporting, and disposing of counterfeit parts

• Collaboration with government agencies, industry associations, and 
commercial-sector companies that produce items similar to those used by 
DOD and have reported taking actions to mitigate the risks of counterfeit 
parts in their supply chains offers DOD the opportunity to leverage 
ongoing and planned initiatives in this area

• Some of these initiatives, such as MDA practices and industry detection 
and disposal processes, can be considered for DOD’s immediate use. 
However, as DOD collects data and acquires knowledge about the nature 
and extent of counterfeit parts in its supply chain, additional actions may 
be needed to help better focus its risk mitigation strategies. 
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Recommendations for Executive DOD Action:

• Leverage existing anti-counterfeiting initiatives and 
practices currently used by DOD components and 
industry to establish guidance that includes a 
consistent and clear definition of counterfeit parts and 
consistent practices for preventing, detecting, 
reporting, and disposing of counterfeit parts;

• disseminate this guidance to all DOD components and 
defense contractors; and 

• analyze the knowledge and data collected to best 
target and refine counterfeit-part risk-mitigation 
strategies. 
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Who are the industry leaders or role models in 

setting up effective programs?
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Are there government agencies or other 

resources which might be leveraged or watched 

for new learning’s?
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MDA issues SBIR/STTR RFP for 

Component Authentication Marking
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Partial List of Problems

• Counterfeit electronic parts are found in U.S. defense systems and pose a 

risk to our national security, the reliability of our defense systems, and the 

safety of our military men and women

• Numerous instances have been identified in which defense contractors 

installed counterfeit or suspect counterfeit parts on systems or 

subsystems manufactured for the U.S. military and those contractors have 

and not provided timely notification to the government

• The defense industry has no influence on market supply and is critically 

reliant on technology that is made in unsecure locations and obsoletes 

itself every 1-2 years

• It is impossible  to predict how or when these parts or systems will fail

• Supply chain integrity of heritage parts, although necessary, is illusive due 

to the global nature of the electronic parts supply chain
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NDAA 2012 Sec. 818. Detection and Avoidance 

of Counterfeit Electronic  Parts

a) Assessment of Department of Defense Policies and Systems

b) Actions Following Assessment

c) Regulations 

1) In General

2) Contractor Responsibilities

3) Trusted Suppliers

4) Reporting Requirements

5) Construction of Compliance with Reporting Requirement

d) Inspection Program

e) Improvement of Contractor Systems for Detection and Avoidance of Counterfeit Electronic Parts

1) In General

2) Elements

f) Definitions

1) Covered Contractor 

2) Electronic Part

g) Information Sharing

1) In General

2) Sunset

3) Lanhan Act Defined

h) Trafficking in Inherently Dangerous Good or Services

5/17/2012 ERAI Executive Conference 24



Per the NDAA Sec 818, is the only concern 

electronic components and assemblies? how 

does this apply to materials, chemicals and 

mechanical parts? or is it not applicable?
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OMB - Office of the U.S. Intellectual Property 

Enforcement Coordinator (IPEC)

2011 Implementation of Enforcement Strategy Action Item - Establish U.S. 

Government-Wide Working Group to Prevent U.S. Government Purchase of 

Counterfeit Products

• IPEC convened an interagency group consisting of subject matter experts to develop an anti-

counterfeiting framework

• Leadership Roles: OFPP, DOD, DOJ, and NASA

• Other members include: DOC, DOE, HHS, DHS, DOT, EPA, MDA, GSA, SBA, NRC, and NRO

• Main focus is to ensure that the U S  Government has the necessary tools to ensure that it 

does not purchase or use counterfeit products

• They developed six objectives to focus the group’s efforts to identify legislative, regulatory, or 

policy, gaps and propose solutions to fill those gaps:

– Counterfeit Risk Assessment

– Supplier Requirements

– Traceability

– Testing and Evaluation of Goods

– Counterfeit Training and Outreach

– Enforcement Remedies
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DOD Internal Actions

a) Conduct an assessment of Department of Defense acquisition 

policies and systems for the detection and avoidance of 

counterfeit electronic parts

b) After the assessment and not later than 180 days after the 

date of the enactment of the Act,: 

(1) Define ‘‘counterfeit electronic part’’ and ‘‘suspect counterfeit 

electronic part’’, which definitions shall include previously used parts 

represented as new; 
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Is there a definitive definition for what is 

classified as counterfeit versus parts which do 

not meet specification? Can anyone make the 

call? How does one get calibrated for 

“borderline cases”? I see some confusion 

already.
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MIL-STD-750 Nonconforming Parts

4.9  Laboratory suitability. Prior to 

processing any semiconductor 

devices intended for use in any 

military system or sub-system, the 

facility performing the test(s) shall be 

audited by the DLA Land and 

Maritime, Sourcing and Qualification 

Division and be granted written 

laboratory suitability status for each 

test method to be employed. 

Processing of any devices by any 

facility without laboratory suitability 

status for the test methods used 

shall render the processed devices 

nonconforming.
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Part(s) - One or more pieces joined together, which are not normally subject 
to disassembly without destruction or impairment of intended design use. For 
the purposes in this document, “part” is synonymous with “component”.

Suspect Part - A part in which there is an indication that it may have been 
misrepresented by the supplier or manufacturer and may meet the definition 
of fraudulent part or counterfeit part provided below. 

Fraudulent Part - Any suspect part misrepresented to the Customer as 
meeting the Customer’s requirements. 

Counterfeit Part - A fraudulent part that has been confirmed to be a copy, 
imitation, or substitute that has been represented, identified, or marked as 
genuine, and/or altered by a source without legal right with intent to mislead, 
deceive, or defraud.
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SAE G-19 Terms and Definitions
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NOTE: The following diagram (Figure 1) depicts the above interrelationship between 

Suspect, Fraudulent and Counterfeit Parts. A Suspect Part may be determined to be, 

fraudulent or counterfeit through further evaluation and testing. All counterfeit parts 

are fraudulent, but not all fraudulent parts are counterfeit. 

SAE G-19 Terms and Definitions
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DOD Internal Actions

(2) issue or revise guidance applicable to Department 

components engaged in the purchase of electronic parts to 

implement a risk-based approach to minimize the impact of 

counterfeit electronic parts or suspect counterfeit electronic 

parts on the Department, which guidance shall address 

requirements for training personnel, making sourcing 

decisions, ensuring traceability of parts, inspecting and 

testing parts, reporting and quarantining counterfeit 

electronic parts and suspect counterfeit electronic parts, and 

taking corrective actions (including actions to recover costs as 

described in subsection (c)(2));
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Risk-based Approach

• The contractor has the ability to balance cost against the level 

of processing applied to mitigate counterfeit electronic parts

• A risk-based approach can imply that counterfeit “escapes” 

will occur

• There may be times when the contractor cannot obtain 

specific parts from the OCM or their franchised/authorized 

distributors and is forced to source the parts from the open 

market. These parts will likely not have any trace 

documentation to the OCM. Under this scenario, for example, 

the level of product verification testing that the contractor 

specifies under a risk-based approach to minimize 

counterfeits, will have a direct function on the assurance of 

receiving legitimate parts
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How do you accurately gage risk? 
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Risk Impact/Probability Chart

• Evaluating every risk in all but the most 

critical environments can be too expensive, 

both in time and resources. Instead, 

prioritize risks and focus on the most 

important risks.

• Probability – A risk is an event that "may" 

occur. The probability of it occurring can 

range anywhere from above 0 percent to 

below 100 percent.

• Impact – A risk always has a negative impact. 

Size of the impact varies in terms of cost and 

impact on health, human life, or some other 

critical factor. 

• The Risk Impact/Probability Chart allows you 

to rate potential risks on these two 

dimensions and gives a quick, clear view of 

the priority to then decide what resources to 

allocate to manage that particular risk.
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Low impact/low probability –
Risks in the bottom left corner 
are low level - ignore them.

Low impact/high probability –

Risks in the top left corner are of 

moderate importance – cope with 

them, try to reduce their 

likelihood and move on.
High impact/high probability –
Risks towards the top right 
corner are of critical 
importance - top priorities. 

High impact/low probability –

Risks in the bottom right corner 

are of high importance but very 

unlikely to happen - do what you 

can to reduce the impact and 

have contingency plans in place. 



How to Use the Tool

• List all of the likely risks that your 

project faces. Make the list as 

comprehensive as possible.

• Assess the probability of each risk 

occurring, and assign it a rating. For 

example, you could use a scale of 1 to 

10. Assign a score of 1 when a risk is 

extremely unlikely to occur, and use a 

score of 10 when the risk is 

extremely likely to occur.
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• Estimate the impact on the project if the risk occurs for each risk on your 

list. Using your 1-10 scale, assign it a 1 for little impact and a 10 for a 

huge, catastrophic impact. 

• Map out the ratings on the Risk Impact/Probability Chart.

• Develop a response to each risk, according to its position in the chart. 

Risk Severity Index = Probability x Highest Impact



DOD Internal Actions

(3) issue or revise guidance applicable to the Department on 

remedial actions to be taken in the case of a supplier who has 

repeatedly failed to detect and avoid counterfeit electronic 

parts or otherwise failed to exercise due diligence in the 

detection and avoidance of such parts, including 

consideration of whether to suspend or debar a supplier until 

such time as the supplier has effectively addressed the issues 

that led to such failures; 
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Excluded Parties List System (EPLS)
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http://www.gsa.gov/portal/content/101991



Excluded Parties List System (EPLS)
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https://www.epls.gov/



DOD Internal Actions

(4) establish processes for ensuring that Department personnel who 

become aware of, or have reason to suspect, that any end item, 

component, part, or material contained in supplies purchased by or for 

the Department contains counterfeit electronic parts or suspect 

counterfeit electronic parts provide a report in writing within 60 days to 

appropriate Government authorities and to the Government-Industry 

Data Exchange Program (or a similar program designated by the 

Secretary); and

(5) establish a process for analyzing, assessing, and acting on reports of 

counterfeit electronic parts and suspect counterfeit electronic parts that 

are submitted in accordance with the processes under paragraph (4).
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DOD Internal Actions

c) Regulations

1) Not later than 270 days after the date of the enactment of this Act, 

the Secretary shall revise the Department of Defense Supplement to 

the Federal Acquisition Regulation (DFARS) to address the detection 

and avoidance of counterfeit electronic parts

5/17/2012 ERAI Executive Conference 44



What are the expected revision(s) to the FAR?
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How does this meet all the internal and external 

requirements of the proposed DFAR?
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Contractor Responsibilities

2) CONTRACTOR RESPONSIBILITIES.—The revised regulations 

issued pursuant to paragraph (1) shall provide that—

(A) covered contractors who supply electronic parts or products that 

include electronic parts are responsible for detecting and avoiding the use 

or inclusion of counterfeit electronic parts or suspect counterfeit 

electronic parts in such products and for any rework or corrective action 

that may be required to remedy the use or inclusion of such parts; and 

(B) the cost of counterfeit electronic parts and suspect counterfeit 

electronic parts and the cost of rework or corrective action that may be 

required to remedy the use or inclusion of such parts are not allowable 

costs under Department contracts.
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The responsibility for “escapes” and the cost to 

the contractor for recall, cost of rework and/or 

corrective action is open ended.
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May 10 2012, Committee Overwhelmingly Passes the 

FY13 National Defense Authorization Act

• NOTE: HR 4310 as approved by HASC includes amendments to 
Section 818 of the FY 2012 NDAA…

• Log 100 – This amendment would direct the SecDef to assess risks 
associated with obsolete or obsolescent electronic parts, and 
counterfeits thereof, to the defense supply chain and to brief the 
defense committees on findings and recommendations.

• Log 101 – This amendment would create an exception for DOD 
contractors who take certain precautions for detecting and avoiding 
the use of counterfeit electronic parts. The cost of rework or 
corrective action is unallowable, unless 1) contractor has a 
counterfeit avoidance/detection system approved by DoD, 2) the 
counterfeit parts were either procured from a trusted supplier or 
provided as government property per FAR Part 45, and 3) 
contractor provides timely notice of finding.
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H.R.4310 – National Defense Authorization Act 

for Fiscal Year 2013
SEC. 816. CONTRACTOR RESPONSIBILITIES IN REGULATIONS RELATING TO DETECTION 
AND AVOIDANCE OF COUNTERFEIT ELECTRONIC PARTS. Section 818(c)(2)(B) of the 
National Defense Authorization Act for Fiscal Year 2012 (Public Law 112–81; 125 Stat. 
1493; 10 U.S.C. 2302 note) is amended to read as follows: 

‘‘(B) the cost of counterfeit electronic parts and suspect counterfeit electronic parts 
and the cost of rework or corrective action that may be required to remedy the use or 
inclusion of such parts are not allowable costs under Department contracts, unless—

‘‘(i) the covered contractor has an operational system to detect and avoid counterfeit 
parts and suspect counterfeit electronic parts that has been reviewed and approved by 
the Department of Defense pursuant to subsection (e)(2)(B); 

‘‘(ii) the counterfeit electronic parts or suspect counterfeit electronic parts were— ‘‘(I) 
procured from a trusted supplier in accordance with regulations described in 
paragraph (3); or ‘‘(II) provided to the contractor as Government property in 
accordance with part 45 of the Federal Acquisition Regulation; and 

‘‘(iii) the covered contractor provides timely notice to the Government pursuant 

to paragraph (4).’’. 
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Can the contractor price this in his quotations? 

Is he allowed to do so and will any guidelines be 

provided to assist in implementing this?
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What is the remedial responsibility or liability of 

lower tier suppliers? How many levels down the 

supply chain will be affected? 
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How do we limit the liability exposure, despite 

all of our preventative measures?
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How do we limit the risk of small businesses 

who do not necessarily have the infrastructure 

to manage the issue of counterfeit parts and as 

such, large businesses will bear the burden?
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An increasing trend in 

Contractor (OEM) Contract Clauses?

<SUPPLIER> will indemnify, defend, and hold 

<CUSTOMER> harmless from and against any and all 

loss or expense incurred by <CUSTOMER> as a result of 

the delivery by <SUPPLIER> to or on behalf of 

<CUSTOMER> of suspect, fraudulent, or counterfeit 

electronic parts or electronic assemblies
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What is the level of investment needed to 

implement and sustain an effective detection 

and avoidance program? In dollars and people
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DOD, Contractors, Subcontractors

and Trusted Supplier Actions

TRUSTED SUPPLIERS.—The revised regulations issued pursuant to paragraph 

(1) shall—

(A) require that, whenever possible, the Department and Department 

contractors and subcontractors at all tiers—

(i) obtain electronic parts that are in production or currently available in 

stock from the original manufacturers of the parts or their authorized 

dealers, or from trusted suppliers who obtain such parts exclusively from 

the original manufacturers of the parts or their authorized dealers; and 

(ii) obtain electronic parts that are not in production or currently available 

in stock from trusted suppliers;

(B) establish requirements for notification of the Department, and 

inspection, testing, and authentication of electronic parts that the 

Department or a Department contractor or subcontractor obtains from any 

source other than a source described in subparagraph (A);
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DOD, Contractors, Subcontractors

and Trusted Supplier Actions

(C) establish qualification requirements, consistent with the requirements of 

section 2319 of title 10, United States Code, pursuant to which the 

Department may identify trusted suppliers that have appropriate policies 

and procedures in place to detect and avoid counterfeit electronic parts and 

suspect counterfeit electronic parts; and 

(D) authorize Department contractors and subcontractors to identify and 

use additional trusted suppliers, provided that—

(i) the standards and processes for identifying such trusted suppliers 

comply with established industry standards; 

(ii) the contractor or subcontractor assumes responsibility for the 

authenticity of parts provided by such suppliers as provided in paragraph 

(2); and 

(iii) the selection of such trusted suppliers is subject to review and audit by 

appropriate Department officials.
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What will be the actual definition of “trusted 

supplier”?
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What standards will the DoD use to characterize 

“trusted suppliers”?
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What are the best practices for establishing 

internal trusted supplier programs and testing 

and reporting programs? 
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QSLD Revision B – 21 November 2011

• QSLD Program Purpose: 

establish and maintain a 

list of pre-qualified 

sources for electronic 

components purchased 

and managed by DLA 

Land and Maritime

• Latest revision does 

NOT address the 

counterfeit parts issue
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Four key elements required of distributors:

a. The distributor must have evidence of using a documented Quality Management 

System which meets DLA's criteria; 

b. The distributor must have on hand and maintain evidence that (1) the QPL/QML 

products supplied were produced by a Manufacturer whom is listed on the QPL or 

QML; (2) commercial products were produced by the specified original manufacturer 

(to include information tracing the product back to the specified source); and (3) 

products procured from another distributor are from a distributor or through a chain 

of distributors each listed as an approved QSLD supplier. All products pursuant to 

DLA's contract/purchase order requirements for items in FSCs 5961 and 5962 must be 

obtained from, or flow through QSLD providers, with an unbroken chain of 

traceability documentation back to the Manufacturer. This closed loop flow must be 

supported by the provider's traceability documentation;

c. The distributor must have and maintain evidence that product is not commingled and 

lot identity has been maintained; and 

d. The distributor must have and maintain evidence that the quality of the product is not 

altered by Distributors.
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QSLD Revision B – 21 November 2011



What we know at this time re: OSD efforts

• Early April, an OSD team, headed by an individual from MDA with DLA 

personnel, proposed  development of a draft document ("QSLD-Test") 

that will outline program requirements for those suppliers that have 

needed product, but do not have traceability to the manufacturer

• The DLA Criteria and Provisions document will reference AS6081 and 

JESD31 for program requirements (using QSLD document as core, add 

from AS6081 and JESD31D, propose it as the government document 

for meeting the NDAA trusted supplier criteria

• The new proposed program will outline testing and inspection 

requirements

• QSLD suppliers with full traceability will continue to be the desired 

source, but if no QSLD supplier bids, then source from QSLD-Test 

supplier

• Proposal is still being discussed by OSD stakeholders

5/17/2012 ERAI Executive Conference 65



Status of AS6081 release

• Passed second balloting phase end of April

• Addressing ballot comments and revising draft

• Re-submit for re-ballot (14- or 28-day period)

• If passes, proceed to SAE Aerospace Council 

ballot (as much as 28 days)

• If passes, then public released

• Overall estimated completion – end of July
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Recommendations for Independent Distributors

• Implement a counterfeit parts control plan in accordance with AS5553 (AS6081 

when released).

• Assure, through continuous assessment actions, that your approved and ongoing 

sources of supply are maintaining effective processes for mitigating the risks of 

supplying counterfeit electronic parts. Assessment actions may include surveys, 

audits, review of product alerts (e.g. GIDEP, ERAI & IDEA), and review of supplier 

quality data to determine past performance.  Guidance for assessment actions can 

be obtained from AS5553 (or AS6081 when released). 

• Procure  electronic parts or electronic assemblies from either the OCM/OEM or 

the OCM’s or OEM’s Authorized Distributor with full supply chain traceability to 

the OCM/OEM.

• If  procuring electronic parts or electronic assemblies from other than the 

OCM/OEM or the OCM’s/OEM’s Franchised (Authorized) Distributor with supply 

chain traceability to the OCM or OEM, obtain a completed Risk Assessment for 

every purchase order line item from the Customer and execute the mitigation 

requirements per this Risk Assessment or per AS5553 (or AS6081 when released). 
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I would hope we are not creating an alternate or 

parallel certification process that adds expense 

and bureaucracy to the procurement process. 

Are the corresponding controls that are in, need 

to update for Distribution (AS9120) or is all of 

this complementary?
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Third Party Certification Process
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• G-19 management system standards supplement the requirements of a 

comprehensive quality management system standard (e.g., AS9100, 

AS9120, ISO 9001, or equivalent) and other applicable quality standards 

(e.g., ANSI/ESD S20.20, IDEA-STD-1010, or equivalent). They are not 

intended to stand alone, supersede, or cancel requirements found in other 

quality standards, requirements imposed by contracting authorities, or 

applicable laws and regulations unless an authorized exemption/variance 

has been obtained.

• Client controls the type of audit depending on their management system:

– Combined audit  - when a client is audited against the requirements of two or 

more management systems standards together

– Integrated audit  - when a client has integrated the application of 

requirements of two or more management systems standards into a single 

management system and is being audited against more than one standard



Contractor and Subcontractor

Actions

(4) REPORTING REQUIREMENT.—The revised regulations issued pursuant to paragraph 

(1) shall require that any Department contractor or subcontractor who becomes 

aware, or has reason to suspect, that any end item, component, part, or material 

contained in supplies purchased by the Department, or purchased by a contractor or 

subcontractor for delivery to, or on behalf of, the Department, contains counterfeit 

electronic parts or suspect counterfeit electronic parts report in writing within 60 days 

to appropriate Government authorities and the Government-Industry Data Exchange 

Program (or a similar program designated by the Secretary). 

(5) CONSTRUCTION OF COMPLIANCE WITH REPORTING REQUIREMENT.—A 

Department contractor or subcontractor that provides a written report required under 

this subsection shall not be subject to civil liability on the basis of such reporting, 

provided the contractor or subcontractor made a reasonable effort to determine that 

the end item, component, part, or material concerned contained counterfeit 

electronic parts or suspect counterfeit electronic parts.
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There are concerns around the US trusted 

supplier list and international companies not 

able to access GIDEP.
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GIDEP Contact
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Homeland Security Action

(d) INSPECTION PROGRAM.—The Secretary of Homeland 

Security shall establish and implement a risk-based methodology 

for the enhanced targeting of electronic parts imported from any 

country, after consultation with the Secretary of Defense as to 

sources of counterfeit electronic parts and suspect counterfeit 

electronic parts in the supply chain for products purchased by 

the Department of Defense. 
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DOD (and Supply Chain) Action

(e) IMPROVEMENT OF CONTRACTOR SYSTEMS FOR DETECTION AND 

AVOIDANCE OF COUNTERFEIT ELECTRONIC PARTS.—

(1) IN GENERAL.—Not later than 270 days after the date of the enactment of 

this Act, the Secretary of Defense shall implement a program to enhance 

contractor detection and avoidance of counterfeit electronic parts. 

(2) ELEMENTS.—The program implemented pursuant to paragraph (1) shall—

(A) require covered contractors that supply electronic parts or systems that 

contain electronic parts to establish policies and procedures to eliminate 

counterfeit electronic parts from the defense supply chain, which policies and 

procedures shall address—

(i) the training of personnel;

(ii) the inspection and testing of electronic parts;

(iii) processes to abolish counterfeit parts proliferation;

(iv) mechanisms to enable traceability of parts;

(v) use of trusted suppliers;
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(vi) the reporting and quarantining of counterfeit electronic parts and suspect 

counterfeit electronic parts; 

(vii) methodologies to identify suspect counterfeit parts and to rapidly determine if a 

suspect counterfeit part is, in fact, counterfeit; 

(viii) the design, operation, and maintenance of systems to detect and avoid 

counterfeit electronic parts and suspect counterfeit electronic parts; and 

(ix) the flow down of counterfeit avoidance and detection requirements to 

subcontractors; and

(B) establish processes for the review and approval of contractor systems for 

the detection and avoidance of counterfeit electronic parts and suspect 

counterfeit electronic parts, which processes shall be comparable to the 

processes established for contractor business systems under section 893 of 

the Ike Skelton National Defense Authorization Act for Fiscal Year 2011 (Public 

Law 111–383; 124 Stat. 4311; 10 U.S.C. 2302 note). 
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The big concerns our company has at the 

moment are around seeking customer approval 

before any grey market component purchase. 

We predominately manufacture COTS products, 

purchasing parts in advance of customer orders 

and do not pre-allocate them to particular 

orders. Therefore customer pre-approval of 

component purchases is not easily managed.
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Some topics of particular interest are how to 

address pre-existing inventory and addressing 

the issue of obsolescence. There will always be 

risk in the gray market and our military has 

systems that require support for decades.
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Recommendations for Existing or Customer-

supplied Inventory

• Confirm traceability to the OCM or their Franchised 

(Authorized) Distributor with supply chain traceability to the 

OCM

• Perform product verification testing per accepted industry 

standards or per contractual Customer specifications

• Perform testing at the component level prior to manufacture. 

Include electrical test for COTS assemblies at the assembly 

level with component inspection and verification at the part 

level
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Recommendations for Parts Obsolescence

• For products where the Contractor or OEM Supplier (e.g., COTS Supplier) 

has design responsibility, implement a Parts Obsolescence Management 

Program

– MIL-STD-3018,  Department of Defense Standard Practice – Parts 

Management, 

– Defense Standardization Program Office SD-19 - Parts Management Guide.

– Defense Standardization Program Office SD-22 - Diminishing Manufacturing 

Sources and Material Shortages (DMSMS) Guidebook

• Parts Obsolescence Management Program should include:

– Periodic assessment of Product Bill of Materials (BOMs) to identify any long-

lead or parts obsolescence issues that will impact product deliveries

– Obsolescence mitigation plan to resolve each obsolescence issue, including 

both product and part life-cycle analyses, package fabrication/material 

support

– Re-design (schedule and cost) considerations

– Customer notification
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Definitions

(f) DEFINITIONS.—In subsections (a) through (e) of this section:

(1) The term ‘‘covered contractor’’ has the meaning given that 

term in section 893(f)(2) of the Ike Skelton National Defense 

Authorization Act for Fiscal Year 2011. 

(2) The term ‘‘electronic part’’ means an integrated circuit, a 

discrete electronic component (including, but not limited to, a 

transistor, capacitor, resistor, or diode), or a circuit assembly.
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Covered Contractor - a contractor that is subject to the cost accounting 

standards under section 26 of the Office of Federal Procurement Policy Act 

(41 U.S.C. 422).

Covered Contract – a cost-reimbursement contract, incentive-type contract, 

time-and-materials contract, or labor-hour contract that could be affected if 

the data produced by a contractor business system has a significant 

deficiency.

Contractor Business System - an accounting system, estimating system, 

purchasing system, earned value management system, material management 

and accounting system, or property management system of a contractor.

Significant Deficiency - in the case of a contractor business system, means a 

shortcoming in the system that materially affects the ability of officials of the 

Department of Defense and the contractor to rely upon information produced 

by the system that is needed for management purposes.
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SAE G-19 Documents

Part(s): One or more pieces joined together, which are not normally subject 

to disassembly without destruction or impairment of intended design use. For 

the purposes in this document, “part” is synonymous with “component”.

Electrical, Electronic, and Electromechanical (EEE) Part: Electrical, electronic, 

and electromechanical parts are components designed and built to perform 

specific functions, and are not subject to disassembly without destruction or 

impairment of design use.  Examples of electrical parts include resistors, 

capacitors, inductors, transformers, and connectors. Electronic parts include 

active devices, such as monolithic microcircuits, hybrid microcircuits, diodes, 

and transistors. Electromechanical parts are devices that have electrical 

inputs with mechanical outputs, or mechanical inputs with electrical outputs, 

or combinations of each. Examples of electromechanical parts are motors, 

synchros, servos, and some relays.
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Information Sharing

(g) INFORMATION SHARING.—

(1) IN GENERAL.—If United States Customs and Border Protection suspects a product 

of being imported in violation of section 42 of the Lanham Act, and subject to any 

applicable bonding requirements, the Secretary of the Treasury may share information 

appearing on, and unredacted samples of, products and their packaging and labels, or 

photographs of such products, packaging, and labels, with the rightholders of the 

trademarks suspected of being copied or simulated for purposes of determining 

whether the products are prohibited from importation pursuant to such section. 

(2) SUNSET.—This subsection shall expire on the date of the enactment of the 

Customs Facilitation and Trade Enforcement Reauthorization Act of 2012. 

(3) LANHAM ACT DEFINED.—In this subsection, the term ‘‘Lanham Act’’ means the Act 

entitled ‘‘An Act to provide for the registration and protection of trademarks used in 

commerce, to carry out the provisions of certain international conventions, and for 

other purposes’’, approved July 5, 1946 (commonly referred to as the ‘‘Trademark Act 

of 1946’’ or the ‘‘Lanham Act’’).
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CBP Identifying Mark Redaction Process

• Historically, Customs and Border Protection (CBP) facilitated anti-counterfeiting efforts.

• Prior to 2000, when Port Officers suspected a shipment contained counterfeit chips, they 

would contact the trademark owner and share one of the products. 

• After 2000, but before 2008, Port Officers photographed the outside of a suspect chip and 

sent the publicly viewable information to the chip manufacturer whose trademark appeared 

on the surface of the chip to determine whether the chip was counterfeit. 

• Using a highly confidential database, the trademark owner could then determine very 

quickly, in almost 85% of the requests, whether or not the chips were counterfeits by 

analyzing the codes on the surface of the chip.

• In mid-2008, CBP Officers were instructed to redact any identifying marks in the 

photographs, except the trademark, before sending them to manufacturers, making it 

impossible for the industry, much less the importer or CBP, to authenticate suspected 

counterfeit semiconductors. 

• U.S. Treasury officials argue that its policy shift is intended to shield Port Officers from 

criminal liability for the disclosure of confidential information. 

• Before August 2008, seizures of counterfeit semiconductors were increasing year after year. 

Since CBP changed its policy, SIA members have reported receiving an increased number of 

complaints about counterfeits. 
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CBP Identifying Mark Redaction Process
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I would like initiate a discussion on the “Impact of the NDAA section 818 & 

2320(attached) to Electronic Manufacturing Service (EMS) Industry” also referred to as 

the Electronic Contract Manufacturing(ECM) industry. Both terms are used for 

companies that design, test, manufacture, distribute, and provide return/repair 

services for electronic components and assemblies for original equipment 

manufacturers (OEMs) 

Below is and outline reflecting the key subject matter :

A) “ Section 818 Detection and Avoidance of Counterfeit Electronic Parts “ 

B) Actual date of Implementation (i.e., 9/1/12) and the following components need 

to be clearly defined:

a. Regulation?

b. Contractors Responsibilities(EMS/ECM)?

c. Trusted Suppliers who and how defined ?

d. Reporting Requirements defined for clarity?

e. Compliance Issues ?

f. Inspection Program Defined?

g. Information Sharing ? …
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… continued:

C) “ Section 2320 Trafficking in counterfeit goods or services”

a. Offenses explained via legal representative?

b. Penalties explained via legal representative?

D) DOD Primes flow down requirements or response in attendance?

E) EMS/ECM Obsolescence defense via waiver requirement from DOD Primes for 

BOMs containing obsolete components(I.e., GIDEP/DMSMS) ?

F) DMEA & Trusted Foundry (http://www.dmea.osd.mil/home.html) mitigation 

strategy ?
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Recommendations for Contract Manufacturers 

or Subtier Suppliers

• Implement a counterfeit parts control plan in accordance with 
AS5553

• Procure  electronic parts or electronic assemblies from either the 
OCM/OEM or the OCM’s or OEM’s Authorized Distributor with full 
supply chain traceability to the OCM/OEM

• If  procuring electronic parts or electronic assemblies from other 
than the OCM/OEM or the OCM’s/OEM’s Franchised (Authorized) 
Distributor with supply chain traceability to the OCM or OEM, 
obtain a completed Risk Assessment for every purchase order line 
item from the Customer and execute the mitigation requirements 
per the subject Risk Assessment

• For legacy or existing  inventory apply rigorous internal quality 
requirements and controls to assure that conforming product is 
supplied to Customer
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Recommendations for Test Facilities…

that purchase electronic parts or assemblies for Customer upscreen

• Implement a counterfeit parts control plan in accordance with 
AS5553

• Procure  electronic parts or electronic assemblies from either the 
OCM/OEM or the OCM’s or OEM’s Authorized Distributor with full 
supply chain traceability to the OCM/OEM

• If  procuring electronic parts or electronic assemblies from other 
than the OCM/OEM or the OCM’s/OEM’s Franchised (Authorized) 
Distributor with supply chain traceability to the OCM or OEM, 
obtain a completed Risk Assessment for every purchase order line 
item from the Customer and execute the mitigation requirements 
per the subject Risk Assessment
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Trafficking in Inherently

Dangerous Goods or Services

(h) TRAFFICKING IN INHERENTLY DANGEROUS GOODS OR SERV-

ICES.—Section 2320 of title 18, United States Code, is amended to read as follows: 

See Kirsten Koepsel for information 

or questions on this section
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I am interested in the expectation of (how) this 

whole process will be executed and the flow 

down requirements within the supply chain.
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Counterfeit parts is a crucial issue that requires 

all of us in industry to understand the gravity of 

the responsibility we have to do all that we can 

to eliminate the threat to our military and to not 

make the cost prohibitive to do so.
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How do we address 

“confidence in the supply chain?”
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Thank you!

Are you prepared for H.R.1540: National 

Defense Authorization Act for Fiscal Year 2012 

(Sec. 818. Detection and Avoidance of 

Counterfeit Electronic Parts)?

Phil Zulueta
Consultant
Chairman, SAE International G-19 
Counterfeit Electronic Components Committee
Telephone: 661-400-4294
Email: phillipzulueta@gmail.com
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Backup Slides
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Program Protection Plan Outline & Guidance, 

July 2011

• Program Protection is the integrating 
process for managing risks to advanced 
technology and mission-critical system 
functionality from foreign collection, 
design vulnerability or supply chain 
exploit/insertion, and battlefield loss 
throughout the acquisition lifecycle.

• The purpose of the PPP is to help 
programs ensure that they adequately 
protect their technology, components, 
and information. This includes 
information that alone might not be 
damaging and might be unclassified, but 
that in combination with other 
information could allow an adversary to 
clone, counter, or defeat war fighting 
capability.
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U.S.C. § 2319 : US Code - Section 2319: 

Encouragement of new competitors

(a) In this section, the term "qualification requirement" means a requirement for 

testing or other quality assurance demonstration that must be completed by an 

offer or before award of a contract.

(b) … the head of the agency shall, before establishing a qualification requirement -
(1) prepare a written justification stating the necessity for establishing the qualification requirement…;

(2) specify in writing and make available to a potential offeror upon request all requirements which a 

prospective offeror, or its product, must satisfy in order to become qualified   ;

(3) specify an estimate of the costs of testing and evaluation likely to be incurred by a potential offeror in 

order to become qualified;

(4) ensure that a potential offeror is provided, upon request and on a reimbursable basis, a prompt 

opportunity to demonstrate its ability to meet the standards specified for qualification…;

(5) if testing and evaluation services are provided under contract to the agency for the purposes of clause 

(4), provide to the extent possible that such services be provided by a contractor…; and

(6) ensure that a potential offeror seeking qualification is promptly informed as to whether qualification is 

attained and, in the event qualification is not attained, is promptly furnished specific information why 

qualification was not attained. 

(c) (1) Subsection (b) of this section does not apply with respect to a qualification 

requirement established by statute or administrative action before October 19, 1984, 

unless such requirement is a qualified products list. 
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252.246-7003 Notification of Potential Safety Issues

As prescribed in 246.371(a), use the following clause: 

NOTIFICATION OF POTENTIAL SAFETY ISSUES (JAN 2007) 

(a) Definitions. As used in this clause—

“Credible information” means information that, considering its source and the surrounding circumstances, supports a reasonable belief that an 

event has occurred or will occur. “Critical safety item” means a part, subassembly, assembly, subsystem, installation equipment, or support 

equipment for a system that contains a characteristic, any failure, malfunction, or absence of which could have a safety impact. “Safety impact” 

means the occurrence of death, permanent total disability, permanent partial disability, or injury or occupational illness requiring hospitalization; 

loss of a weapon system; or property damage exceeding $1,000,000. “Subcontractor” means any supplier, distributor, vendor, or firm that furnishes 

supplies or services to or for the Contractor or another subcontractor under this contract. 

(b) The Contractor shall provide notification, in accordance with paragraph (c) of this clause, of— (1) All nonconformances for parts identified as 

critical safety items acquired by the Government under this contract; and  (2) All nonconformances or deficiencies that may result in a safety impact 

for systems, or subsystems, assemblies, subassemblies, or parts integral to a system, acquired by or serviced for the Government under this 

contract. 

(c) The Contractor— (1) Shall notify the Administrative Contracting Officer (ACO) and the Procuring Contracting Officer (PCO) as soon as practicable, 

but not later than 72 hours, after discovering or acquiring credible information concerning nonconformances and deficiencies described in 

paragraph (b) of this clause; and (2) Shall provide a written notification to the ACO and the PCO within 5 working days that includes— (i) A summary 

of the defect or nonconformance; (ii) A chronology of pertinent events; (iii) The identification of potentially affected items to the extent known at 

the time of notification; (iv) A point of contact to coordinate problem analysis and resolution; and (v) Any other relevant information. 

(d) The Contractor— (1) Is responsible for the notification of potential safety issues occurring with regard to an item furnished by any subcontractor; 

and (2) Shall facilitate direct communication between the Government and the subcontractor as necessary.  

(e) Notification of safety issues under this clause shall be considered neither an admission of responsibility nor a release of liability for the defect or 

its consequences. This clause does not affect any right of the Government or the Contractor established elsewhere in this contract. 

(f) (1) The Contractor shall include the substance of this clause, including this paragraph (f), in subcontracts for— (i) Parts identified as critical safety 

items; (ii) Systems and subsystems, assemblies, and subassemblies integral to a system; or (iii) Repair, maintenance, logistics support, or overhaul 

services for systems and subsystems, assemblies, subassemblies, and parts integral to a system. (2) For those subcontracts described in paragraph 

(f)(1) of this clause, the Contractor shall require the subcontractor to provide the notification required by paragraph (c) of this clause to— (i) The 

Contractor or higher-tier subcontractor; and (ii) The ACO and the PCO, if the subcontractor is aware of the ACO and the PCO for the contract. 

(End of clause) 

(Revised July 29, 2009) 
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“US Department of Defense 

Counterfeit Regulations Impact 

Global Suppliers” April 27, 2012

• Non-U.S.-based suppliers accounted for more than $2 billion during the 

five-year period from 2007 to 2011, with European Union (EU) and Middle 

Eastern companies accounting for the bulk of the American government’s 

procurement

• Data in the figure was derived from the IHS Haystack system that provides 

information on more than 100 million items in the U.S. Federal Supply 

Catalog and more than 40 U.S. Army, Navy, Air Force and related 

databases

• The impact of NDAA 2012, Section. 818. Detection and Avoidance of 

Counterfeit Electronic Parts, is beginning to be felt worldwide, as many 

international companies and global manufacturing facilities begin to see 

customer requests for counterfeit detection and avoidance measures 

flowed down through the supply chain
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US Attorney’s Manual

1701 Trademark Counterfeiting—Introduction

The Trademark Counterfeiting Act of 1984, Pub. L. No. 98-473, Tit. II, § 1502(a), 98 Stat. 2178 (1984), and the 

Anticounterfeiting Consumer Protection Act of 1996, Pub.L. No. 104-153, 110 Stat. 1386 (1996), address the growing 

problem of trafficking in counterfeit trademark goods, which has primarily involved the clandestine manufacture and 

distribution of imitations of well-known trademarked merchandise. The 1984 Act created an offense, codified at 18 

U.S.C. § 2320, which provides that "whoever intentionally traffics or attempts to traffic in goods and services and 

knowingly uses a counterfeit mark on or in connection with such goods or services" shall be guilty of a felony. 18 U.S.C. 

§ 2320(a). Section 2320(b) enables the United States to obtain an order for the destruction of articles in the possession 

of a defendant in a prosecution under this section upon a determination by the preponderance of the evidence that 

such articles bear counterfeit marks.

These Acts also amend the Lanham Act, 15 U.S.C. § 1501 et seq., to create stronger remedies in civil cases involving the 

intentional use of a counterfeit trademark. They provide mechanisms for obtaining statutory damages, treble damages 

and attorney's fees. 15 U.S.C. § 1117. The Lanham Act also provides for ex parte application by a trademark owner for a 

court order to seize counterfeit materials and instrumentalities where it can be shown that the defendant is likely to 

conceal or transfer the materials. Id. § 1116(d). New amendments permit the seizure order to be served and executed 

either by federal law enforcement officers or by state or local law enforcement officers. Id. § 1116(d)(9). The Lanham 

Act also requires applicants to file a notice of application for an ex parte seizure order with the United States Attorney, 

who may participate in such proceedings if they appear to affect evidence of a federal crime. See this Manual at 1719.

NOTE: The Anticounterfeiting Consumer Protection Act of 1996 requires that the Attorney General report to Congress 

on investigative and prosecutive activities that occur in relation to the criminal intellectual property statutes, including 

18 U.S.C. § 2320. See USAM 9-68.150 and this Manual at 1703.
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US Attorney’s Manual 

1702 Trademark Counterfeiting—Charging Considerations

Section 2320 is not intended to criminalize every trademark infringement for which 

remedies may exist under the Lanham Act, 15 U.S.C. §§ 1051 et seq. It is intended to 

deal vigorously with the burgeoning and increasingly lucrative trade in outright copies 

of well-known trademarked merchandise. The 1996 amendments are intended to 

focus prosecutive attention on the growing problems associated with the unlawful 

importation of counterfeit trademarked goods, and violations tied to organized 

criminal behavior and criminal enterprises.
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