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Session QOutline

During this proficiency training course:

Attendees will be given guidance and instruction
iIntended to aid their organization in the strategic
Implementation of a proactive Bill Of Material
(BOM) Management approach designed to
identify, analyze and resolve current and

Impending part availability risks associated with
obsolescence.



2012 National Defense

Authorization Act

One Nundeed Thoclfth Congress
of the
Uniced States of America

AT THE FIRST SESSION

Begun and held ai the City of Washington on Wednesday,
the fifth day of January, two thousand and eleven

An At

T authorize appropriations for fiscal vear 2012 for military activities of the Depart-
ment of Defense, for military construction, and for defonse activities of the
Department of Enerpy, to preseribe military personnel strongths for such fiscal
vear, and for sther purposes

Be if enacted by ihe Senafe and House of Represeniafives of
the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “National Defense Authonzation
Act for Fizcal Year 20127,

Section 818: Detection and
Avoidance of Counterfeit
Electronic Parts

Requires...processes to abolish
counterfeit parts

Requires...the use of trusted
suppliers

Requires...the design, operation,
and maintenance of systems to
detect and avoid counterfeit
electronic parts

Requires...standards and
processes for identifying such
trusted suppliers comply with
established industry standards



Industry Standards
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*Obsolescence can increase the risk of
acquiring counterfeit electronic parts. To
reduce the likelinood of purchasing
counterfeit parts, electronic equipment
manufacturers should proactively manage
the life cycle of their products through

the use of a Diminishing Manufacturing
Sources and Material Shortages (DMSMS)
management plan.

*The processes shall maximize availability
of authentic, originally designed and/or
gualified parts throughout the product’s
life cycle, including management of parts
obsolescence.



Meet Regulatory and Industry

Specified Compliancy

IHS can help by providing the required
tools and content for:

 Effective BOM Management which critical in
mitigating costs and risks associated with
counterfeit and obsolete components and
proactive identification of current and impending
part availability changes.



IHS BOM Manager

With the IHS BOM Manager tool and
Electronic Components Database,

customers can:
« ldentify obsolescence and counterfeit risks as
early as possible

* Identify alternate parts, sources and aftermarket
manufacturers

« Manage and evaluate suppliers in a Approved
Manufacturer List (AML)

* Receive part status, counterfeit, PCN/EOL, GIDEP
notices, and price/availability updates



IHS Electronic Components

Database

The Electronics Database contains component
information on over 300 million electronic
components, from more than 1,500 manufacturers
representing over 450 part categories.

*Batteries *Fuses & Circuit Protection
sConnectors *Heat Sinks

«Crystals / Oscillators *Sensors

*Cylindricals *Passive Devices
*Electro-Mechanical Components <Power Supplies

*Fans & Blowers *Relays

sFasteners & Hardware *RF Microwave Devices
*Fiber Optic Connectors eSemiconductors

*Fiber Optic Devices *Transformers



BOM Manager — Home Page
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Export Format:

Quickly navigate to the information you need:
* |dentify parts of concern
* Monitor alerted parts



BOM Manager — Home Page
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Quickly navigate to the information you
* |dentify parts of concern
* Monitor alerted parts



BOM Manager — Home Page
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Quickly navigate to the information you need:
* |dentify parts of concern
» Monitor alerted parts



BOM Manager — AML Page

4DONLINE Manage & Where

D h I r I BOM ManagEI' User: Design Engineer Home | T | Exceptions | Summary | Det | Alerts | Reports | J | Py nces | Admin | CAML | Ia‘:ﬂ | Hel
E l' S : E l' Manage & Import View/Edit CAML Mfr Exceptions CAML Part Exceptions

Corporate Parts 4 items

Crr || CorpP/iN & Corp Name £ Mfr P/N S Mfr Name £ Corp P/N Desc 8 M1

EXAMPLE OEM MFR NAME BCX70G NXP TRANSISTOR NP

EXAMPLE OEM MFR NAME 235050110102 YAGEO RESISTOR TR
- EXAMPLE OEM MFR NAME TC74HC112AP TOSHIBA AMERICA MICROCIRCUIT,DIGITAL DU
BOM Detalls '
4 »
4 items Delete Add Cancel Edit Save Process CAML Clear Filters Show Edited Parts Search
AML Parts (Preferred Part is in bold font) 21 items
W h e re U S e d Cr | | Mfr B/N Mfr Name Mfr P/N Desc
SN54HC112] TI DUAL J-K NEGATIVE-EDGE-TRIGGERED FLIP-FLOP WITH CLEAR AND PRESET *
TC74HC112AP TOSHIBA DUAL J-K FLIP FLOP WITH PRESET AND CLEAR
CD74HC112EE4 TI DUAL J-K FLIP-FLOP WITH SET AND RESET NEGATIVE-EDGE TRIGGER
R e p O rtS M54HC112D1 ST MICRO RAD-HARD DUAL J-K FLIP FLOP WITH PRESET AND CLEAR
CD74HC112E TI DUAL J-K FLIP-FLOP WITH SET AND RESET NEGATIVE-EDGE TRIGGER
HD74HC112P DUAL 1-K FLIP-FLOP (WITH PRESET AND CLEAR)
- F4HC112M,652 NXP DUAL JK FLIP-FLOP WITH SET AND RESET; NEGATIVE-EDGE TRIGGER
E m al I M38510/65305BEA TI MICROCIRCUIT, DIGITAL, H SPEED, CMOS, DUAL JK NEG-EDGE TRIGGERED FF W/ CLR AND PRESET, ML SILICO
SNJ54HC112] TI DUAL J-K NEGATIVE-EDGE-TRIGGERED FLIP-FLOP WITH CLEAR AND PRESET
- - - 933669270652 NXP DUAL JK FLIP-FLOP WITH SET AND RESET; NEGATIVE-EDGE TRIGGER
N t f t 8408801EA TI DUAL J-K NEGATIVE-EDGE-TRIGGERED FLIP-FLOP WITH CLEAR AND PRESET
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e r S M54HC112D ST MICRO RAD-HARD DUAL J-K FLIP FLOP WITH PRESET AND CLEAR
8408801EX TI MICROCIRCUIT, DIGITAL, HIGH-SPEED' CMOS, DUAL 1-K FLIP-FLOP WITH SET AND RESET,MONOLITHIC SILICON
CD5S4HC112F3A TI DUAL J-K FLIP-FLOP WITH SET AND RESET NEGATIVE-EDGE TRIGGER

E

HC112N TI DUAL 1-K NEGATIVE-EDGE-TRIGGERED FLIP-FLOP WITH CLEAR AND PRESET

F4HC11ZNB NXP -
4 3

21 items Set Preferred Delete Add Mfr Part Save Cancel Edit

Approved Manufacturer List (AML):

» Create and manage your corporate AVL — Reduce part
number and supplier redundancy



BOM Manager — Detalls Page

Dashboard
AML

BOM Detalls
Where Used
Reports

Emalil
Notification

ERAI Alerts

ADONLINE
BOM Managar
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Easy access to part information:

» Datasheets
» Lifecycle
» Alerts / Notices

e Technical attributes
e Alternates




BOM Manager — Detalls Page
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Notification
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Easy access to part information:
« Datasheets » Technical attributes
 Lifecycle « Alternates
o Alerts / Notices



BOM Manager — Detalls Page

Dashboard
AML

BOM Detalls
Where Used
Reports

Emalil
Notification

ERAI Alerts

Easy access to part information:

» Datasheets
» Lifecycle
» Alerts / Notices

e Technical Attributes
e Alternates



BOM Manager — Detalls Page

Dashboard
AML

BOM Detalls
Where Used
Reports

Emaill
Notification

ERAI Alerts

~ 4DONLINE

BDM Ma”ﬂgﬂ-" User: Design Engineer

BOM Details F/M Details Mfr Info Mfrs Cocuments

Part Number: NES700 Mfr Name: On Semi PS: E

Part Number NES70D
Mfr Name On Semi
Life Cycle Stage PHASE-OUT
Life Cycle Code 4.9
Availability (YTEOL) < 1
Estimated YTEOL 0.4

LTE Date

LTD Date

Alert/Prediction Date
Life Cycle Information Source | MANUFACTURER
Comments LTEB WHILE SUPPLY LAST

Easy access to part information:
« Datasheets » Technical attributes
» Lifecycle « Alternates
o Alerts / Notices

Life Cycle



BOM Manager — Detalls Page

Dashboard
AML

BOM Detalls
Where Used
Reports

Emalil
Notification

ERAI Alerts

e | PSS | it | S | i | bt | gt | ST | e | i | 58 § iy

Easy access to part information:

» Datasheets
» Lifecycle
» Alerts / Notices

e Technical attributes
e Alternates



BOM Manager — Detalls Page
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BOM Detalls
Where Used
Reports

Emalil
Notification
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Easy access to part information:
« Datasheets » Technical attributes
 Lifecycle « Alternates
o Alerts / Notices



BOM Manager — Where Used
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Where Used Search: Search Options

AM L £ . % Select value. . =

Reset | Clear || Search

BOM Detalils RNy e TR Y
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Notification

ERAI Alerts
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m
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Identify other lists that are impacted by the same event:
» Search across lists using a variety of methods
« |dentify duplicate parts



BOM Manager — Reports Page
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Easy access to specialized information:
* Predicted Status
» Health Analysis



BOM Manager — Reports Page
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Easy access to specialized information:
* Predicted Status
» Health Analysis



BOM Manager — Notifications

peter.morse @ihs.com;

Subject: FW: Bom Manager Alerts

E
send

Attached: | B2 pen,csv 21 KE
B 2 ERE IR SR RN SRR B SRR AR MR MR BRI MR RAIE (RN RS SR RE - SRR 1 |
Batch/Serial No: H

Action Plan:ATTACHED GUIDELINES TO BE FOLLOWED WHEN DESIGNING WITH RTAX-S/SL DEVICES

- Customer Part: UFe8-ee11229
t I Mfr Part: RTAX10805-1CGS624EV
Manufacturer: ACTEL CORP

Alert Type: Failure Notice
Alert Desc: INFORMATION ON BEHAVIOR OF THE DEVICE DURING A SPECIFIC SITUATION AT POWER DOWN
Source: GIDEP

Issue Date: 85-27-2010
e re Se Alert No: SC7-P-18-82
Alert Code:ACTLI@@E17

Batch/Serial No:
Action Plan:ATTACHED GUIDELINES TO BE FOLLOWED WHEN DESIGNING WITH RTAX-S/SL DEVICES

I z e p O rtS Customer Part: DF28-8004376

Mfr Part: JANSINGG38U
Manufacturer: MICROSEMI CORP-LAWRENCE
Alert Type: Failure Notice

- Alert Desc: QOMISSION OF BV VERIFICATION TEST |:|
I I Ial Source: GIDEP
Issue Date: 85-27-2010

Alert No: RS2-P-10-82B
Alert Code:MSLWI@@@1l

" -
Batch/Serial No:
Action Plan:IR TEST USED FOR BV VERIFICATION TEST WAS ADDED TO INTERNAL PRODUCT SPECIATION

Customer Part: DN38-8e83697

Mfr Part: JANTX1N4469
rt Manufacturer: MICROSEMI CORP-S5COTTSDALE
Alert Type: Failure Notice

Alert Desc: LEADED ZEMER DIODES FAILED VISUAL INSPECTION AND SUSPECT COUNTERFEITS
Source: GIDEP
Issue Date: 86-083-2010

Alert No: ALH-P-10-81
Alert Code:M55D]100887
Batch/Serial No: 2885
Action Plan:LAWRENCE DIVISON QUALIFIED PARTS TO BE USED

Automatically Receive Email Notifications:
» Part availability changes, suspect counterfeit
« PCN and EOLs



BOM Manager — ERAI Alerts

Dashboard
AML

BOM Detalls
Where Used
Reports

Emaill
Notification

ERAI Alerts

T "8
Home Part Company || Reported | {000 L 0 0 ERAI Mcmber Fil= a BEOM Scrwices | Exccutive Customer Usar
Sourcing Search Companies Parts Search Complaint | Scrubber Comnference Support | Manusal

Search High Risk Parts Submit High Risk Part

Part: XC5210-5PG223C

Part Number: HCS5210-5PGZ223C
Manufacturer: HILINK

Nate Code: n&a4s

Lot Code: F3&8474

Country of Origin: Fhilippines
Suspect Connterfeit: vYes
Date Reported: 08/ 12/2011

Nescription of Nonconformance:
LIpon visual inspertion it was noted that there were inronsistenries within this lot of components. These incansistenries inclide the following:

1. Component top surface has a slightly rough texture and is lighter in color than the bottom surface.

2. There is a lack of markings on the bottom surface which is not consistent with known-good product from the same Xilinx product series
3. There is usually date code and lot code information located on the bottom side of Xilinx components of this package style.
4, Thebldence went EOL in 1299, with a last time ship from the factory of January 15th, 2002 -- the printed date code of "0645" could not be
possible

5. Scanning Eleckron Microscopy shows an easily visible difference between the top and bottom surfaces. When viewed at 5000x the top surface is
not consistent with the normal ceramic patterns seen on the top and bottom of all ceramic component surtaces. The altered top-surtace 1s
consistent with ceramic surfaces which have undergone a lapping (resurfacing) process. (Lapping is the gradual removal of surface layers via
constant pressure and a wet, abrasive compound to generate a smooth, uniform new surface.)

Mote: Resistance to solvents (RT3) was not performed due to the likelihood of marking removal. This is a common occurrence for this type of
component.

Availahle Tmages and Test/Nonconformance Reports:

L] ] R T (10

Direct access to the ERAI web site for detailed counterfeit part
activity




Next Steps

Part Obsolescence Management:

1. Gain access to a BOM Management tool to
analyze parts and designs for potential risk and D
proactively monitor changes.

2. Improve your supply chain by identifying
approved alternate sources and aftermarket
manufacturers.

3. Apply Life Cycle forecasters to component
selection decisions.

4. Utilize specialized reporting capabilities to help
make informed decisions.

5. Evaluate parts for known counterfeit activity
and suspect suppliers.




