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MAPS AND TABLES

Sites where CAR documented IED components
used by IS forces, July 2014-December 2015

Chains of custody of aluminium paste and
ammonium nitrate used by IS forces in Iraq

Chain of custody of hydrogen peroxide and white
petroleum drums used by IS forces

Chains of custody of detonating cord used by IS
forces in Syria

TABLES

Chains of custody of detonating cord used by IS
forces in Iraq

Chain of custody of safety fuse used by IS forces in
Syria

Chains of custody of detonators used by IS forces
in Syria

Chains of custody of detonators used by IS forces
inlraq

Chains of custody of wires and cables used by IS
forces

Chains of custody of electronic components used
by IS forces

Chains of custody of mobile telephones used by IS
forces

Table 1

Recovered items with a short chain of custody
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Table 3

Known chain of custody of the INTEROX® AG Spray
35 drums, one of which CAR documented in Tikrit
in April 2015

Table 4

Reconstructed chronology of events related to
detonating cord and detonators that were exported
to Lebanon



INTRODUCTION

Since their June 2014 capture of the Iraqi city

of Mosul, Islamic State (IS) forces have fought
numerous battles along a shifting front line, which
spans Iragi and Syrian territory, and have engaged
nearly every armed force there. Despite suffering
territorial losses in 2014-15, the group continues to
hold significant ground in Iraq and Syria.

Since July 2014, Conflict Armament Research
(CAR), an independent organisation mandated

by the European Union to investigate the supply
of weapons into armed conflicts, has worked in
concert with Iraqgi and Syrian forces to document
materiel recovered in military action against IS
forces. These partners include: the Iraqgi Popular
Mobilization Units, the Iraqgi Federal Police, the
Kurdistan Region Security Council, the Peshmerga
forces of the Kurdistan Regional Government,

and the Military Council of the Kurdish People’s
Protection Units (YPG) in Syria. CAR documented
the components presented in this report following
their recovery during major battles around the
Iraqgi towns of al Rabia, Kirkuk, Mosul, and Tikrit
and the Syrian town of Kobane.

IS forces have manufactured and deployed
improvised explosive devices (IEDs) across the
battlefield on a quasi-industrial scale. Responsible
for a large number of civilian and military
casualties, these improvised bombs endanger

and significantly delay ground operations against
IS positions, while threatening the safe return of
displaced populations. Made of components that
are cheap and readily available, IEDs have become
IS forces’ signature weapon. Their chains of supply
differ from those of military weapons. Indeed, for
the most part, IED components are commercial
goods that are not subject to government export
licences and whose transfer is far less scrutinised
and regulated than the transfer of weapons.

IED COMPONENTS ARE
COMMERCIAL GOODS THAT ARE
NOT SUBJECT TO GOVERNMENT
EXPORT LICENCES.
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Improvised explosive devices captured
by the Iraqi Federal Police in Tikrit, Iraq

Tikrit, April 2015

Over a period of 20 months, from July 2014 to
February 2016, CAR field investigation teams in Iraq
and Syria examined more than 700 components
used by IS forces to manufacture IEDs, identified
their provenance, and traced their chains of
custody. While this report focuses on the origin

of supplies captured from IS forces, there is no
evidence to suggest, nor does CAR in any respect
imply, any direct transfer of goods to IS forces by
the countries and companies mentioned in this
report. CAR’s investigations map out the legal
trade in component parts across the region. In all
identified cases, producers have lawfully traded
components with regional trade and distribution
companies. These companies, in turn, have sold
them to smaller commercial entities. By allowing
individuals and groups affiliated with IS forces

to acquire components used in IEDs, these small
entities appear to be the weakest link in the chain
of custody.

Afocus on lawfully traded commodities is thus
critically important to an understanding of how
IS forces fuel their large-scale manufacture of
IEDs. Many components that can be used in the
manufacture of homemade explosives, such as
aluminium paste and urea, are not subject to
transfer controls, including export licensing. As
such, their supply within the region is largely

Conflict Armament Research
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INTRODUCTION

PERHAPS THE MOST
SIGNIFICANT FINDING OF THIS
REPORT CONCERNS THE SPEED
WITH WHICH ISLAMIC STATE
FORCES HAVE BEEN ABLE TO
ACQUIRE IED COMPONENTS.

unregulated and weakly monitored. Other
components, such as detonators and detonating
cord, are subject to export licensing, but are also
commonly used in commercial activities, such

as mining and industry. Licensing alone has not
been sufficient to prevent acquisition by IS forces.
Ostensibly civilian components, such as mobile
telephones and telecommunications cable, are
also investigated in this report because their
supply serves as a ‘marker’ for understanding the
acquisition networks used by IS forces.

Unsurprisingly, IS acquisition networks draw
most heavily on lawful commerce in the countries
that border their territory. Proximity is a major
reason why the goods traded by Iragi and Turkish
companies appear throughout the supply chains
of components that IS forces use to manufacture
IEDs. Both Iraq and Turkey have large agricultural
and mining sectors, in which many such chemicals
and explosive components are employed
extensively. At the same time, many small-scale
commercial enterprises appear to have sold,
whether wittingly or unwittingly, components to
parties linked to, or employed by, IS forces.

Perhaps the most significant finding of this report
concerns the speed with which IS forces have been
able to acquire IED components. The appearance
of these components in possession of IS forces, as
little as one month following their lawful supply

to commercial entities in the region, speaks to

a lack of monitoring by national governments

and companies alike. It may also indicate a lack

of awareness surrounding the potential use of
these civilian-market components by terrorist and
insurgent forces. At the very least, the evidence
presented in this report serves to spotlight which
chemical precursors and components IS forces use
consistently in their construction of IEDs.

CAR continues to investigate the supply of many
of the components discussed in this report and
to document IED components recovered from IS
forces.



KEY FINDINGS

51 COMPANIES, 20 COUNTRIES

CAR has identified 51 commercial entities and
20 countries involved in the supply chain of
components used by IS forces to construct IEDs.

The companies produced, sold, or received critical

Table 1

Companies, countries, and material identified

Producer

Intermediary

material, such as chemical precursors, detonating
cord, detonators, cables, wires, and other
electronic components (see Table 1 and Map 1).

Declared end user

Chemical precursors
Chemical precursors
Chemical precursors
Chemical precursors

Chemical precursors

Chemical precursors
Chemical precursors
Chemical precursors
Chemical precursors
Chemical precursors
Container/chemical precursors
Container/chemical precursors
Container/chemical precursors
Container/chemical precursors

Container/chemical precursors

Container/chemical precursors

Aldoro

Gultas Kimya
Alba Aluminiu
3D Lojistik

Marikem Kimyevi ve
Endiistriyel Uriinler

Sunrise Aluminium Pigments
Metkim

Unknown

Mert Global

EKM Glibre

Solvay Chemicals International
Solvay Chemie

Diversey Kimya

Diversey Gulf

Mazen Khanati Serrieh Trading
& Distributing

Karwanchi Group

Brazil
Turkey
Romania
Turkey

Turkey

China

Turkey

Russian Federation
Turkey

Turkey

Belgium (headquarters)
Netherlands

Turkey

United Arab Emirates

Iraq

Iraq

Conflict Armament Research
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Container/chemical precursors

Containers/chemical
precursors

Detonating cord
Detonating cord

Detonating cord and
detonators

Detonating cord
Detonating cord

Detonating cord and
detonators

Detonating cord and
detonators

Safety fuse
Detonators
Detonators
Detonators
Detonators

Cables and wires
Cables and wires
Cables and wires
Cables and wires
Signal relays
Microcontrollers
Microcontrollers
Transistors

Mobile telephones
Mobile telephones

Mobile telephones

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs

Al Safi Danone

Ehsan Chemi Company

ilci
Nitromak Dyno Nobel

Maybel

Gulf Oil Corporation

Solar Industries

Premier Explosives
Rajasthan Explosives and
Chemicals

Chamundi Explosives
Economic Explosives
IDEAL Industrial Explosives
Schaffler

Zbrojovka Vsetin

Hes Kablo

Kablo Tiirk

Erikoglu

Unal Kablo

NEC TOKIN

Shindengen

Microchip
STMicroelectronics
Nokia/Microsoft Mobile
Nokia Telecommunications

Nokia Solutions and Networks
India

Iraq

Iran

Turkey
Turkey

Lebanon

India
India

India

India

India

India

India

Austria

Czech Republic
Turkey

Turkey

Turkey

Turkey

Japan

Japan

United States
Switzerland
Finland (headquarters)
China

India



KEY FINDINGS

Mobile telephones
Mobile telephones

Mobile telephones

Mobile telephones
Mobile telephones
Mobile telephones
Mobile telephones
Mobile telephones
Mobile telephones

Mobile telephones

Nokia Vietnam
Al Areen Computers

Ghamdan General Trading &
Import

Al Watani Telecom
Fastlink

Derinton International
Hawk Freight Services
Brightpoint Middle East
Onesto

Midcom

Vietnam
United Arab Emirates

Yemen

Iraq
Iraq
United Arab Emirates
United Arab Emirates
United Arab Emirates
United Arab Emirates

United Arab Emirates



Map 1
Countries of origin of identified material

KEY FINDINGS

With 13 companies involved in the supply chain,
Turkey is the most important choke point for
components used in the manufacture of IEDs by
IS forces. These components include chemical
precursors, containers, detonating cord, cables,
and wires, which Turkish companies either
manufactured or sold in Turkey before IS forces
acquired them in Iraq and Syria.

Among the 13 Turkish companies identified,
eight are intermediaries that have re-transferred
components produced in Brazil, China, India,
the Netherlands, Romania, and the Russian
Federation. The companies serve the Turkish
market and most of them do not export goods to
Iraqg or Syria. Evidence gathered by CAR suggests
that IS forces, or intermediaries acting on their

behalf, acquired the components in Turkey and
subsequently transferred them to Iraq and Syria.

Seven Indian companies manufactured most of

the detonators, detonating cord, and safety fuses
documented by CAR’s field investigation teams.
Under Indian law, transfer of this material requires
a licence. All components documented by CAR were
legally exported under government-issued licences
from India to entities in Lebanon and Turkey.

Japan, Switzerland, and the United States
IS forces consistently employed the same electronic
components in the construction of one type of
remote-controlled IED used in Irag. Companies
headquartered in Japan, Switzerland, and the
United States manufactured the microcontrollers
and transistors used in the devices.

IN SOME INSTANCES, THE CHAIN OF CUSTODY FROM THE
ACQUISITION BY THE CLIENT TO THE USE BY IS FORCES COVERED
A VERY SHORT TIME PERIOD (1-6 MONTHS).

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs
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KEY FINDINGS

EVIDENCE GATHERED BY CAR FIELD INVESTIGATION TEAMS

AND DOCUMENTS OBTAINED BY CAR THROUGH FORMAL TRACE
REQUESTS INDICATE THAT ISLAMIC STATE FORCES ACQUIRED
MANY COMPONENTS RAPIDLY FOLLOWING THEIR LAWFUL SUPPLY
TO DISTRIBUTORS AND END USERS.

Mobile telephones

IS forces in Iraq use a Model 105 Type RM-908
Nokia mobile telephone in the manufacture of

a specific type of remote-controlled IED. Of ten
such telephones captured from IS forces and
documented by CAR, eight had been supplied to
intermediaries in the United Arab Emirates (where
CAR investigations are ongoing) and two had been
sent to distributors in the city of Erbil, in Iraqi
Kurdistan.

Table 2
Recovered items with a short chain of custody

Short chain of custody

Evidence gathered by CAR field investigation
teams and documents obtained by CAR through
formal trace requests indicate that IS forces
acquired many components rapidly following their
lawful supply to distributors and end users (see
Table 2 and Map 2). In some instances, the chain
of custody from the acquisition by the client to the
use by IS forces covered a very short time period
(1-6 months).

Company

Marikem

Metkim

Microsoft Mobile

Giiltas Kimya

ilci

EKM Glibre

Al Safi Danone
and Karwanchi
Group

Mert Global

12

Aluminium paste

Aluminium paste

Nokia 105
RM-908

Aluminium paste

Detonating cord

Urea

Hydrogen
peroxide

Ammonium
nitrate

Date of legal Chain of
transfer or custody
acquisition Use by IS forces (duration)

10 October 2014 March-April 2015 5-6 months
10 October 2014 March-April 2015 5-6 months
May- Early
November 2014 December 2014 1= e
August 2014 March-April 2015 7-8 months
September 2014~
27 February 2014 January 2015 7-11 months
September 2014~
201 1-12 h
014 January 2015 months
AL March-April 2015 5-12 months
September 2014 P
2014 March-April 2015 3-16 months
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KEY FINDINGS

Map 2
Movement of identified items, 2014-15
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— Detonators — Detonating cord and safety fuse
— Chemical precursors — Container/chemical precursors
~—— Electronic components — Cables and wires

— Mobile phones



DOCUMENTATION

This section provides information regarding IED components that were captured from IS forces and
subsequently documented by CAR field investigation teams in Iraq and Syria.

Map 3
Sites where CAR documented IED components used by IS forces, July 2014-December 2015




CHEMICAL PRECURSORS

DOCUMENTATION

Aluminium paste

Aluminium mixed with fertilizer is one of the most common forms of homemade explosive used by IS

forces in Iraq and Syria.

During the second battle of Tikrit (2 March-17 April
2015), the Iraqgi Jund al-Imam brigade captured a
warehouse (GPS: 34.5877149794, 43.6891239882)
in which IS forces had mixed aluminium paste
with ammonium nitrate in the manufacture

of explosives. A CAR field investigation team
documented the warehouse’s contents on 29 April
2015.

A drum of aluminium
paste produced in
Brazil and shipped to
Turkey in 2014

Tikrit, Iraq, April 2015

CAR’s requests for information from the three
companies yielded the following responses and
details:

e On 15 May 2015, CAR sent a formal request for
information to Glltas Kimya. On 18 May 2015,
a Gultas Kimya representative telephoned CAR
and stated that Gultas Kimya did not export any
products and sold only to Turkish companies.
Further, on 31 October 2015, Gliltas Kimya wrote
to CAR stating that:

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs

A drum of aluminium
paste produced in
Romania and shipped
to Turkey in 2014

Tikrit, Iraq, April 2015

The labels affixed to several drums of aluminium
paste found at the location indicated production
in August and October 2014 by three different
manufacturers: Aldoro, Brazil; Alba Aluminiu,
Romania; and Sunrise Aluminium Pigments, China.
The three companies sold the aluminium paste to
three Turkish companies based in Istanbul: Giiltas
Kimya, Marikem Kimyevi ve Enduistriyel Uriinler
(hereafter ‘Marikem’), and Metkim.

A drum of aluminium
paste produced in
China and shipped to
Turkey in 2014

Tikrit, Iraq, April 2015

» It does not authorise any client trading
company to resell or export its imported
aluminium paste, whether in whole or in part;

» the company does not control any post-sale
re-transfer of its products by clients;

» it has not exported any material of the type
subject to CAR’s trace request to Syria or Iraq;
and

» the company is unaware of any legislation

that might bind it to enter into an end-user
agreement with its clients, which might

15



DOCUMENTATION

prohibit them from forwarding the material

concerned to any third party, whether directly

orindirectly (see Annexe A).

Documents sent by Alba Aluminiu to CAR on

11 June 2015 indicate that, on 10 October 2014,
the company dispatched 792 metal drums of
aluminium paste by road from Zlatna, Romania,
to Cayirova, Turkey (see Annexe B). A Turkish
company, 3D Lojistik, acted as a consignee for
the buyer, Marikem. On its website, Marikem
indicates that its products are stored at 3D
Lojistik’s warehouse. In an email sent to CAR on
3 November 2015, Marikem states that it does
not export to Syria or Iraq and, beyond Turkish
domestic sales, exports only to Azerbaijan. As of
the publication of this report, 3D Lojistik had not
responded to CAR’s request for information.

Fertilizers

e In a message sent on 21 September 2015 in
response to a CAR request for information,
Metkim states that it was unable to determine
to which client it had sold items in the lot
documented by CAR (see Annexe C). The
message also asserts that Metkim does not
export its products and that its sales are
destined exclusively to the Turkish market. In
an email to CAR dated 23 October 2015, Metkim
confirms that the lot number of the item
indicates manufacture on 10 October 2014.

At this stage, CAR is unable to document the full
chain of custody of the drums of aluminium paste
following their resale by Gliltas Kimya, Marikem,
and Metkim.

IS forces operating in Iraq and Syria almost exclusively use homemade explosives made from fertilizers,
such as ammonium nitrate and urea, mixed with other chemical precursors.

During the second battle of Tikrit, the Iragi Jund
al-lmam brigade captured a warehouse (GPS:
34.5877149794, 43.6891239882) in which IS
forces had mixed ammonium nitrate produced
in Turkey in 2014 by Mert Global, Antakya, in

the manufacture of explosives. A CAR field
investigation team documented the warehouse’s
contents on 29 April 2015.

CAR sent requests for information to Mert Global
on 8 October and 4 November 2015, but did not
receive a written response from the company.

A bag of
ammonium
nitrate produced
in Turkey in 2014

Tikrit, Iraq, April
2015

16

During the siege of Kobane (September 2014-
January 2015), IS forces used urea that was
distributed by the Turkish company EKM Gibre,
and produced in the Russian Federation in 2014,

to make improvised explosives for use against
Kurdish YPG forces. A CAR field investigation team
documented the product in Kobane on 25 February
2015 (GPS: 36.8897040188, 38.3421630319).

CAR was unable to locate the company. Repeated
attempts to reach the company through the phone
number printed on the bag yielded no results.

A bag of prilled
urea imported
from the Russian
Federation to
Turkey in 2014

Kobane, Syria,
February 2015

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs
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Map 4
Chains of custody of aluminium paste and ammonium nitrate used by IS forces

® Source — China-Turkey-Iraq

O Intermediary — Turkey-Iraq

® | ocation captured — Brazil-Turkey-Iraq

® |ocation documented — Romania-Turkey-Iraq
Map 5

Chain of custody of urea used by IS forces in Syria

Source — Russia-Syria
Intermediary

Location captured
Location documented

e ¢ O o

Exact location in Russia unknown.

Conflict Armament Research 17
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CONTAINERS

During the second battle of Tikrit, Iraqi Federal
Police units recovered a hydrogen peroxide drum
filled with homemade explosive. CAR documented
the item in Tikrit on 29 April 2015. The hydrogen
peroxide (INTEROX® AG Spray 35) had been
produced in the Netherlands in 2014 before being
imported to Turkey. The exact nature of the
homemade explosives is unknown, but hydrogen
peroxide is often used as a chemical precursor

in improvised explosives. Among its civilian
applications, hydrogen peroxide solution is used
in aseptic packaging processes to sterilize cartons
and plastic packaging materials.

The Government of the Netherlands has confirmed
that the Belgian company Solvay Chemicals
International, Brussels, consigned the hydrogen
peroxide solution to the Turkish company Diversey
Kimya, Gebze." On 20 February 2014, the Dutch
subsidiary of Solvay Chemicals, Solvay Chemie
B.V., Herten, sent 180 65 kg drums of INTEROX® AG
Spray 35 (Divosan HS 35 VT68), by road to Antwerp,
Belgium, where they were loaded onto the

Table 3

container ship MSC Sarah. The ship left Antwerp on
23 February 2015.

According to the Dutch authorities, Diversey Kimya
is a regular client of Solvay Chemicals International
and receives large quantities of hydrogen peroxide
produced by Solvay Chemie B.V.

The Sealed Air Corporation Group provided further
information on behalf of its affiliate, Diversey
Kimya, regarding the chain of custody of the
hydrogen peroxide drums (see Table 3 and Annexe
D).2 The company confirmed that the drum that
CAR documented in Tikrit was part of a batch
transferred by Diversey Kimya to Mazen Khanati
Serrieh Trading & Distributing (hereafter 'Serrieh
Trading'), a distributor based in Erbil, Iraq. From
there, the distributor transferred drums from the
batch to two end users in Iraq: Al Safi Danone, also
based in Erbil, and the Karwanchi Group, based

in Kirkuk. The two Iraqi end users did not reply to
CAR’s requests for information.

Known chain of custody of the INTEROX® AG Spray 35 drums, one of which CAR documented in Tikrit

in April 2015

Diversey Kimya agrees to sell 180 drums of hydrogen peroxide to Diversey

31 January 2014

20 February 2014
23 February 2014
19 March 2014

26 March 2014

7 May 2014

21 May 2014

13 August 2014

8 September 2014

2 March-17 April 2015

29 April 2015

18

Gulf.

Solvay Chemie B.V. in the Netherlands sends 180 drums to Antwerp, Belgium,
by road.

180 drums are shipped from Antwerp to Diversey Kimya in Istanbul, Turkey.

180 drums are resold by Diversey Gulf to Serrieh Trading (Erbil, Iraq), shipped
by road from Diversey Kimya, Turkey.

65 drums are resold by Serrieh Trading to the Karwanchi Group, Kirkuk, Irag.
20 drums are resold by Serrieh Trading to Al Safi Danone, Erbil.

70 drums are resold by Serrieh Trading to the Karwanchi Group, Kirkuk.

20 drums are resold by Serrieh Trading to the Karwanchi Group, Kirkuk.
5drums are resold by Serrieh Trading to the Karwanchi Group, Kirkuk.
1drum is used in the manufacture of IEDs by IS forces in Tikrit, Iraq.

CAR documents 1 drum in Tikrit.

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs



This hydrogen peroxide drum was
produced in the Netherlands, shipped to
Turkey, and then transported to Iraq in
2014. In this photo the drum was filled
with homemade explosives

Tikrit, Iraq, April 2015

On 19 January 2015 in Makhmour, Iraqg, and

again near the Mosul Dam on 14 February 2015,
CAR documented white petroleum drums,
manufactured in Iran for export by the Ehsan
Chemi Company, and filled with homemade
explosives. The exact nature of the homemade
explosives is unknown at this stage, but petroleum
jelly is often used as a chemical precursor in
improvised explosives.

White petroleum drums, manufactured
in Iran

Near the Mosul Dam, Iraq, February 2015

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs
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A detail of the hydrogen peroxide drum
filled with homemade explosives.
Tikrit, Iraq, April 2015

Tikrit, Iraq, April 2015

Peshmerga forces recovered the barrels in January
and February 2015 in Khazr (GPS: 36.306272,
43.537445) and near the Mosul Dam (GPS:
36.6202160250, 42.7944870014). As no dates of
manufacture or batch numbers are visible, CAR is
unable to trace the chain of custody of these items.
CAR sent a request for information to the Ehsan
Chemi Company on 5 December 2015, but at the
time of this report’s publication, no response had
been received.

A detail of a white petroleum drum,
manufactured in Iran

Makhmour, Iraq, January 2015

19
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Map 6
Chains of custody of hydrogen peroxide and white petroleum drums used by IS forces.

® Source — The Netherlands-Turkey-Iraq
O Intermediary — Iran-Iraq

® |[ocation captured

® |ocation documented



DETONATING CORD AND SAFETY FUSE

DOCUMENTATION

IS forces regularly employ detonating cord in their IEDs to complete the explosive train between the
detonator and the main explosive charge. The examples documented by CAR are commercial variants,
which are used in both the mining and industrial sectors.

During the siege of Kobane, Kurdish YPG forces
captured detonating cord from IS forces in
Kobane, Syria (GPS: 36.892334, 38.352662). A
CAR field investigation team documented the
components in Kobane on 24 February 2015.

Solar Industries, India, produced one spool of
detonating cord on 27 February 2014 and exported
it to the Turkish company ilci, Ankara. Two

months earlier, on 31 December 2012, the Gulf Oil
Corporation, India, had produced a spool and
exported it to the Turkish company Nitromak Dyno

A spool of detonating cord produced in
India and exported to Turkey in 2014

Kobane, Syria, February 2015

A spool of detonating cord produced in
India in 2012 and exported to Lebanon

Kobane, Syria, February 2015

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs

Nobel, Ankara. Solar Industries, India, produced

a further two spools, on 21 and 23 October 2012,
and exported them (on an unspecified date) to the
Lebanese company Maybel, headquartered

in Beirut.

CAR also documented the use of Solar Industries
detonating cord by IS forces on the Makhmour
front line in Iraq at the end of 2014. There is no
evidence to indicate to which regional entity Solar
Industries supplied the cord.

A spool of detonating cord produced in
India and exported to Turkey in 2012 or
2013

Kobane, Syria, February 2015

A spool of detonating cord produced in
India in 2012 and exported to Lebanon

Kobane, Syria, February 2015

21
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A representative of ilci explained to CAR that

the company only sold its products to licensed
companies in Turkey and the Balkans, and that
the Turkish government prohibited the export of
detonating cord to Iraq and Syria.?

A representative of Nitromak Dyno Nobel told CAR
that the company was forbidden by Turkish law to
export such items, that it sold detonating cord to
licensed Turkish companies only, and that it did
not control the re-transfer of its products.*

Table 4

The Turkish authorities failed to respond to
repeated requests for information, leaving CAR
unable to document the chain of custody of the
various brands of detonating cord from Ankara,
Turkey, to Kobane, Syria.

According to documents provided by Lebanon to
CAR on 15 January 2016, Maybel received a licence
to import the spools of detonating cord as well

as detonators (see below) on 13 May 2014. These
spools were part of a batch of six million metres of
cord that received an import authorisation from
the Lebanese Ministry of Economy and Trade on

3 February 2015 (see Table 4 and Annexe E).

Reconstructed chronology of events related to detonating cord and detonators that were exported to

Lebanon

10 September 2008

21 and 23 October 2012

25 December 2012
21 February 2014

13 May 2014

24 June 2014

31July 2014

6 September 2014

3 February 2015

24 February 2015

1June 2015

22 June 2015

6 August 2015

10 September 2015
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An import licence for explosives is delivered to Maybel.

In India, Solar Industries produces detonating cord for Maybel.
In India, Economic Explosives produces detonators for Maybel.
Maybel requests a renewal of its import licence for explosives.
The import licence renewal is granted to Maybel.

The Lebanese Ministry of Defence issues a letter based on which the
Ministry of Economy grants an import authorisation to Maybel.

The Lebanese Ministry of Interior issues a letter based on which the
Ministry of Economy grants an import authorisation to Maybel.

The Lebanese Ministry of Defence sends a letter to Maybel to ensure that
the company meets technical conditions.

Maybel receives approval to import the goods from the Lebanese Ministry
of Economy.

CAR documents the items in Kobane, Syria.

Maybel sends a request to import the goods to the Lebanese Ministry of
Interior.

Maybel sends a request to import the goods to the Lebanese Ministry of
Defence.

Maybel receives the approval to import the goods from the Ministry of
Defence.

Maybel receives the approval to import the goods from the Ministry of
Interior.
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CAR has noticed some discrepancies in the dates
and numbers mentioned in the documents
provided by the Lebanese authorities and is
investigating the matter.?

On 24 February 2015, a CAR field investigation
team in Kobane documented a spool of detonating
cord produced by Premier Explosives Ltd., India
(see image 1). Premier Explosives has confirmed
that it sold 6 million metres of detonating cord

to the Mechanical Construction Factory, Syria, in
2009 and 2010 (see Annexe F).°

In December 2011, the European Union placed

the Mechanical Construction Factory on a
sanctions list for acting as a front company for the
acquisition of sensitive equipment by the Syrian
government’s Scientific Studies and Research
Center.”

1. A spool of detonating cord produced
in India.

Kobane, Syria, February 2015

2. Detonating cord produced in India.

Erbil, Iraq, January 2015

Conflict Armament Research
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DOCUMENTATION

In the absence of serial, batch, and lot numbers,
and of dates of manufacture, CAR is unable to
assess whether the detonating cord documented
in Kobane originated in Syrian government
stockpiles.

CAR field investigators also documented Premier
Explosives detonating cord among items that
Kurdistan Regional Government security forces
seized from an IS cell in early December 2014 in
Erbil (see image 2). Premier Explosives has told
CAR that it never supplied explosive components
tolrag."

A CAR field investigation team in Kobane
documented a spool of detonating cord produced
by Rajasthan Explosives and Chemicals, India

(see image 3). In the absence of serial, batch, and
lot numbers, and of a manufacturing date, CAR is
unable to further document the chain of custody of
this item. Rajasthan Explosives and Chemicals has
not responded to a request for information.'

3. A spool of detonating cord produced
in India.

Kobane, Syria, February 2015
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DOCUMENTATION

The CAR team in Kobane also documented a spool
of safety fuse produced by the Indian company
Chamundi Explosives. In the absence of serial,
batch, and lot numbers, and of a manufacturing
date, CAR is unable to document the item’s

full chain of custody. Chamundi Explosives has
stated that the company had not supplied any
product to either Iraq or Syria.”? CAR awaits further
correspondence from Chamundi Explosives.

A spool of safety fuse produced in India

Kobane, Syria, February 2015

Map 7
Chains of custody of detonating cord used by IS forces in Syria

7

® Source — India-Syria

O Intermediary — India-Turkey-Syria
® Location captured — India-Lebanon-Syria
® |ocation documented
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DOCUMENTATION

Map 8
Chains of custody of detonating cord used by IS forces in Iraq

7

® Source — India-lraq
O Intermediary
® |ocation captured
® |ocation documented
Map 9

Chain of custody of safety fuse used by IS forces in Syria

Source — India-Syria
Intermediary

Location captured
Location documented

e ¢ O o
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DOCUMENTATION

DETONATORS

IS forces employ a combination of electric and non-electric (plain) detonators during the fabrication
of their IEDs, fuses, and improvised weapon systems (such as rockets, rocket-assisted mortars, and
other improvised projected weapons). As with detonating cord, the examples documented by CAR are
commercial variants used in both the mining and industrial sectors.

During the siege of Kobane, Kurdish YPG forces
captured plain detonators from IS forces (GPS:
36.892334, 38.352662). A CAR field investigation
team documented the items in Kobane on 24
February 2015.

The Indian company Economic Explosives
manufactured the detonators on 25 December
2012 and exported them (on an unspecified date)
to the Lebanese company Maybel, Beirut.

According to documents provided by Lebanon
to CAR on 15 January 2016, Maybel received
a licence to import the detonators as well as

A box of plain detonators produced in
India in 2012 and exported to Lebanon

Kobane, Syria, February 2015

26

detonating cord (see above) on 13 May 2014. These
detonators were part of a batch of three million
detonators™ for which an import authorisation
from the Lebanese Ministry of Economy and Trade
was received on 3 February 2015 (see Table 4 and
Annexe E).

YPG forces also captured electric detonators
produced by Economic Explosives, but in the
absence of serial, batch, and lot numbers,

and of a manufacturing date, CAR is currently
unable to trace this item’s chain of custody.
Economic Explosives did not reply to a request for
information.”

Electric detonators produced in India

Kobane, Syria, February 2015
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DOCUMENTATION

ISLAMIC STATE FORCES EMPLOY A COMBINATION OF ELECTRIC AND
NON-ELECTRIC DETONATORS DURING THE FABRICATION OF THEIR
IEDS, FUSES, AND IMPROVISED WEAPON SYSTEMS.

At the same location, CAR field investigators
observed plain and electric detonators produced
by Rajasthan Explosives and Chemicals, India;
plain detonators produced by Premier Explosives,
India; and electric detonators produced by

IDEAL Industrial Explosives, India. Again, in the

Plain detonators produced in India

Kobane, Syria, February 2015

Plain detonators produced in India

Kobane, Syria, February 2015
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absence of serial, batch, and lot numbers, and of
manufacturing dates, CAR is unable to document
the full chain of custody of these items. Neither
Rajasthan Explosives and Chemicals nor IDEAL
Industrial Explosives has responded to requests for
information.'

Electric detonators produced in India

Kobane, Syria, February 2015

Electric detonators produced in India

Kobane, Syria, February 2015
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DOCUMENTATION

COMPONENTS, SUCH AS
DETONATORS AND DETONATING
CORD, ARE SUBJECT TO
EXPORT LICENSING, BUT ARE
ALSO COMMONLY USED IN
COMMERCIAL ACTIVITIES, SUCH
AS MINING AND INDUSTRY.

An electric detonator produced in India

Kirkuk, Iraq, October 2014

A plain detonator produced in India.

Kirkuk, Iraq, April 2015
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Premier Explosives responded promptly to CAR’s
request for information, stating that it had sold 2
million plain detonators of the type documented
in Kobane to the Syrian Ministry of Defence in 2006
(see Annexe F).”

CAR also documented electric detonators
manufactured by Rajasthan Explosives and
Chemicals in Tuz Khurmatu, Iraq, in October 2014;
electric detonators manufactured by Economic
Explosives in Erbil in October 2014; electric
detonators manufactured by IDEAL Industrial
Explosives in Erbil in January 2015; and plain
detonators manufactured by Economic Explosives
in Kirkuk in April 2015. Due to the absence of
shipping information, CAR is currently unable to
further document the chain of custody of these
items.

An electric detonator produced in India

Erbil, Iraq, September 2014

An electric detonator produced in India

Erbil, Iraq, January 2015
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In November and December 2014 in the vicinity

of Makhmour, as well as in early 2015 near

Kirkuk, Peshmerga forces recovered electric
detonators from IS forces. These devices had been
produced by Schaffler, Austria. An absence of

An electric detonator produced in
Austria

Near Makhmour, Iraq, December 2014

In February 2015 in Kobane, and in April 2015 in
Kirkuk, CAR field investigation teams documented
zero-delay electric detonators that were produced
by Zbrojovka Vsetin - INDET before 1998, or
before 1992 by its predecessor Zbrojovka Vsetin

An electric detonator produced in the
Czech Republic

Kobane, Syria, February 2015
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DOCUMENTATION

shipping information prevents CAR from further
documenting the chain of custody of the items at
this time. Schaffler has not responded to a request
for information.”

An electric detonator produced in
Austria

Kirkuk, Iraq, April 2015

or ZVS - Zbrojovka Vsetin, according to the Czech
authorities™, and subsequently captured from IS
forces. Without packaging or shipping documents,
CAR is not able at this stage to reconstruct the
chains of custody of these items.

An electric detonator produced in the
Czech Republic

Kirkuk, Iraq, April 2015
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DOCUMENTATION

Map 10
Chains of custody of detonators used by IS forces in Syria

® Source — India-Syria
O Intermediary — Czech Republic-Syria
® |ocation captured — India-Lebanon-Syria
® |ocation documented

Map 11

Chains of custody of detonators used by IS forces in Iraq

L
:Z{ =

0

® Source — Austria-lraq
O Intermediary — India-Iraq
® |ocation captured — Czech Republic-lraq
® |ocation documented
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WIRES AND CABLES

DOCUMENTATION

IS forces use wire and cable in the construction of IEDs in Iraq and Syria: copper wire for command-wire
IEDs, and telecommunications cable for anti-handling devices.

During the second battle of Tikrit, Iragi Popular
Mobilization Units captured copper wire

from IS forces in Tikrit (GPS: 34.6427809820,
43.6556829605). On 28 and 29 April 2015 in Tikrit,

A spool of copper wire produced in
Turkey in 2013

Tikrit, Iraq, March 2015

A Hes Kablo representative confirmed that the
company exported around USD 70 million worth
of wire to Iraq between 2012 and 2015. Given the
volume of exports, it is not possible to identify
individual consignments, and this particular item’s
chain of custody from Hacilar, Turkey, to Tikrit,
Iraqg, remains unclear. Hes Kablo manufactured the
item on 18 December 2013.%°

The spool of copper wire produced by Erikoglu
was manufactured on 8 March 2014. A company
representative confirmed that Erikoglu exported
its products to Syria, but not to Iraq. CAR is
unable to document this item’s chain of custody
from Denizli, Turkey, to Tikrit.

The Turkish company Kablo Tiirk produced the
third spool of wire documented by CAR’s field
investigation team in Tikrit. Kablo Tirk has not
responded to a request for information, and CAR is
therefore unable to provide further information on
the item’s chain of custody from Istanbul to Tikrit.??

Conflict Armament Research
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a CAR field investigation team documented three
spools manufactured by three Turkish companies:
Hes Kablo of Hacilar, Erikoglu of Denizli, and Kablo
Tirk of Istanbul.

A spool of copper wire produced in
Turkey in 2014 (left)

Tikrit, Iraq, March 2015

A spool of copper wire produced in
Turkey in 2014 (left)

Tikrit, Iraq, March 2015
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DOCUMENTATION

In January 2015, Iraqgi Peshmerga forces captured
pressure plates manufactured by IS forces for
use as IED switches near Tuz Khurmatu, south of
Kirkuk (GPS: 35.3029355, 44.310715). A CAR field
investigation team documented the itemsin a
Peshmerga base near Sulaymaniyah, Irag, on 10
April 2015.

IS forces had connected the pressure plates to the
IEDs with telecommunications cable produced

by the Turkish company Unal Kablo, Istanbul, in
May 2013. Unal Kablo has stated that it exports
telecommunications cable to Irag and Syria.? CAR
is currently unable to document the item’s full
chain of custody from Istanbul to Tuz Khurmatu.

Map 12
Chains of custody of wires and cables used by IS forces

A telecommunications cable produced
in Turkey in 2013

Sulaymaniyah, Iraq, April 2015

Intermediary
Location captured
Location documented

e 6 O o
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Source — Turkey-Iraq
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ELECTRONIC COMPONENTS

DOCUMENTATION

IS forces have used electronic components such as signal relays, transistors, and microcontrollers to

initiate IEDs.

Between October 2014 and April 2015, CAR

field investigation teams in Iraq documented
dozens of EC2 signal relays produced by the
Japanese company NEC TOKIN, microcontrollers
manufactured by the Japanese company
Shindengen, TIP102 and BDX53C transistors built
by the Swiss company STMicroelectronics, and
PIC16F1827 microcontrollers produced by the US
company Microchip Technology. These electrical
components were all used in IEDs deployed by
IS forces against Peshmerga forces, Popular
Mobilization Units, and Iraqi Federal Police.

In its response to a CAR information request, NEC
TOKIN states that:

e The company has a bulk export licence, which
allows it to export less sensitive items to less
sensitive destinations without individual licence
applications;

e the company does not supply its products
to countries and destinations that threaten
international peace and security;

e the signal relay is a general-purpose device; and

e the company has a record of all customers that
have purchased EC2 signal relays, but will not
disclose any information on these customers
due to contractual agreements.

Microchip Technology stated that the information
documented by CAR was ‘not sufficient to identify
a recipient of each of the devices’* Armed groups
that targeted US troops in Iraq used Microchip
Technology microcontrollers in IEDs during
Operation Iraqi Freedom, which indicates some
continuity, and possibly a technology transfer,
between different groups in the Iraq conflict.?

Neither Shindengen nor STMicroelectronics has
replied to requests for information.?



DOCUMENTATION

TIP102 transistors produced by STMicroelectronics

Erbil, Irag, October 2014

Shindengen microcontrollers

South of Erbil, Iraq, December 2014
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TIP102 transistors produced by
STMicroelectronics

Erbil, Iraq, October 2014
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EC2 signal relays produced by NEC TOKIN

South of Erbil, Iraq, December 2014
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TIP102 transistors produced by STMicroelectronics

South of Erbil, Iraq, December 2014
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A BDX53C transistor
produced by
STMicroelectronics

South of Erbil, Iraq,
December 2014

A Shindengen microcontroller

Sulaymaniyah, Iraq, April 2015
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PIC16F1827 microcontrollers produced by Microchip
Technology

Sulaymaniyah, Iraq, April 2015

DOCUMENTATION
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EC2 signal relays produced by NEC TOKIN

Sulaymaniyah, Iraq, April 2015



TIP102 transistors produced by STMicroelectornics

Sulaymaniyah, Iraq, April 2015
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A Shindengen
microcontroller

Tikrit, Iraq, April 2015

DOCUMENTATION
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A TIP102 transistor

produced by
An EC2 signal relay produced by NEC TOKIN STMicroelectronics
Tikrit, Iraq, April 2015 Tikrit, Iraq, April 2015

Map 13
Chains of custody of electronic components used by IS forces”

== Qé/ ? )/\n,y o~ j//
= = s =
® Source — Japan-lraq
O Intermediary — Switzerland-Iraq
® |ocation captured — USA-Iraq
® |ocation documented
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MOBILE TELEPHONES

DOCUMENTATION

IS forces have consistently used a specific model of mobile telephone in one type of remote-controlled IED

employed in Iraq.

IS forces in Iraq consistently use a Model 105
Type RM-908 Nokia mobile telephone in the
manufacture of a specific type of remote-
controlled IED. Since Microsoft’s acquisition of
Nokia in 2014, newer models of this telephone
have been branded Microsoft Mobile.

Microsoft Corporation, of which Microsoft Mobile
is an affiliate, has provided CAR with extensive
information on the chain of custody of ten mobile
telephones seized from IS forces in Iraq (see
Annexe G).28
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Peshmerga forces seized five of the telephones
from IS forces near Makhmour in early December
2014. CAR documented the items on 12 December
2014 near Erbil. The five telephones were part

of a batch of Nokia 105 RM-908 mobile phones
purchased by Ghamdan General Trading & Import,
based in Yemen, and delivered on 23 July 2014 to
Al Areen Computers, based in Dubai, United Arab
Emirates.”

Nokia 105 RM-908 mobile
telephones

Near Erbil, Iraq, December 2014
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Peshmerga forces seized another mobile
telephone from IS forces near Makhmour in early
December 2014; CAR documented the item on 12
December 2014 near Erbil. This phone was one of a
batch of Nokia 105 RM-908 telephones bought by
Al Watani Telecom, Baghdad, and delivered on 21
May 2014 to Al Watani Telecom, based in Erbil.>

A Nokia 105 RM-908 mobile telephone
captured from IS forces near
Makhmour, Iraq

Near Erbil, Iraq, December 2014.

Kurdish security forces seized another telephone
during a counter-terrorism operation in Erbil

in early December 2014. CAR documented the
phone on 28 January 2015 in Erbil. This phone was
shipped in a batch of Nokia 105 RM-908 mobile
telephones bought by Brightpoint Middle East,
based in the United Arab Emirates, and delivered
on 14 November 2014 to Hawk Freight Services,
based in Dubai, United Arab Emirates.?

A Microsoft Mobile
105 RM-908 mobile
telephone captured
from IS forces in
Erbil, Iraq

Erbil, January 2015

42

Peshmerga forces seized another Nokia 105 RM-
908 telephone from IS forces near Makhmour

in early December 2014; CAR also documented
this item on 12 December 2014 near Erbil. This
telephone was shipped in a batch of Nokia 105
RM-908 mobile phones bought by Derinton
International, based in the United Arab Emirates,
and delivered on 15 June 2014 to Fastlink, a
company based in Erbil.3'

A Nokia 105 RM-908
mobile telephone
captured from

IS forces near
Makhmour, Iraq

Near Erbil, Iraq,
December 2014.

ISLAMIC STATE FORCES IN
IRAQ CONSISTENTLY USE

A MODEL 105 TYPE RM-908
NOKIA MOBILE TELEPHONE
IN THE MANUFACTURE OF A
SPECIFIC TYPE OF REMOTE-
CONTROLLED IED.
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Kurdish security forces seized another two
telephones during the counter-terrorism operation
in Erbil in early December 2014. CAR documented
the telephones on 28 January 2015 in Erbil. The
two phones were part of a batch of Nokia 105

A Microsoft Mobile
105 RM-908 mobile
telephone captured
from IS forces in Erbil,
Iraq

Erbil, January 2015

As of this report’s publication, Al Areen Computers,
Ghamdan General Trading & Import, Al Watani
Telecom, Fastlink, Derinton International, Hawk
Freight Services, Brightpoint Middle East, Onesto,

Map 14
Chains of custody of mobile telephones used by IS forces

DOCUMENTATION

RM-908 mobile phones bought by Midcom, based
in the United Arab Emirates, and delivered on 19
September 2014 to Onesto, based in Dubai, United
Arab Emirates.?

A Microsoft Mobile
105 RM-908 mobile
telephone captured
from IS forces in
Erbil, Iraq

Erbil, January 2015

and Midcom had not responded to CAR’s requests
for information about the subsequent purchasers
of these telephones.

® Source

O Intermediary

® | ocation captured

® |ocation documented
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— India-lraq
— Vietnam-United Arab Emirates-Iraq
— China-lraq
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Alba Aluminiu documents provided on 11 June 2015 (8/10)
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Metkim communication of 21 September 2015
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Sealed Air Corporation Group documentation regarding Diversey Kimya (1/7)
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Sealed Air Corporation Group documentation regarding Diversey Kimya (2/7)
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Sealed Air Corporation Group documentation regarding Diversey Kimya (3/7)
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Sealed Air Corporation Group documentation regarding Diversey Kimya (4/7)
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Sealed Air Corporation Group documentation regarding Diversey Kimya (6/7)
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Government of Lebanon documentation on detonating cord and detonators (1/12)
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Government of Lebanon documentation on detonating cord and detonators (2/12)
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Government of Lebanon documentation on detonating cord and detonators (5/12)
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Government of Lebanon documentation on detonating cord and detonators (7/12)
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Government of Lebanon documentation on detonating cord and detonators (8/12).

Help in tracing the origins and supply routes of weapons on Lebanese soil

Based on the attached trace request, the necessary research was done to discover the
authorities and laws related to the import of these weapons, this research revealed:

The company MAYBEL CO. SARL, having its residence in Beirut, has presented a request
to import
5000000 (five million capsule detonator number 8) detonators
3000000 (three million meters) of slow fuses for explosives
3000000 (three million meters) of fast fuses for explosives
After collecting information from the relevant authorities it became clear that the company
has obtained:
- Import license from the Presidency of Republic of Lebanon on date of 13 May 2014 and
has received a decree (number 11449) signed by the former President of the Republic,
, copy of the decree attached.

- Approval to import a quantity of explosives and accessories mentioned above from the
Ministry of National Defence — Military Command — authorisation number 2909/RA/W
(2909/9/¢ &), on 10 August 2015, signed by the Minister of National Defence, -

, copy of the approval attached.
- Approval to import a quantity of explosives and accessories mentioned above from the
Ministry of Interior and Municipalities (number 10294), on 22 June 2015, signed by the
Minister of Interior and Municipalities, , copy of the approval attached.
- Import authorisation number 30/2015 issued by the Ministry of Economy and Trade — The
General Department of Economy and Trade — number 1539/2015 on 23 February 2015,
under the name of MAYBEL CO. SARL we attach a copy signed
by the Director of the Department Foreign Trade,
and that the exporting company is a civil company mvolved in the sale of explosives, called
MAXAM GROUP, we attach a copy of the logo of the company.
Based on what is presented and after studying the licenses the company MAYBEL CO.
SARL owns allows it to import the listed quantities of explosives and accessories, it is clear
that it is correct and issued by official authorisations in the Republic of Lebanon and that
the mentioned company is known for its integrity concerning its collaboration with the
different Lebanese armed forces in securing weapons and ammunition for these forces.

The President of the Section Data

[signature|

Translation of original documents
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Government of Lebanon documentation on detonating cord and detonators (9/12)

Decree number 11449
Renewal License to import dynamite and its accessories and to invest in its storage

The President of the Republic

Seen the Constitution

Seen the law on weapons and ammunition issued by legislative decree number 137 dated on
12/6/1959 and in particular article three, modified by law 190 dated on 24/5/2000.

Seen decree number 1221 dated on 3/3/1953.

Seen the request presented by the company Maybel Co. Sar! (| | ). revistered
under number 32567 dated on 21/2/2014, concerning the request to renew its license to
import dynamite and its accessories and to invest in its storage.

Seen decree number 202 dated on 10/9/2008 deciding to grant the license to import
dynamite and its accessories and to invest in its storage.

Seen the motion of the Minister of Interior and Municipalities and the Minister of National
Defence.

Decrees as follows:

Article one:  Renews the license granted to company Maybel Co. Sar| ([ | [ )
situated at Parcel number 118 of the Daychounieh Real Estate Area —
Mansourieh — Matn District — Mount Lebanon Governorate, to import
dynamite and its accessories and to invest in storage depots.

Article two:  The licensed company has to comply with the laws and the regulations in
force.

Avrticle three: The license is valid for a period of five years starting by 10/9/2013.

Article four:  This decree is published and announced if needed %

Issued in name of the President Baabda, 13 May 2014
The President of the Council of Ministers Signed:
Signed:
The Minister of Interior and Municipalities The Minister of National Defence

signed: ||| NG Signed:

Translation of original documents
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Government of Lebanon documentation on detonating cord and detonators (10/12)

Republic of Lebanon
Ministry of National Defence
The Minister
Number: 2909/RA/W (sl £/2909)
Berzeh, 6/8/2015
To the Ministry of Interior and Municipalities
Subject: Request for approval to import detonator type number 8 and slow and fast fuses for
explosives.
Reference: Letter number 10294 dated on 22/6/2015

Referring to the subject and the reference above concerning the request presented by the
company “Maybel Co. Sarl — ”, concerning the approval to import
detonator type number 8 and slow and fast fuses for explosives according to the following:
5000000 (five million) detonators type number 8

3000000 (three million meters) slow fuses for explosives

3000000 (three million meters) fast fuses for explosives

Article 17 of the legislative decree number 137 (dated on 12/6/1959) and its modification
stipulates the following: “the import, export, and re-export of war material and weapons
and ammunition and separated parts and all the mentioned material in the four first
categories are subject to previous authorisation from the Ministry of Economy and Trade
after approval from the Ministry of National Defence (Military Command) and the approval
of the Council of Ministers. Hunting weapons on the other hand and its ammunition and
weapons and material mentioned in the five other categories are subject to approval from
the Ministry of Economy and Trade after the approval of the Ministry of Interior and
Municipality.”

The material requested to be imported falls within the ninth category of the second article
of the above-mentioned decree and therefore its import is subject to previous authorisation.
The imported goods of the interested company have been inquired and this has revealed
that it meets with the technical conditions according to paragraph 2 of the appendix
attached to our letter number 3532/AR/W (/¢ ¢/3532), dated on 06/09/2014 and is able to
receive the full quantity requested.

Considering the above-mentioned this Ministry does not see any technical obstacle to
prevent the acceptance for this company to import the requested quantity after it has
obtained the previous authorisations and to inspect it after its arrival on Lebanese soil.
Kind regards

Minister of National Defence

[signature]
[illegible]

Translation of original documents
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Government of Lebanon documentation on detonating cord and detonators (11/12)

Republic of Lebanon
Ministry of Interior and Municipalities
The Minister

Number of issue: 10294

To the Ministry of Economy and Trade
— Department Trade —

Subject: Request to import detonators type number 8 and slow and fast fuses for explosives.
Reference: Article 17 of the Legislative Decree number 137 dated on 12/6/1959.

We entrust to you herewith the request, presented by the company Maybel Co. Sarl —
, under number 10294 dated on 1/6/2015 and concerning the import
of what follows:

1-/ 3000000/ three million meters of slow fuse for explosives.
2-/ 3000000/ three million meters of fast fuse for explosives.
3-/ 5000000/ five million detonators type number 8.

We transfer the request to you with our approval, in compliance with the rulings of article
17 of the legislative decree referred to in the reference above, after joining it to the approval
of the Ministry of National Defence in its letter number 2909/RA/W (/g £/2909), dated on
6/8/2015, to import the requested quantity and to inspect it at its arrival on Lebanese soil.

Beirut, 10 September 2015
The Minister of Interior and Municipalities

[signature]

Translation of original documents
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Government of Lebanon documentation on detonating cord and detonators (12/12)

[logo]

Republic of Lebanon

Ministry of Economy and Trade

General Department of Economy and Trade
Number of Record: 1539/2015

Beirut, 3/2/2015

Import authorisation number 30/2015

Name and surname importer:

Company Maybel Co. Sarl —_

Documents attached to Request of Authorisation:

Quality: Trader

Copy of the letter of the Ministry
number 7191 dated on 31/7/2014

of Interior and Municipalities

Full address: Beirut — Lebanon

Copy of the letter of the Ministry

of National Defence number

2625/RAIW (sl §12625), dated on 24/6/2014

Native country: different

Country of origin: different

Entry customhouse: All Lebanese ports

Purpose of the import: Trade

Number Custom | Nature of goods Gross Weight | Net Weight | Number Value
Notification ( ) ( ) LBP |
Slow fuse for explosives X X 3,000,000 [
meters
Fast fuse for explosives 3,000,000 [
meters
Detonators type number 8 X X 3,000,000 _
detonators [sic]

Total net weight (in full):

Total value LBP (in full)

Amount of tax for authorisation LBP:

Number of receipt: 15-71-51200032

—  [seal + signature]

Date of receipt: 3/2/2015

Remarks and special conditions

- The Ministry of National Defence has stipulated in its above-mentioned letter that the requested quantities must be
inspected at their arrival on Lebanese soil %

[stamps and seals]

Conflict Armament Research
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Signature of the governmental Authority
The President of the Department Foreign Trade

[signature]

Translation of original documents
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Message from Premier Explosives regarding detonating cord sold to Syria

76

Srl Invoice number and | Product details | Quantity Consignee details
No Date
1 2110 Date Detonating 2,900,000 Syrian Republic Damascus
18/10/2010 cord mtrs
Mechanical Construction factory
Industrial Zone, Al- Qadam road
P.O.Box 35202
2. 2109 Date Detonating 2,100,000 -Do-
18/10/2010 cord mtrs
3 2003 Date Detonating 1,000,000 -Do-
15/05/2009 cord mtrs
4, D12/2006-07 Plain 2,000,000 Nos | Industrial Establishment of Defence
Detonator No
Date 22/11/2006 3 P.O. Box 2330
Damascus

Syrian Arab Republic
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The tables below provides a summary our responses. In addition, please find below also the Delhuery
Documents for the shipments Lhat cantained these products,
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Set 2 - TRACE REQIUEST - 1005/10-30

The IME| cades of mobile devioes, which are the subject of this request, do not appear in our [ME
database. The Product Code is also not svailable, and further, the Madel and Type descriplions do nol
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preduets), a potential contact for furthar infarmation for this inquiry to Nokia I Hovis v
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ANNEXE G
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b 1= L] S 3RS aIpogy Y33 # Azl :
B Aaddeys aFa] FRy oW soby egoan sbug -|||-|.||n T .mmau_rm:
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Transpart Document

Shipper's Referemte Mumbet:  BHEZ5I1405

-EAEI&].II&E.; LITHIUM BATTERIES THAT HAVE BEEN RECALLED 3Y THE i'-r’..l'kl‘u UFACTURER FOR MFuT":’

REASOWE MUSTWOT BE SHIPEED BY ATR,

+ Celt—electrachemical unif, ¢onsisting of an anode and acathods, gepable of gencrating eledicical current

* Baitory — assembly of cells

» Lathiun ion velbsbaneres — rechargeable — inelides Yhivm polymer cefnbantenes

» Lithiur metal collsDatesins — geneslly non-rechargeable

Tas package coneaiss lithivm cells er bateries in the following eenfigursiion:

Lithium hia - Maxitsum of

» 20 Watt-hours per sl and
* 104 Walt-hours per balery

Lithiurm Mesel — Maximom of T

- | ram of lithium mesd per eedl; and
« 2 grams of lithiurn por bebery

- A ———e -

506, Sestion i

Packed with equipment (ITACILATA Packigg, Insinaciscn
I[‘}E 1lg at' daceries containgd
ma Wtkﬂgc with azsnciued el=rironic egprant

» This paokage must be handlad with qere, A Oammability lazurd exists 3 he peoiage fs camaye].

« 1 thia package Js damaged iK: ansponiztion, It must not b laeded nt) the sondizion of the contents can Be verified. The
werics comzingd in this package must be inspecied for damage and iy aaly be repacked I shey are inface and protected

against shom civeais,

v Far more fnfgrmaion about dhe hakaries contninzd in this package, calt the following 1elephons rosnler

»4{0ET0 |90 E255 Carelhem2d

L6t ca2z=bwers 1rampr NGze, l=ling 4Th cocc and eny opplIabie founiry cace

Kumpladdress of thipper:
Hokia {Vict Mai) LLEC
Mo 3 street 4, ¥E1P,Fhu C‘l.nn SOMIMTRE

Tu San Town, Bac Hinh Pravince
Wietnam
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Microsoft Corporation documentation on mobile telephones (6/26)

Invoice
Membe Biliing Dare
500207295 15.07 . 2004

Customer § 101571

Ghamdan Geperal Tradings Import
F.O.Box 1813

9AMA"A-REPURLIC OF YEMENW

TRIMEH

felivery hddrecs [ 1015713Q5
ALAREEN COHE 1! lggistics F

Airposrt Freeszons XKhalid Bin ¥Walid =
163%8 DUBARI
UHIT. ARAT ZMIE.

Your RaforencesData

TR 05573014/ W27 73005, 20204 .
Delivery heta no.fshipping dece
A0PS2E2405/35.07. 2024

Lok Roforaace

292396373005, 2014

ConEasr Focracn

Invedieing Department

Cur Forwarding Agent / Bil]l of Ladimg
Agiliey Hanoi/

Terms ol paywent
I0 days mos
dp ro M, 03,2014 without deducticn

Feriax of deliveper
Hoda of trenepore 013 CI2? DUBAT, Incoterma 2000
Standard
ao of Neb Lrogad volums
Prr Walgnt &3 Helght K& Lxl
17 1.729,5 7.337.10 11,848
Item Cer Code farlls <Sode ey Inic Tnir prica Valusz
Dascriplion fEor Pla
Origln it ECo
Liconsa 0
N
0010 AB0010247 e B
CELLEHOMNE

Hoxia 1Q5 RM-a08 NV MIDDLE ERST CyaM

Wil 85171204 SHuo

Crdexr Z925%83 from 30.05.2014

Purch  order ne. JHRKAOEE /2004 W2T frem 30,05, 2014

0024  AQOOLD247 2.500,0 PC -
CELLRECNE
Nokiz 10% RM-308 HV MICDLE EAST CYAM
VH 5171300 SA593
Crder BSZ5SE3I fxom 30.05.2014
Tanlact address Hitkdak Fajistarad n
hpa Salas Inemationsl iy Baik £f Aomedics MA, LAk e Hakla 45 s hnenate nal Oy
K& arairdently 4 [ELEH Yedulubdanen &
Fidl2 {E0 EEREQ WAL O3 50 ESR00
FINLAKD gt FINLAND

Tol: +368 {01 7180 DEODOD
Feo:: wZSE &0 7120 44840

82

plovinn Bares Fid Flolas
CEyA|
sl

Ocarlodg: He vkl
Duetnrps 10: 242 2086 -
waAT Rig Mol 24229382
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Pagg 2
Invoice
kumbep Dilling Dake
503207248 15.07, 20014

Cugtmmer f 181571
Ghamdan General Tradirngs Import
P.O.Box 1813

SANATA-REFJBLIC OF YEMEN

Your Rafarcnce/Sacs
FH/HXA055/ 2014/ W27/10. 05, 2014
Deliveny mobe 03, /shippicg dara
A0052E24058,/15.07 2014

Cuy Rafersnoa

YEMEN BIZSHE2/30,05. 2014

Teem Gur Code Your Code ey Dair Uit price Talua
Desgrivtion SPar Pom
Qrigin B3 EOCW
Lifenae

Purch.arder no.

JH/EK/ 35572014 /W27 Froewn 34, 05,2024

0030 AOGOLO24E 140,0 FO -
CELLFHORIE ‘ -
Wokia 3¢5 RM=908 ¥V MIDDLY ZAST BLACK
VI 5171280 SASHZ
Order B%2E963 from 3C.05,2014
Purch. order na, JHAAKS05S /204 /W27 fren 30.05. 2014
G040 ADDQIOZEE 2.500,0 PC - I
CELLEHONE e
Nakia 105 RM-20% W MIDDLE EAST BLLCK s
L) gB171200 SRIBZ TR
o
Crdexr 3925063 E[rem 20.45.2014 Sk
Jﬁgﬂﬁ
ureh.order no. TH/NK/ 656 /2014 /427 from 30.05.20%4 b
Items “otal —E—
VLT C,ooho _ 0, O
TOTAL AMOUNT vee
oS EEMEN=————=gEmEA=2o

WRT 0%, Exporh.

Larioot pdetias

Mokiy Salss Inamaticnal Oy
Kealghdgncig 4

RLOZISC ESPAO

FIMLARD

Tol: + 356 0] 7RO OBHD
Fan: +388 401 T1ED 44897

Epregid

Eork of Smrr'zg HA, Lardes

. ——
DAk —— - L la.

o:r. I

oy Sorx Pl Flgtgd

T Aejmieed i
Makia Sales In mgiznal Ty
Kn lglanggntia 4
aM I ESEQD
FIHLARM
Coorczlie; Feledakl
Buslnecy 10 F422984.2

IEUR) WAT Rpg bl Fl3aaranee

L33l
W
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Microsoft Corporation documentation on mobile telephones (8/26)

age 3
invaice
Numbar Billing Date
509297288 L. 3547 2018

costamnr f 101871

Pl Referenca/0aks
JE/RES055/ 2014,/ W27 /30,05, 2014

84

Ghardan General Tradings Impors Delivery noce no, /shipping date
B.O.Box 1613 BOD5A52406/15. 07,2014
SANATA-REDUALIC OF YEMEN ours Raferscoe
YEMEN B925883/730.05. 2014
Hokia Sales Intermakional
Invoieing Department
Matarial MET (5] GROIKG) I * W * HICK} wnitd Material Del, tat
Woaden 108.9 ls4.4 120 3o 7% 1 ALDDLIGR4AT 540
flonden 148.9 1438 130 80 7% 2 abOo103397 LE1]]
Waaden 1908, % 142,85 120 HG 7S 3 RnOpoLO247 £40
Woaden iug.5 147.2 129 BOD 75 4 ATDOLIOZ4YT Gan
Wooden 108.5 47,0 120 &8¢ 7S B ANORIGI4T 540
Hoodem 8z .,7 138.3 120 BO 75 &  AOYO1;3247 Sai
Wooden ins.& 146.0 120 &0 7% T AOOSL0248 540
Woodan 109, 5 14%.6 120 80 75 B AQUOL15244 G40
Woodan bl 148.0 120 24 75 3 ROOOLOZ47 G
Wooden 109 .2 147.5 122 3 75 10 ADDQ1OzZ4SE B4
Wooden 158.9 146.1 120 #0735 11 ADO0l0Z47 G,
dooden g88._5 12&.3 126 30 73 12 ADCOLOZ4T -{i
Hoodern 99.5 134.6 120 80 75 12 AMGLOZ4% 5%%&
Hoaden 108.% 145,z 120 80 7% 14 AQQOLD247 “hd
Wooden 108.8 143.6€ 120 B 75 15  AO0HL0247 )
Wooden 108, 8 144.5 120 &C 7% 18 AO0NALNZ49 AR
Yooden 24 .} 44,3 1x0 Bp 3l 17 AO0AQA0248

Tobal outber of ahp.unies:
Tobal Ket ¥Weighst:

Tokal Sross Walaht:

gEy
/L'ﬂ
1,729.5 %

17 Tak . oriant: '.‘\ﬁ/'L
“a
7,329.0 '-‘/

Geperal Terms and Coadipicns of Sale 2012, of Mizroscfr ¥obile Oy ahall

Cpniany addiase

Mol e Saley Interoataznal Oy
EmEsahdenio 4

P 1350 ESPOD

FLAHD

Tt 4358 10F 7180 08480
Fnso #3658 |0 7130 <3590

BHgnters
Bans of &gl H
1855 % IELA)
Iﬂkr ILErH
BIC:
. Wordoa Bank Flz Fi'l||:lri'
1ELR)

Tealatered I

dehin 52’ Intomatir sl Qy
XaTnlakcerdie &

02750 ESPLO

FIFFLAHD

Doaricitp. Haksink!

Husiness LC: 24229362
WAT Rag Mo-FI2s2asend

e
e [
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Cogtomer / 10157%

Ghamdan General Tradibngs Irpoxt
F.0.Box 1B13 B
SAWA A-REPUBLIC OF YEMEH

YEMEW

Fage 4
Invoice
Rumber Billiny tara
SO0F0738E 15.07.230%4. . _

rfour Refercnce/Dary

JH/WE/ 055 /2004 /W27 /20 05,3024
Dol fvary noka o, Sehipping dete
SI05E2405/15 47,2014

our pofprence
BORSOS3F30.05.2014

apply. Genaral terms and conditions of ale 2012 are avallable a4t web

martal for suppliers and cusiomers.

O¥EA
el mAsy

AQI_

Cactach mgdrgas Qanue-s Feqlatarac I

Hodis Fulan beleinacknal 3y Hans gl Amorize B, Londan Hok o Sabes balunat'oral Oy
Kuialshdents 2 12AM: ZELR; XeIulgkdonlia &

FRi2 180 £5PR0 [ELT L[H-1=H] 2150 ESPL

FRaaND BiZy FRLANG

Tel: #3623 (0 ¥4 0ADMD
Fix: +3B6 I T140 24340

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs

Marday dpak Pic Flroond

Cmilclbe: Hals il
Oualrey s 10; 24 23204-2
LELIRE VAT Rag MocFI2452396%
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t

Delivery note
celivery note no. Sshipping daca
e BONB252405 415, 0% 2014

Cugtomer § 101571

CGhamdan General Tradingé Inpsrt TONEMTRTD e IRy

P.0.Box 1813 ¥sur Raferehze

BANA "M‘REPUBLIC OF YEMEN JH;NK;GESJ’ZGLI;"WZ?;"]U.05.2'314
VEMER Dur Reference

BR2EHAISI0, 05, 2014
Capktaol papoen
Invalcing
pelivery Addrcss [ 101571305 [/ AR Biil of lading
ALAREEN COMPUTE 1l logietics 7
ur Feorrarding sgene
Alppork Freezome Fhalid Bin Walid & Agiliby Haroi
16858 DUBAT
UNIT.AHAR EMIE. Costamer's Forwarding Agenc

Zelivery Late
23.CT. X021z

Tormgaed _celbvary ..
D13 CIF DUBATX, Incoberne 2000

Mode of trapspore ' Ko of  Net Greak vadura
Standard pa Height M2 Wolwke X7 M3
Az 1.9k9,5 Z2.327,¢ 11,818
Them fur Code Yeur Code Ordered wnie Deldiversd
Daacription aty. aty.
frigin HS ey
License
a0la ROOOLC247 E.000 0 3 .00,
CELLTHONE
Mokia 1035 RM-908 NV MIDDLE ERST CYaw
N BESITL200 SO P
garkash FIXQ ﬂﬁ
L[]
0020 ADOOLD247T 2.500,0 PO 2.500, 0
CILLPHONE :
Hokia 105 RM-#CE IV MIDDLE EAST CYAN
VN 25171204 EEE L
Babeh FIzO
il i) A00010233 14C,C =l lag, 0
CELLIHOME
Kowia L03 RM-308 NV MISDEE EAST BLATH
e BS171z200 38952

Batch FIz0

Cordog: AEdress
Makl® (vintram)

1. 8, Siraen 6

WE P Baz hanh

Fia Chan Commyng
T Son Town

Bac &ir Provinay
WIETHEAIN
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Custamar

*

Paga I

Delivery note

e e Bl dvery nobs no. feRipping. dAEe., e ..

A005232405/15. 07,2014

101571

Ghamdar General Tradings Import

e.{ . Box 1812
ERKATA-FEPUBLIC QF YEMENW

Your Refaranca

LT L L

YEMEN CHAWE Q5573014 /W27/20. 05,2014
dur Fefatynce

Ften Qur Sode rour Code Irdarad  nie Dl fvared

Descrigtion . qEy.

origin ok ECTR

rloansa
uink:Nyl AROOO1INZ45 2__5&1' i} =T 2. Ea0.,.0

CELLFHONE

tokia 145 BM-305 NV MIDDLE EAST BLACK

VH BRLTIA00 .BAGA7

Entch PIZ0
Material HET (KG) 2RO(ES) Lo+ Iy = 1-I[vt’:L-'[,'l l..l"l.lt# Matariz! Del. tab
Wooden 108,93 144.4 120 &L L ROOOLOZAT G40
wooden 108.8 143.8 120 2o 75 z ALODL1OZ4T g4t
Woodsn 108, 8 l42.& 120 84 75 i RODOLOZ24T 5410
Wooden ipe.? 147.% 120 20 75 4 ROOCLOZ47 a4
Wonden 1p&.4 147.0 120 EBO 75 5 AJDCLOZ&T 640
Wooden g8, 7 136,31 12¢ ED 7S €  ROGDLO247 BEQ
Agoden e .8 1£g.0 120 80 75 7 BODOLI24E B40
Heoden 108§ 145.6 124 A0 75 q ROGO19248 a0
Moodes 108.89 145,59 120 80 75 % AdQO14247 B G40
Hooden 199.8 147.5 120 AD 75 AL ADODLO24E i €40
Wooden 198.3  146.3 120 BO 175 1 nannlo?ew‘;?ﬁfﬂe4u
Wooden &A.5 i22.3 10 BHO 7B 12 AOOD10E47T E Lk
Wooden 485 124 .6 120 AL 75 13 ADUYLOZAS [ 4 ;ssu
Wesden 108 8 145.2 120 AL 7S 14 Aﬂuam024n LT Y|
Woaden 128.8 143.6 1z0 446 75 15 AGOOLO247 40
Woodan, 128.9 144.5 120 AL s 1€ ..':.u:rc:n::nlt:nzﬁ'L;I!e,,,,:ﬁ’fr 640
woodan 23.0 14,3 120 BRI 17 anooloz4d 145

Tokal namber of sho.vnits: 17 Tok. quank: 10140
Tocal Wet Weight: 1,723.5
ral Grosy Weights 2,3z27.4

LCeatact Lodrass

IR 7]

R 8, starts SN WET ik
VSIE Bag kinh \ vy _’(»25’

Phed Chan CLienlurse

Tu Fan Town

Baa Mlnh Pucnvlinga

"Wl ET'H AR
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88

CUSTOMER / 114850

AL WATANI TELECOM

Al Mansoor, Mahala 609, Zukak 8, Ho
BAGHDAD

1RAQ

Delivery Address / 114850S04 / 1Q

Delivery Note

Deliver
8005181023/09.05.2014
Our Reference
8872883/20.03.2014

Document Number/date

AL WATTANI TELECOM, ERBIL
EéEI;AWA OPP. MAR YOUSIF KANISAT
Delivery Date
1RAQ 21.05. 2%1
Terms of deliverﬁ
013 CIP ERBIL, INCOTERMS 2003
No of Net Gro Volume
p:s Weight KG Wel ht KG M3
Mode of transport 10 1,498.3 1,849.8  9.360
Standard
Ttem Our Code Your Code PO No. Ordered Unit Delivered
Description qty.- qty.
Origin HS code ECCN
0010 A00011702 1Q_W19 NTJ/21/P5/ERB 9,600.0 PC 9,600.0
CELLPHONE
Nokia 105 RM-908 NV 1Q BLACK
85171290 5A992
Material NET(KG) GROéKG) L*w™* HgCM) unit# Material Del. tot
151.0 186.4 120 100 7 1  A00011702 960
149.0 184.0 120 100 78 2  A00011702 960
149.2 184.2 120 100 78 3 A00011702 960
151.0 186.4 120 100 78 4 A00011702 960
149.4 184.4 120 100 78 5 A00011702 960
149.5 184.6 120 100 78 6  A00011702 960
150.0 185.2 120 100 78 7  A00011702 960
150.2 185.4 120 100 78 8 A00011702 960
149.0 184.0 120 100 78 9 A00011702 960
150.0 185.2 120 100 78 10 A00011702 960
Total number of shp.units: 10 Tot. quant: 9,600
Total Net Weight: 1,498.3
Total Gross Weight: 1,849.8

Conflict Armament Research
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Customer / 127550

Derinton International FZE
Dubai Airport Free Zone-2E307
DUBAI

UNIT.ARAB EMIR.

Delivery Address / 127550S01 / 1Q
Fastlink

Villa 9-687, Shlama Street, Ankawa
ERBIL

1RAQ

Mode of transport

Delivery note

Delivery Document Number/date
8005208804/06.06.2014
Your Reference
irq2314/2/31.03.2014

Our Reference
8880525/31.03.2014
Contact person

Invoicing

Bill of lading

Our Forwarding Agent
AGILITY LOGISTICS LIMITED
Customer®s Forwarding Agent

Delivery Date
15.06.2014

Terms of delivery

Standard 013 CIP ERBIL, INCOTERMS 2003
Item Our Code Your Code Ordered Unit Delivered
Description qty. qty.
Origin HS ECCN
License
0010 A00011702 5.000,0 PC 5.000,0
Nokia 105 RM-908 NV 1Q BLACK
CN 85171210 5A992
Batch CN12
0020 A00014125 1.000,0 pPC 1.000,0

NOKIA 107 RM-961 NV N-AFRICA 5 RED

CN 85171210 5A992
Batch CN12

Shipper/Exporter
Nokia Telecommunications Ltd.,
Dongguan Branch

Keji Road, Nan Cheng High-Tech Industrial Park

Dongguan City, Guangdong Province, P.R.C.

Tel: + 86 769 2402844 Fax: + 86 769 2400405

Post Code: 523077

Conflict Armament Research
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90

*

Delivery note

Page 2

Delivery Document Number/date
8005208804/06.06.2014

Customer / 127550 Your Reference
Derinton International FZE irg2314/2/31.03.2014
Dubai Airport Free Zone-2E307 Our Reference
DUBAI 8880525/31.03.2014
UNIT.ARAB EMIR. Contact person
Invoicing
Item Our Code Your Code Ordered Unit Delivered
Description qty. qty.
Origin HS ECCN
License
0030 A00014126 1.000,0 PC 1.000,0
NOKTA 107 RM-961 NV N-AFRICA 5 BLACK
CN 85171210 5A992
Batch CN12
Material NET(KG) GRO(KG) L * W * H(CM) unit# Material Del. tot
Pallet 103.3 127.5 123 83 79 1 A00011702 672
2 A00011702 672
Pallet 103.7 128.0 123 83 79 3 A00011702 672
Pallet 104.1 128.5 123 83 79 4 A00011702 672
Pallet 126.4 156.0 123 83 67 5 A00014125 756
Pallet 103.3 127.5 123 83 79 6 A00011702 672
Pallet 125.6 155.0 123 83 67 7 A00014126 756
Pallet 113.4 140.0 123 83 67 8 A00011702 200
8 A00014125 244
8 A00014126 244
Pallet 104.5 129.0 123 83 79 9 A00011702 672
10 A00011702 672
Pallet 17.0 21.0 74 43 36 11 A00011702 96

Total number of shp.units: 11
Total Net Weight: 1,108.9
Total Gross Weight: 1,369.0

Shipper/Exporter

Nokia Tele
Dongguan

communications Ltd.,
Branch

Keji Road, Nan Cheng High-Tech Industrial Park

Donggu

an City, Guangdong Province, P.R.C.

Tel: + 86 769 2402844 Fax: + 86 769 2400405
Post Code: 523077

Tot. quant: 7,000

Conflict Armament Research
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Transport Document

Ehipper’s Reftrenee Number: OGS FRIE
WAR NN LITHILM EATTERIFS THAT HAWE BEEN RECALLED BY THE MAMLSACTURE N FOBR SARETY
IEASONE MUET NOT BE SIIFPED BY AIR,
Vorminalirzy:
= Cell = cleatroesevsice” emin, consising ot ar arade aed s 2arhede, cap able af aerewaing clearizal cozeem
+ Lighiwin icn cellaaleerivs — echangame - inchal o linkiom 2olynser 2ol aabivrive
+ Lilviarn modal colbibaleries — geneezily nor-nechongeabie

s package conlaing W iwre cells or Dulbees in oo FalBowing configerativa

LG fo - Wdexsmuoe ol Litirwr Sl — ifesimune of
+ M Warbogrz por cell; snd * 0 i o lihium metal per ol aml
= ) Wane |upuss e hutl=oy = ¥ gronus of Tothium pec banary

Finkted willl couipinen (CADAATA Packeng Trstinnons
06, Suetion 1 Cely o hatle oes coniong 28
in a nackage with ossadziaied cleoronic squipmenl

= T'hig o inwes? T amdlod wlth e, A Rarceabinlioe hagaod kst of b packbge is daskeged.

= 120w pracrtge T Bt aecd oS anspEerlaazon, <0 st v e Tomdad sonl e oeselition ol e oot can b acaliol, The
hanperees earninz® D rhis tackape o be ensected far daragee w2 mey ety e sesaeked P riey ame iacr amd prorected
apaingl she corgnitg.

= For moce informalien aboet the Laberics comzinsd in s package, cali te Frlbosing telephone ramer:
(B NI T T e T

LSt Wb hn e T s e, el eIt ares o dy AN Any applismable of orny £ode

ames, vadress of hippor: Hamesadhress of Consgnes:
Ptk L P LLC Hiw Froiwle Seredns, FEE
B By et S W P M Chin gemmye ot Wy WS, TATF,
Tu %5 Tuan. Bag deeh Pnii lw 2458 Db
Vivlmam Lak
e _
! ' !
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Customer / 123144
Brightpoint Middle East FZE
Unit F21/F22/F23

PO Box 54704

DUBAI

UNIT.ARAB EMIR.

Delivery Address / 123144S03 / AE
Company

Hawk Freight Services FZE

Plot No: W-28, DAFZ.

54438 DUBAI

UNIT.ARAB EMIR.

Delivery note

Delivery note no./shipping date

8005378208/04.11.2014

Your Reference
P30896/25.09.2014
Our Reference
9011942/25.09.2014
Contact person
Invoicing

Bill of lading

Our Forwarding Agent
DHL Hanoi AFR

Customer®s Forwarding Agent

Delivery Date
14.11.2014

Terms of delivery
013 CIP Dubai

Mode of transport No of Net Gross Volume
Standard p:s Weight KG Weight KG M3
23 2.205,0 2.879,0 15,959
Item Our Code Your Code Ordered Unit Delivered
Description qty. qty.
Origin HS ECCN
License
0010 A00011696 15.000,0 PC 15.000,0
CELLPHONE
Nokia 105 RM-908 NV N-AFRICA 2 BLACK
VN 85171200 5A992
Batch FI120
Material NET(KG) GRO(KG) L * W * H(CM) unit# Material Del. tot
Pallet 98.8 129.6 120 80 73 1 A00011696 672
Pallet 98.8 127.6 120 80 73 2 A00011696 672
Pallet 98.8 127.8 120 80 73 3 A00011696 672
Pallet 98.8 127.9 120 80 73 4 A00011696 672
Pallet 98.8 126.8 120 80 73 5 A00011696 672
Pallet 98.8 129.5 120 80 73 6 A00011696 672
Pallet 98.8 129.6 120 80 73 7 A00011696 672
Pallet 98.8 127.7 120 80 73 8 A00011696 672
Pallet 98.8 128.2 120 80 73 9 A00011696 672
Pallet 98.8 129.8 120 80 73 10 A00011696 672
Pallet 98.8 129.8 120 80 73 11 A00011696 672
Pallet 98.8 127.6 120 80 73 12 A00011696 672
Pallet 98.8 127.7 120 80 73 13 A00011696 672
Contact Address
Nokia (Vietnam)
No. 8, Street 6
VSIP Bac Ninh
Phu Chan Commune
Tu Son Town
Bac Ninh Province
VIETNAM
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Customer / 123144

Brightpoint Middle East FZE

Unit F21/F22/F23
PO Box 54704
DUBAI

UNIT.ARAB EMIR.

Pallet
Pallet
Pallet
Pallet
Pallet
Pallet
Pallet
Pallet
Pallet
Pallet

98.
98.
98.
98.
98.
98.
31.
98.
98.
98.

129.0
128.2
127.8
128.0
128.4
128.8

54.8
128.5
128.8
127.1

00 00 00 00 00 00 0O 00 0O O

120
120
120
120
120
120
120
120
120
120

80
80
80
80
80
80
80
80
80
80

Delivery note

Page 2

Delivery note no./shipping date
8005378208704 .11.2014

Your Reference

P30896/25.09.2014
Our Reference

73
73
73
73
73
73
56
73
73
73

Total number of shp.units:

Total Net Weight:

Total Gross Weight:

2,205.0
2,879.0

14
15
16
17
18
19
20
21
22
23

23

A00011696
A00011696
A00011696
A00011696
A00011696
A00011696
A00011696
A00011696
A00011696
A00011696

672
672
672
672
672
672
216
672
672
672

Tot. quant: 15000

Contact Address
Nokia (Vietnam)

No. 8, Street 6
VSIP Bac Ninh

Phu Chan Commune
Tu Son Town

Bac Ninh Province
VIETNAM
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Customer / 123144
Brightpoint Middle East FZE
Unit F21/F22/F23

PO Box 54704

DUBAI

UNIT.ARAB EMIR.

Delivery Address / 123144S03
Company

Hawk Freight Services FZE
Plot No: W-28, DAFZ.
54438 DUBAI

UNIT.ARAB EMIR.

Mode of transport
Standard

GID WEEK 45 & DELIVERY WEEK 46

Invoice
Number Billing Date
500224773 04.11.2014

Your Reference/Date
P30896/25.09.2014

Delivery note no./shipping date
8005378208/04.11.2014

Our Reference

9011942/25.09.2014

Contact person

Invoicing Department

Our Forwarding Agent / Bill of Lading
DHL Hanoi AFR/

Terms of payment
30 days net
Up to 04.12.2014 without deduction

Terms of delivery
013 CIP Dubai

No of Net Gross Volume
p:s Weight KG Weight KG M3
23 2.205,000 2.879,000 15,959

Item Our Code Your Code Qty Unit unit price Value
Description /Per PCs
Origin HS ECCN
License

0010 A00011696 15.000,0 PC [ I

CELLPHONE

Nokia 105 RM-908 NV N-AFRICA 2 BLACK

VN 85171200 5A992

Order 9011942 from 25.09.2014

Purch.order no.
Items Sub-total
VAT 0,00 %
Total (inc VAT)
VAT 0%, Export

P30896 from 25.09.2014

I
0,00

USO

Contact address Bankers
Nokia Sales International Oy
Keilalahdentie 4

FI-02150 ESPOO

Tel: + 358 (0) 7180 08000
Fax: + 358 (0) 7180 44940

Bank of America NA, London

15AN: I (UF)
i5AN: [ (S0
FINLAND BIC:

Nordea Bank Plc Finland

Registered in

Nokia Sales International Oy
Keilalahdentie 4

02150 ESPOO

FINLAND

Domicile: Helsinki

Business 1D:2422986-2
(EUR) VAT Reg No:FI24229862

I
I (S0)

BiC: I
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Customer / 123144
Brightpoint Middle East FZE
Unit F21/F22/F23

PO Box 54704

DUBAI

UNIT.ARAB EMIR.

Nokia Sales International

Invoicing Department

Page 2
Invoice
Number Billing Date
500224773 04.11.2014

Your Reference/Date
P30896/25.09.2014

Delivery note no./shipping date
8005378208/04.11.2014

Our Reference
9011942/25.09.2014

Material NET(KG) GRO(KG) L * W * H(CM) unit# Material Del. tot
Pallet 98.8 129.6 120 80 73 1 A00011696 672
Pallet 98.8 127.6 120 80 73 2 A00011696 672
Pallet 98.8 127.8 120 80 73 3 A00011696 672
Pallet 98.8 127.9 120 80 73 4 A00011696 672
Pallet 98.8 126.8 120 80 73 5 A00011696 672
Pallet 98.8 129.5 120 80 73 6 A00011696 672
Pallet 98.8 129.6 120 80 73 7 A00011696 672
Pallet 98.8 127.7 120 80 73 8 A00011696 672
Pallet 98.8 128.2 120 80 73 9 A00011696 672
Pallet 98.8 129.8 120 80 73 10 A00011696 672
Pallet 98.8 129.8 120 80 73 11 A00011696 672
Pallet 98.8 127.6 120 80 73 12 A00011696 672
Pallet 98.8 127.7 120 80 73 13 A00011696 672
Pallet 98.8 129.0 120 80 73 14 A00011696 672
Pallet 98.8 128.2 120 80 73 15 A00011696 672
Pallet 98.8 127.8 120 80 73 16 A00011696 672
Pallet 98.8 128.0 120 80 73 17 A00011696 672
Pallet 98.8 128.4 120 80 73 18 A00011696 672
Pallet 98.8 128.8 120 80 73 19 A00011696 672
Pallet 31.8 54.8 120 80 56 20 A00011696 216
Pallet 98.8 128.5 120 80 73 21  A00011696 672
Pallet 98.8 128.8 120 80 73 22  A00011696 672
Pallet 98.8 127.1 120 80 73 23  A00011696 672
Contact address Bankers Registered in

Nokia Sales International Oy
Keilalahdentie 4

FI-02150 ESPOO

FINLAND

Tel: + 358 (0) 7180 08000
Fax: + 358 (0) 7180 44940

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs

Bank of America NA, London

1BAN: I (-|)
1BAN: I (US0)
iC:

Nokia Sales International Oy
Keilalahdentie 4

02150 ESPOO

FINLAND

Domicile: Helsinki

Business 1D:2422986-2
VAT Reg No:FI24229862

Nordea Bank Plc Finland
I (=7
I (/S0)
BIC:
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Customer / 123144
Brightpoint Middle
Unit F21/F22/F23
PO Box 54704

East FZE

Page 3
Invoice
Number Billing Date
500224773 04.11.2014

Your Reference/Date
P30896/25.09.2014

Delivery note no./shipping date
8005378208/04.11.2014

Our Reference

DUBAI
UNIT.ARAB EMIR.

9011942/25.09.2014

Total number of shp.units: 23
Total Net Weight: 2,205.0
Total Gross Weight: 2,879.0

Tot. quant: 15000

General Terms and Conditions of Sale 2012, of Microsoft Mobile Oy shall
apply. General terms and conditions of Sale 2012 are available at web
portal for suppliers and customers.

Contact address

Nokia Sales International Oy
Keilalahdentie 4

FI-02150 ESPOO

FINLAND

Tel: + 358 (0) 7180 08000
Fax: + 358 (0) 7180 44940

96

Bankers
Bank of America NA, London

15AN: I (=)
154 N: [ (S0
eiC:

Nordea Bank Plc Finland
I (-U7
I (|S0)
BIC: I

Registered in

Nokia Sales International Oy
Keilalahdentie 4

02150 ESPOO

FINLAND

Domicile: Helsinki

Business 1D:2422986-2
VAT Reg No:FI24229862
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DOC. NO. TYPE DESTINATION DXB ,E:]:n FLIGHT / DAY EXECUTION DATE DGF TARIFF DGF NUMBER
311 | cose DUBAI ()| oot HAN 7EZG003
ConsiGREE'S consIoNeES AR WAYBILL Not negotiable
i oo 20044
oI E HAWK FREIGHT SERVICE FZE
[N} ADDRESS PLOT NO: w-28 H
S DUBAI AIRPORT FREE ZONE = ”LE
| P.0.BOX 54438, DUBAI = GLOBAL FORHARDIVG =
b UAE
N
I ALso MERRRS Doress or carmier 1 acent
£ KEILARANTA 7
SHIPPER'S SHIPPER'S ES
ACCT NG N1157 | REFERENCENO SIGNATURE OF ISSUING OFFICE LTT PRM
NAME NOKTA VIETNAM LIMITED LIABILIT EXECUTED ON: 07NOV2014ar: /HAN
ADDRESS NO 8 STR 6 VSIP BAC NINH URBAN
AND INDUSTRIAL PARK PHU CHAN
BAC NINH
VIETNAM
CIP AE
NO. OF PCS. DIMENSIONS GROSS WEIGHT REVERSE HEREOR. T GO0DS THENBENG N APPAENT GOODS ORDER AID CONDITON SCEPT 46 NOTED HEREON.
& PACKING L] w] H 8BS KGS QUANTITY, DESCRIPTION & MARKS AELUDIG OTER DNERSION GLASE
22 PLTS 12 8 7 885.0 MOBILE PHONE
1 PLT| 12 80 56 QTY: 23 PACKAGES

AWB: 232 1517 4854 /FLT:MH6053/07-NOV
DNN:8005378208

TOTAL PIECES CUBIC CONTENT  _

TOTAL DIM. WT. (KGS)

TERM: CIP DUBAI

23 15955200 € 2659.5
SHIPPER'S DECLARED VALUES
FOR CUSTOMS FOR CARRIAGE TOTAL GROSS WT.KILOS
$ NVD| s M/F 2885.0
PREPAID COLLECT D
O{ TOTAL FOR VAT | CHARGEABLE WT. S vBeR" RATE AIR CARRIAGE
TOTAL FREIGHT CHARGE 2885.( 9798 AGREED DXB st M
SHOW CODE Kes K | TO: CARRIER pgp
KGS K |To: CARRIER
AS AGREED |1 |:' Kes K |10 CARRIER
KGs K |TO: CARRIER
e 3
INBOUND FREIGHT ADVANCE = (" c|¥ USE | [+ AF
if more than 5 items, attach RoueE i ‘; 2- THREE ‘L 2- M 2
manifest to transaudit copy oo i+ EY NES pieiT |\ |3 3 3
carmER = < | N
HE L CARRIER | |4- M
2
tomene =D HE Rls. cope [9s. s
VALUE FROM To! N TOTAL VALUE CHARGE
VALUE CHARGE + CHARGES FROM 0 £ $
ADVANCES ( gg:EERZTHAN) + DETAIL ALL ORIGIN HANDLING FEES & ADVANCES OTHER THAN CODE 2 ABOVE.
ORIGIN HANDLING FEES = P PUA AS AGREED P HDL AS AGREED
CODE 3 BELOW P FSC AS AGREED P SSC AS AGREED
3
., SHPPERS REQ. AMOUNT | RATE T m‘nr*v :m e e e e
INSURANCE FEE $ $ REWITTO:
DHL GLOBAL FORWARDING VIETNAM CORP
5 DHL LOGISTICS PICKUP CHARGE 364 CONG HOA STREET, WARD 13; TAN BINH DIST
HO CHI MINH CITY; VIET NAM
TOTAL DUE INDICATE Copies 1, 3and 6 of this Air Waybillare originals | DGF AIRBILL NO.
9 and have the same validity.
AS AGREED <DGF (CURRENCV usD 7EZG003
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Traozpert Docurmaent

EShipreets Meference Nurher; 4035513739

MipRN G LITHILIM BATTERIES THAT 1IAVE BEEXN BECALLED 3% THE MAMUFACTRRAR FOR SAFRTY
REASUNS MUST NOT BE SHIPFED BY Ailt.
Terminclogy;

= Lol — eltcinchednizal wnit, conzstsling of an ancde and & iz, capitle of gencrating ezl gz

+ Banery = wsoeddy of cells

+ Toarkinm lop eel sabmieen = — recheromble — ncledes Foam sl crafatece

+ Lithi wmy meeeal edT2s/battenic: = parsally non-rechargeah.:
This pockage contalr lilkior o2l ar Babedces D the follow!cg conllzuerson;

o ] I
Lilkium Iom « kiasimatoeof | Litkicm basul — S leximus of
10 Wati-hours pex vell; and Do grae af i m mee cer el ane
LT 103 Wan-hows per baliery l 2 granss ol lF AR per batery
= -

Backed with :q|u| L [JCACIATA ?:u:kmﬂ InsarLod e
B, Section LI} E‘ml 5 Or Batlefics ebnlaintd
in 7 packegs weilh nasockated sloconic G it

R S S B

=~ Thiz package mist b handled with care. A Tnramatilny barsed siivis i 5 pacioge is dinagd,

» Tlthis packass if damoged Ib wrangpertaicon, i mast s b loaded wnidl e cotuition. 9f he 22510004 ¢in be veilied The
bairering condeined an This peakage musl be ingaested Ror damuge red ay gely by repacked i1 Dy re otz ard groiessad
against shout iecylls.

* Fior more fnformasior abowt ke batterie Sonluined il this oxzkage, onll the fellowing weieahoee aumber:
+A4{0VETY 19 B235 Canolhemzd

vl 22lephean Teaber sane, sma BIDhreg ATes eedt and E1y IpAICLIAS CRglliny STae

Name Address of shippae MNznerA ddress of Conshrnce:
Bakla (¥iz Moy LLLD COinesle TR
o2 ereel &, VELR Phe Chan vamnouns P Adrpert Frez Zora, Ware Hoses T
Tl a7 Tawn, Boc Nink Provinas Dukal
Viglng LAz
Diazar
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Cestomar f LZBO0D4

Hideom FER

P.0 Box 15111, Ras Al Khainah
Office a0 &, Twnaca Building
Fheikh Zavad Road

Mear Times Sguare Mzl

DraaT

HIT, ARAE EMIR.

Delivary address / 1280043501

Coanacyy

Qnzsto FEE

Dubai Rivport Free Zone, Ware Hewse
DUERL

UHIT.ARAHR EMIR.

dode of transgarct

' / o
[
Invoice
Hulnke Bilisine Dapa
21021603z Z3LCT.2014

Your EnfprercssData

GR-Q042/12.06 . 2014

Selivery nece aol Arkippirg date
BOGE313730/33 .68, 2014

CUr Referance

FRISSLASL2.06, 201:

{outact perons

Invoicing Department

Gy Forwavding fgent # 0ill of Lobedd racy
Rgilivy lfaned/

Teres of naemsas
38 days aen
b oo 25 3%, 8034 vilgnovt dedugrior

T of dalivery
J1% oI DUBAT

Seandard
K& of Mew cregs Vi d w2
Fic Welahrs B wEighl Ny Hi
] BEd, a2 1-0GE, L 5,760
Blease re confirm if the €T date {& not avellidizle
Item QR Cods Your Cade Ghy iheh dnik price Vi loe
Lescripeisng Sher vos
Crigin 3 ool
Licenne
0010 ADOHL1ITOS 5.380,0 PO e [
CELLLHONE
Mokiz 105 EM-908 8V GH Cvay
Lo 851712040 Sh9a3

Crder 8935562 fxrom 12.06,2024

Purch.order no. GH-2042 froo

12.76.2014

Ttems Sub-total ]

VAT 2,30 % 0,0k

Total (imes VAT) ] | ]
— VAT Expart

Contai ! uddross Earacrs Tesisgerey . B

bigwdy Sahee [vomasanel Gy B of Ariudits B8, London Moz Saen lncernyiaral Oy

Kedgahdpnaic 4 [ [LA1 EL Rl indonte &

FLpo160 EIFOD e [ -1 03150 S5POT

EKLAND ks ] FhAnl

Tal: + 368 |04 714G GBDOD
Fax: + 3B | 7133 44340

100

Plp-daz Bank Plc Fionna
-

Samileiko Hilmice
O_slaeg e 102243 7358-2
VAT Hug NpFie2 ROER2
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ot L | 1 7
nH: Page T -
1 ~ -
: fnvroice

sumbey Billing Daeq
Ea321a032 13,689 201
Yeur RelerencaefGate

CugLomer £ 138004 CGE~OQ&2/ L5, 06,2014

Midoom FEZE Leiivery nots no. /slipping dase

B.Q Box 15111, Ras AL  FKhaimah BOGIE12TIN/12_ 0%, 2024

Cffice no &, Tgmaco Building CUF Mo Srreacy

Sheikh Zayad Foad B4I5E0UF12. 95, 2034

Mear Times Square Mail
DUBAT
UNIT.ARAB ZHIR.

Molia Sales Iaternatioral

Inraicing Depargment

Material HET(#G) GRO{EG) I * W * HIZM} uanokdt
Yiondan 114.1 137.4 220 8o 73 1
Haaden Bg.4q 116.3 120 80 75 2
Haadern 110.1 137.4 220 &40 7a 3
Hoodan 11l0.1 lal.2 120 &g 78 4
HWooden 1102, 140.) 120 &p TS E
Hooden 110~ 140,06 226 B) TS B
Wonden 117.1 l38.1 120 80 7% 7
Hooden 14,1 lig. 5 2 B0 13 o
Tokal rumber of shp. units: &z
ToLgl Xek Welght: agd. ¢
Total Grose Weldghb: L.oGaelt

Material Dsl, fok

ALDOLLTOR &40
AROOLITAS 520
ANGOI1705 F40
ROGOHALTOE Ga0
hAGCLITCE £
ROQALINDG agl
REIQQLLECS %4
AEQO1LTAS £qil

Tob. Guant: 5,050

Ceneral Terma and Condicicns of Sale 2012, of ificrozoft Moblle Dy mhali
apply. General verms and econditione of Sale 2013 are available ab wsb

portal for suppliers and ceetomers.

Tonppot badrass Fokark

Bl Salas rainptiansl Oy Bk ot Amptigp M, London

XEhalad ndin & 1= A JEL: M
A-0ZVED ESPQ0 IHaK: HH
FIHLANC BiC : I

Tal: +3558 {0 7180 QEO0H0

Fax + 58 43 7180 44940 “fowdaa Bank Fig Fonlard

E.J)
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makil Sales Imemnatiean: Oy
Lo lua~genils £

0150 BP0

LR A

SpT.g 3 Ha kit

5t [ 2d223EL. 2
Fry Moo F+31S062
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. Delivery note
Dedivery note so, fFhipping date
BOGRILITAS 12 .19, 2000
Costoeer f 128004
Mideom FZE (NHTA A LTI AT
D.o Box 1611), Bas al EKhaimah Yau:'"kefel[-:!l.-ljglmid L

Qffice no &, Tomaca Building
sheikh Payad Road

Heaxr Times Sguare Mall

DUBAIL

[HIT.a38E EMIR,

GH- SR 12 85,2058
Dur Reforence
ERISE0RF12.06,.3014
fanidct peraca
Invoicing

Belivery hddress [ 123004501 [/ AE Rill of lading
Compary

Umestg FIE Cur Forwarding Agene
Dubai Atrpore Fraa fons, Waye Houee Rgilivy Hanoi
DUBAT

UNIT.ARAE EMIR.

Mode of branspord

Tushorer s Foarding Ageht
Deifvgry Sane
iT.03,201%

Tarme of doliveny
QY CIP D3RI

No of Har PICEE Yolume
Srandazrd bBE Nelght #58 d=ight X3 M1
3 BED, O 1_GBE,1  3,7ED
Item Cur Code Your Oods " Torders tnit Deliversd
Dageripeion gLy . Sy
aragin s ST
Licanos
arie ROOQ1L1705 5.020,3 v 3.000.0
CELLEHONZ
Hakiz 105 EM-%08 8V GH CYaw
Vil BE1l71200 Shafz
Fabch FIZ0
Material HET(ER} GRO(ES) L+ & *» WDl upicd Matezial Dol teb
Werpdlen 110.1% 137.4 120 =3 7. 1 L4D0C2ITAS 650
Haaden ES.4 IiG6.3 126 831 7% 2 RRO0LI7A5 L&
Hooden 10,1 127.4 120 83 7E x ALGLQLITCS G415
Hoaden 1im.1 19,3 120 40 75 1 AOCOLLTAS 54y
Koodan 110,21 1440.1 120 30 15 5 ASDOLILTOE 550
Wooden 113.1 140.4 Lo 40 7= 5 ATICOLLIGS &40
Wooder: 11,1 13&.%1 120 9o 7% 7 AJoolltng Ead
wooden 119.1 132.9 Li¢ g2 7% 3 adanilnes G4
Tobzl ruszer of Engp.units: b Tot . guant: 5, 000
Tokal ek Waight: 434, 0
—ota - Eroes—NeighntTy s

ntacl ROdrEER
Hekin Tyintmer]

Me. &, Zarpm &
WEIF Bt Hind

Pha Chan Camimuna
T Fen Town

Ban hinh Prgwings
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ENDNOTES

Correspondence from the Government of the
Netherlands to CAR, 19 June 2015.

Correspondence from the Sealed Air
Corporation Group to CAR, 18 December 2015.

CAR telephone call with an ilci representative,
3 November 2015.

CAR telephone call with a Nitromak Dyno
Nobel representative, 4 November 2015.

In their response to CAR, the Lebanese
authorities also mention the date of 23
February 2015.

In their response to CAR, the Lebanese
authorities also mention the date of 10 August
2015.

In their response to CAR, the Lebanese
authorities also mention the date of 22 June
2015.

The Lebanese documents provided to CAR
(Annexe E) identify the company Maxam,
headquartered in Spain, as the exporter of
the goods. However, Maxam has informed
CAR that the company has never supplied
the Indian types of detonating cord or plain
detonators documented by CAR, nor does

it stock these types. The company states
that, on 30 December 2015, it supplied
Spanish-manufactured detonating cord and
plain detonators to Maybel. One plausible
explanation is that Maybel’s renewal license
(number 30/2015) enabled it to import from
more than one party. CAR is currently seeking
clarification from the Lebanese authorities.

Correspondence from Premier Explosives to
CAR, 6 December 2015. CAR has not added the
Mechanical Construction Factory to the list of
entities in Table 1 because, at this stage in the
investigations, there is no evidence to confirm
that the item documented derives from Syrian
government stockpiles.
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1

12

13

14

15

16

17

18

19

20

21

22

23

See EU (2011a; 2011b). The US Office of Foreign
Assets Control followed suit in 2012; see OFAC
(2012).

Correspondence from Premier Explosives to
CAR, 6 December 2015.

Correspondence from CAR to Rajasthan
Explosives and Chemicals, 4 December 2015.

Correspondence from Chamundi Explosives to
CAR, 19 December 2015.

In their response to CAR, the Lebanese
authorities also mention five million
detonators.

Correspondence from CAR to Economic
Explosives, 4 December 2015.

Correspondence from CAR to Rajasthan
Explosives and Chemicals and to IDEAL
Industrial Explosives, 4 December 2015.

Correspondence from Premier Explosives to
CAR, 6 December 2015. CAR has not added

the Syrian Ministry of Defence to the list of
entities in Table 1 because, at this stage in the
investigations, there is no evidence to confirm
that the item documented derives from Syrian
government stockpiles.

Correspondence from CAR to Schaffler, 4
December 2015.

Correspondence from Czech authorities to
CAR, 12 February 2016.

CAR telephone call with a Hes Kablo
representative, 4 November 2015.

CAR telephone call with an Erikoglu
representative, 4 November 2015.

Correspondence from CAR to Kablo Tiirk, 8
October 2015.

CAR telephone call with an Unal Kablo
representative, 4 November 2015.
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26

27

28

29

30
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Correspondence from Microchip Technology
to CAR, 15 December 2015.

See FLSD (2008).

Correspondence from CAR to Shindengen and
to STMicroelectronics, 10 December 2015.

Without a response from STMicroelectronics,
itis not possible to identify the exact supply
route of the transistors. It is plausible that
STMicroelectronics neither manufactured the
items in Switzerland, nor exported them from
that country. In the absence of information

to the contrary, Map 9 charts the supply from
the company’s headquarters in Switzerland to
Iraqg.

Correspondence from Microsoft Corporation
to CAR, 4 January 2016.

On 4 January 2016, Microsoft Corporation
responded promptly to a formal trace request
issued by CAR to Microsoft Mobile Oy (Ltd.) on
5 November 2015. In its response, Microsoft
Corporation provided sales and shipping
documents for the Nokia 105 RM-908 mobile
telephones with IMEI 354272/06/724114/8, IMEI
354272/06/725697/1, IME| 354272/06/722934/1,
IME| 354272/06/723688/2, and IMEI
354272/06/723911/8. This documentation
confirms that Ghamdan General Trading

& Import, Sana’a, Yemen, purchased the

items on 30 May 2014 for delivery to Al Areen
Computers, Dubai, United Arab Emirates
(UAE). Nokia (Vietnam) Liability Co. Ltd.
shipped the items on 15 July 2014 from Hanoi,
Vietnam, using the forwarding agent Agility
Ltd. (Hanoi) to Al Areen Computers, with a
scheduled delivery date of 23 July 2014.

On 4 January 2016, Microsoft Corporation
responded promptly to a formal trace request
issued by CAR to Microsoft Mobile Oy on 5
November 2015. In its response, Microsoft
Corporation provided sales and shipping
documents for the Nokia 105 RM-908 mobile
telephone with IMEI 353060/06/819769/5.
This documentation confirms that Al Watani
Telecom, Baghdad, Iraq, purchased the item
on 20 March 2014 for delivery to Al Watani
Telecom, Erbil, Irag. The delivery note
provided by Microsoft Corporation indicates a
delivery date of 21 May 2014.

31

32

33

On 4 January 2016, Microsoft Corporation
responded promptly to a formal trace request
issued by CAR to Microsoft Mobile Oy on 5
November 2015. In its response, Microsoft
Corporation provided sales and shipping
documents for the Nokia 105 RM-908 mobile
telephone with IMEI 353635/06/755798/9.
This documentation confirms that Derinton
International FZE, Dubai, UAE, purchased the
item on 31 March 2014 for delivery to Fastlink,
Erbil, Irag. Nokia Telecommunications Ltd.,
China, shipped the item on 6 June 2014 using
the forwarding agent Agility Logistics Ltd.,
with a scheduled delivery date of 15 June
2014.

On 4 January 2016, Microsoft Corporation
responded promptly to a formal trace request
issued by CAR to Microsoft Mobile Oy on 5
November 2015. In its response, Microsoft
Corporation provided sales and shipping
documents for the Nokia 105 RM-908 mobile
telephone with IMEI 357134/06/881894/3. This
documentation confirms that Brightpoint
Middle East FZE, Dubai, UAE, purchased

the item on 25 September 2014 for delivery

to Hawk Freight Services FZE, Dubai, UAE.
Nokia Vietnam shipped the item on 4
November 2014 from Hanoi, Vietnam, using
the forwarding agent DHL Hanoi, with a
scheduled delivery date of 14 November 2014.

On 4 January 2016, Microsoft Corporation
responded promptly to a formal trace request
issued by CAR to Microsoft Mobile Oy on 5
November 2015. In its response, Microsoft
Corporation provided sales and shipping
documents for the Nokia 105 RM-908 mobile
telephones with IMEI 355767/06/001699/0 and
IMEI 355767/06/001396/3. This documentation
confirms that Midcom FZE, Dubai, UAE,
purchased the items on 12 June 2014 for
delivery to Onesto FZE, Dubai, UAE. Nokia
Vietnam shipped the items on 12 September
2014 from Hanoi, Vietnam, using the
forwarding agent Agility Ltd. (Hanoi), with a
scheduled delivery date of 19 September 2014.
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Syrian Kurdish People’s Protection Units (YPG)
remain at the forefront of action against IS forces
in Syria. After lifting the siege of Kobane, YPG units
inflicted major losses on IS forces and captured
significant quantities of materiel. The YPG Military
Council has consistently afforded CAR field
investigation teams access to the full spectrum of
weapons and IEDs recovered from IS forces.

CAR extends sincere thanks to the groups
mentioned above for their support and generous
hospitality. In addition, CAR would like to

thank the abovementioned governments and
companies that willingly shared information on
the components presented here. CAR notes that
transparency and cooperation are fundamental
steps towards mitigating the problem at hand.

Conflict Armament Research
Tracing the supply of components used in Islamic State IEDs



CONFLICT
ARMAMENT
RESEARCH
—



	Cover
	Contents
	Abbreviations
	Maps and Tables
	Introduction
	Key findings
	51 companies, 20 countries
	Agents 
	India
	Japan, Switzerland, and the United States
	Mobile telephones
	Short chain of custody


	Documentation
	Chemical precursors
	Aluminium paste
	Fertilizers

	Containers
	Detonating cord and safety fuse
	Detonators
	Wires and cables
	Electronic components
	Mobile telephones

	Annexes
	Annexe A
	Annexe B	
	Annexe C
	Annexe D
	Annexe E	
	Annexe F	
	Annexe G

	Endnotes
	References
	Acknowledgements

