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TIMELINE:

U.S.-CHINA

President Richard Nixon visits the People’s Republic
of China (PRC) in February and meets with Chairman
Mao Zedong

Then-President Jimmy Carter grants full diplomatic
relations with the PRC

President Ronald Reagan visits the PRC
Tiananmen Square massacre

Clinton launches what’s known as “constructive
engagement” with the PRC

The PRC attempts to influence the 1996 election
through illegal campaign donations

U.S. and the PRC normalize trade relations and the
PRC joins the World Trade Organization

The PRC becomes the largest foreign holder of U.S.
debt, passing Japan

The PRC becomes the world’s second largest
economy, only behind the U.S.

Chairman Xi Jinping calls for “absolutely no mercy” in

Xinjiang, laying the groundwork for massive
concentration camps

President Obama hosts Chairman Xi for a state visit,
where the PRC pledges they do “not intend to pursue
militarization” of the South China Sea

In response to IP theft and other harmful trade
practices, President Donald Trump begins to place
tariffs on imports from the PRC. The PRC retaliates with
tariffs of their own, kicking off a trade war

Hong Kongers begin to protest the Hong Kong
extradition bill

U.S. Commerce Department places Huawei on its
“Entity List,” restricting its access to U.S. technology

In response to the brutal crackdown by the
police, President Trump signs the Hong Kong Human
Rights and Democracy Act

The CCP covers up the coronavirus outbreak, allowing
the virus to turn into a pandemic

The PRC passes a new national security law
imposing severe punishments for anyone both inside
and outside Hong Kong for encouraging democratic
ideals, obliterating the long-standing “one country, two
systems” policy

In response to the Hong Kong national
security law, President Trump ends the U.S.’ preferential
trade status with Hong Kong

U.S. orders the PRC to close its consulate in
Houston, calling it a hub of espionage. The PRC
retaliates by closing the U.S. embassy in Chengdu



September 30, 2020

The Honorable Kevin O. McCarthy
Republican Leader

House of Representatives
Washington, D.C. 20515

Dear Leader McCarthy,

Pursuant to your May 7, 2020, announcement on the formation of the China Task Force (CTF), which you
empowered me to Chair, | submit to you the report.

The greatest generational challenge we face today is the threat of the Chinese Communist Party (CCP). As a
result of the COVID pandemic that has so far killed one million people worldwide, and decimated the world
economy, America has woken up to what many of us have been talking about for some time - that the CCP
is our strategic adversary and has been going to great lengths to spread its deception and malign influence
around the world.

You charged the 15 Members serving on the CTF, representing 11 committees of the U.S. House of
Representatives, with examining six CCP-related challenges: Ideological Competition, Supply Chains, National
Security, Technology, Economics and Energy, and Competitiveness. The CTF conducted over 60 briefings with
current and former top administration officials on both sides of the aisle, business executives, Ambassadors,
and various outside experts. In total, the CTF engaged with more than 130 leaders to listen to their insights and
solutions. After months of virtual and socially distanced, in-person classified and unclassified briefings, the CTF
drafted this report with 82 key findings and more than 400 forward leaning recommendations.

For over six months, you discussed the creation of a bipartisan task force to develop long-term solutions

to address the malign behavior of the CCP. Unfortunately, when the time came to begin this effort last May,
Democrat leaders decided it was “a diversion” and refused to participate. However, as you know, the CTF
repeatedly invited Democrats to join our efforts on this pressing challenge. For example, in July, the CTF
invited all Members of the House to present their ideas or bills for consideration; only Republicans showed
up. In addition, we invited all Members to provide examples of CCP activity in their districts (e.g., IP theft); only
Republicans responded.

| believe the report would have been even further enriched by Democrat participation. The CCP does not
respect ideological differences and we are always stronger as a country together. In that spirit, the CTF
prioritized recommendations that have bipartisan support and have already moved forward in the legislative
process. As a result, well over half of the legislative recommendations are bipartisan and more than one-third
have passed either the House or the Senate. This report is the blueprint for bipartisan action Congress and
the Administration can take now to address the greatest national and economic security challenge of this
generation.

| commend you for creating this Task Force and | look forward to working with you and my colleagues on both
sides of the aisle to implement the Task Force’s recommendations.

Sincerely,

LO1 méal

Michael T. McCaul

Chairman, China Task Force



The United States wants an open and
constructive relationship with China,
but achieving that relationship requires
us to vigorously defend our national
interest. The Chinese government has
continually violated its promised to

us and so many other nations.

“Remarks by President Trump on Actions Against China”
May 29, 2020

America had hoped that economic
liberalization would bring China
into greater partnership with us and
with the world. Instead, China has
chosen economic aggression...”

“Remarks by VP Pence on the Administration’s Policy Toward China”
October 4, 2018

Look, we have to admit a hard truth.
We must admit a hard truth that should
guide us in the years and decades to
come, that if we want to have a free
21st century, and not the Chinese
century of which Xi Jinping dreams, the
old paradigm of blind engagement with
China simply won’t get it done.

We must not continue it and we must
not return to it.”

“Communist China and the Free World’s Future”
July 23,2020
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The China Task Force (CTF) conducted an expansive survey of U.S. interests relating
to the People’s Republic of China, to clarify the scale and urgency of the threat of the
Chinese Communist Party’s (CCP) global malign behavior and develop a specific and
actionable response plan. A summary of its recommendations can be found in Appendix I.
The CTF conducted briefings with current and former administration officials on both sides
of the aisle, business executives, Ambassadors, and various outside experts. In total, the
CTF met with more than 130 leaders in over 60 engagements to gather information, learn
about their perspectives and ask questions.

The 15 Members of the China Task Force represented 11 committees in the U.S. House
of Representatives. Their diverse experience ensured the China Task Force could best
address this multi-faceted challenge. The Members were assigned to six pillars to address
the various aspects of the China Challenge: Ideological Competition, Supply Chain Security,
National Security, Technology, Economics & Energy, and Competitiveness. Staff from the
committees and personal offices supported the Members by providing policy expertise in
addition to facilitating briefings and conducting research. While the full CTF held over a
dozen of briefings, the bulk of the engagements were handled at the pillar level.

The CTF’s overall goal was to use the information gathered to assemble a comprehensive
report and action plan to illustrate to the American public how Congress and the
Administration can best address the growing dangers of the CCP.

Where practicable, the CTF cited publicly available sources, due to the fact that most of
the China Task Force’s briefings were either closed to the public or classified. The final
report was submitted to Republican Leader Kevin McCarthy on September 30, 2020, to be
considered and prepared for final release.




EXECUTIVE SUMMARY

The Generational Threat of the Chinese Communist
Party

Since the establishment of diplomatic relations with the
People’s Republic of China (PRC) more than 40 years
ago, the United States has sought to draw the PRC into
the community of nations as a responsible stakeholder.
U.S. leaders pursued a strategy of engagement based
on the assumption that expanding the bilateral economic
relationship with the PRC would advance the U.S. national
interest and lead the Chinese Communist Party (CCP) to
change. This engagement strategy often turned a blind eye
to the CCP’s humanrights violations, economic malfeasance,
expansionist aggression, and empty promises, as well
as the CCP’s deep commitment to a hostile Communist
ideology that drives this malign behavior. This strategy has,
simply put, failed.

In just the past year alone, the CCP has violated an
international treaty and dismantled Hong Kong’s civil
liberties; continued its oppression of ethnic minorities,
including Uyghurs and Tibetans; increased its military
buildup, conducted increasingly belligerent provocations,
and violated other nations’ sovereignty at sea; engaged in
fatal skirmishes to conduct a land-grab on the Indian border;
and asserted new territorial claims over Bhutan. Moreover,
by silencing doctors and suppressing medical information
from the world, the CCP allowed a local outbreak of a virus
to turn into a global pandemic, killing almost one million
people to date and devastating the global economy. This
pandemic exposed various U.S. supply chain vulnerabilities,
the dangers of U.S. overreliance on the PRC, and the need
for a more robust domestic medical and technological
manufacturing capacity.

This series of wakeup calls has revealed how CCP ideology
is undermining the core principles of the international
system and putting Americans’ safety and prosperity at risk.
Leniency and accommodation of the CCP and its oppressive
agenda is no longer an option. To preserve democracy and
freedom around the world, the U.S. must act decisively with
our allies to regain the initiative. Addressing such malign
conduct can no longer be one of many priorities for our
respective governments, but rather the organizing principle
of the free world.

Assessing the Chinese Communist Party Threat

Recognizing the urgency and magnitude of the CCP’s threat
to American values and interests, Republican leaders in the
U.S. House of Representatives set out to develop a policy
action plan for Congress and the Administration to better
combat this multifaceted challenge. Despite numerous
and repeated invitations over a series of months, House
Democrats refused to join or contribute to this vital effort.
The GOP had no choice but to move forward independently
due to the exigency of the threat.

Fifteen Members representing 11 Committees addressed
he U.S. strategic competition with the CCP by focusing
on: Ideological Competition, Supply Chain Security,
National Security, Technology, Economics and Energy,
and Competitiveness. The CTF conducted briefings with
current and former administration officials on both sides of
the aisle, business executives, Ambassadors, and various
outside experts. In total, the CTF engaged with more
than 130 leaders to provide insights and solutions for its
comprehensive action plan.

Results of the Review

After months of virtual and socially distanced, in-person
classified and unclassified briefings, the CTF drafted
this report with 82 key findings and more than 400
forward leaning recommendations. The CTF prioritized
recommendations that have bipartisan support and have
already moved forward in the legislative process. As a
result, well over half of the legislative recommendations
are bipartisan and more than one-third have passed either
the House or the Senate. This report is the blueprint for
bipartisan actions Congress and the Administration can
take now to address the greatest national and economic
security challenge of this generation.

Key CTF Recommendations Include:
Ideological Competition

- Evaluating whether the CCP’s crimes against Uyghurs
amount to genocide, fully implementing sanctions
laws enacted in response to the CCP’s Hong Kong
crackdown, and taking further specific actions to
respond to the full range of CCP human rights
violations, from religious freedom violations to
forced organ harvesting.

« Coordinating a whole-of-government offensive
information statecraft campaign to counter the CCP’s
propaganda machine by using truth and our values to
undermine CCP’s lies and malign ideology.

« Ensuring our citizens are aware when they are watching
or listening to CCP sponsored and
censored media and entertainment content.

« Countering the CCP’s global malign influence by
requiring transparency and accountability within the
United Nations system, including at the World Health
Organization.

« Funding technologies and the distribution of devices
that help democracy fighters maintain digital security,
ensure mobile access, and reconstitute websites after a
cyberattack.

- Highlighting the CCP’s rampant environmental
destruction, including its status as the world’s
largest carbon emitter.



Supply Chain Security

Better securing our medical and national security
supply chains by:

Providing aggressive, smart, and targeted

tax incentives to accelerate our research and
development (R&D) and production of crucial
medicines, medical supplies, ingredients, tests,
and vaccines;

Creating a grant program necessary to catalyze
domestic production of important technologies and
designing tax incentives to secure U.S. supply of
advanced semiconductors; and

Overhauling the federal permitting process for
mineral development and prioritizing advancements
in mineral refining so neither industry nor the
Defense Industrial Base are reliant on the CCP.

National Security

Working with the DoD to modernize force structure,
posture, operational concepts, and acquisitions in order
to deter CCP aggression in the Indo-Pacific and around
the world.

Ensuring modernization of all three legs of the nuclear
triad as well as development and fielding of conventional
capabilities critical to counter the PLA in the Indo-Pacific,
including ground-launched cruise and ballistic missiles.

Underscoring the need for a minimum three to five
percent real growth in the defense budget per year
in order to deter and defeat the PLA and other key
adversaries.

Increasing focus on how the U.S. military protects space
capabilities and carrying out space exploration goals by
leveraging private sector investments.

Cutting off material support of CCP military industrial
base companies, including divestment from companies
with ties to the CCP’s military.

Safeguarding the U.S. electoral process and the integrity
of our elections with various measures, including the
identification of foreign malign actors and ensuring any
individuals who engage in interference are inadmissible
for entry to the U.S. or deportable if already present.

Providing more resources for investigations, criminal
prosecutions, and other actions against CCP sponsored
IP theft in addition to closing loopholes the CCP has
exploited in our visa system.

Enhancing federal counterintelligence capabilities and
bolstering Mandarin language capacity.

Technology

Taking a whole-of-government approach to assess the
security risks posed by the PRC in 5G networks and
increasing cooperation between the U.S. and its allies
and partners in identifying and countering them.

Supporting the formation of a new D-10 group of leading
democracies to develop and deploy 5G and subsequent
generations and establishing a reimbursement program
for companies to remove equipment from their
communications networks that poses a national security
risk.

- Securing international leadership in the technologies of
tomorrow, including Al, quantum, 5G, and autonomous
vehicles.

« Sanctioning PRC telecommunications companies
engaged in economic or industrial espionage and any
PRC entity that tries to hack COVID-19 researchers
working on a vaccine.

Economics and Energy

« Ensuring no U.S. taxpayer dollars support any PRC state-
owned enterprises.

- Harmonizing export control policies with our partners
and allies to keep critical technologies, including
semiconductor manufacturing equipment and R&D, from
our adversaries.

« Applying heightened scrutiny for investments in U.S.
companies or operations from the PRC.

- Strengthening trade relationships with our allies to
establish U.S. standards and counter the PRC’s influence.

« Pursuing trade policies that deter and protect against the
PRC’s theft of IP.

- Enforcing reciprocal treatment of PRC investment into
the U.S. to restore symmetry in bilateral investment rules.

« Ensuring PRC companies are held to the same financial
disclosure standards as American companies when
listing on U.S. stock exchanges.

» Working to deepen our trade ties with Taiwan and
resolving specific outstanding trade issues so the
Administration can take steps to launch trade agreement
negotiations once those issues are addressed.

- Strengthening the Development Finance Corporation,
Export Import Bank, and other government efforts to
more robustly counter the CCP’s Belt and Road Initiative
and debt trap diplomacy.

« Continuing to advance U.S. energy security in order to
be a global counter against the PRC, particulary on the
nuclear energy front.

Competitiveness

- Doubling the funding of basic science and technology
research over the next 10 years.

« Increasing coordination and funding for STEM education
to create a more capable, skilled workforce.

« Strengthening the protection of sensitive research
at America’s colleges and universities and leading
research institutions which includes restricting all federal
employees and contractors from participating in foreign
talent programs.

» Requiring colleges and universities to annually report all
donations from the PRC.



The Chinese Communist Party

We Must Stop Ignoring the CCP's Ideology

The Rise of the CCP and Its Authoritarian Embrace Affect the Lives of Every American
A Generational Call to Action

Introduction

Ideological Warfare

U.S. Diplomatic Resources

Malign Influence and United Front Work
Human Rights

Global Corruption

Environment and Conservation
International Organizations

Information Statecraft

Ideological Allies

Introduction

Defense Industrial Base

Sensitive and Strategic Materials

Semiconductors

Supply Chain Diplomacy

Health, Medical Supply, and Pharmaceutical Security

Introduction

Defense

Critical Infrastructure and Cybersecurity
Counterintelligence and lllicit Activities
Election Interference and Domestic Influence

Introduction

Emerging Technologies

Space Exploration and Technologies
Privacy Risk and Consumer Protection

Introduction
Offensive Tools: Setting a Positive Agenda and Advancing U.S. Trade and Commmercial Interests
Defensive Tools: Protecting U.S. Industries and Technology from Malign Influence

Introduction

Supporting U.S. Innovation Through Macro-Level Competitiveness Measures
Developing an American Workforce to Compete

Protecting the Integrity of American Research and Innovation




The Chinese Communist Party is
heading even and

in the wrong direction — more
internal repression, more predatory
economic practices, more heavy-
handedness, and most concerning
for me, a

Munich Security Conference
February 15, 2020

Many of the distinctions that we hold
dear and that are so ingrained in

the way we operate in this country
are blurred — —in
China. I’'m talking about

distinctions between civilian and
military sectors or uses, distinctions
between the state and their business
sector.
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INTRODUCTION

Introduction

In his farewell address in January 1989, President Reagan
reminded all Americans that “as long as we remember
our first principles and believe in ourselves, the future
will always be ours.” He went on to reassert that U.S.
policy toward the Soviet Union—or any totalitarian
regime—must be based on facts and deeds, not wishful
thinking and promises. The Great Communicator’s words
remain touchstones of American wisdom and strength.

Six months later, the Chinese Communist Party (CCP)
slaughtered thousands of innocent students peacefully
assembling on Tiananmen Square to call for democratic
reforms. Yet the very next month, the U.S. National
Security Adviser secretly went to Beijing to meet with
the CCP’s top leader Deng Xiaoping, who ordered and
oversaw the massacre. Visiting again just five months
later, the same U.S. official toasted his CCP hosts three
miles from the scene of the massacre at Tiananmen,
saying his delegation had “come here today as friends to
resume our important dialogue.”

U.S. leaders quickly abandoned President Reagan’s
advice to remember our first principles, and successive
administrations helped build the strength of the CCP
despite its outright hostility to U.S. values.! Ignoring the
CCP’s own stated goals and actions, U.S. leaders justified
this decision on the faulty assumptions and empty
promises that greater levels of trade and investment
between our two countries could induce the CCP to
liberalize its political system and economy.

If this policy of unprincipled engagement
continues, the U.S. stands to lose the future to
today’s communist superpower.

This overly optimistic policy has already resulted in
countless factories across our nation being shuttered and
millions of Americans losing their jobs. The stakes are as
urgent as they are existential, as the CCP sets its sights on
the crown jewels of American economic and technological
competitiveness—including artificial intelligence (Al),
semiconductors, and quantum computing. A two-million-
person military with a nuclear deterrent capable of placing
all the continental U.S. under threat is shifting the balance
of military power towards the CCP as its ambitions
become increasingly global. The CCP is jeopardizing
the transparency and accountability of an international
system that was meant to prevent crises like the COVID-19
pandemic.

To secure the future, the U.S. must apply President
Reagan’s wisdom. Our approach to the People’s Republic
of China (PRC) must be rooted in American principles and
based in reality. This starts with acknowledging that the
CCP is completely committed to a hostile communist
ideology that seeks to eliminate any perceived threats

to its security—chief among them the values that underpin
American society and the U.S.-built international system.

Communist ideology dictates the CCP’s every decision
and action. Ethnic and religious minorities are being
blindfolded and shipped to concentration camps, once
free people in Hong Kong have had their civil liberties
stripped away, democracies like Taiwan are being
intimidated by hostile military drills, and people of faith
in Tibet and throughout the PRC are having religious
scripture rewritten according to ‘Xi Jinping Thought’.
These realities, which have been largely ignored by
previous U.S. administrations, must be the starting point
for U.S. policy toward the CCP, otherwise our nation risks
losing the freedoms that past generations fought and won
for us. The time for debate is over, we must act.

The Chinese Communist Party

The U.S. will not be able to come to grips with China
today without an understanding of the CCP. The CCP
is the world’s longest-ruling communist party and will
commemorate its 100th anniversary in 2021. To extend his
regime’s survival, General Secretary Xi Jinping cautions
his CCP members that the Soviet Union collapsed not
from military or economic strain, but from losing its
devotion to Marxist-Leninist ideology. Central to the CCP
belief system is a dogma that communism is superior to all
other governance systems, including democracy. When
speaking for domestic audiences, CCP leaders constantly
reiterate their unswerving loyalty to Marxist theory, and
state that the totalitarianism of the CCP is the essence of
their government.

The leadership of the CCP is
the essence of Socialism with
Chinese Characteristics... the
Party is the highest political
leadership power.”

— Chinese Communist Party Central Committee, 20192

Yet, since the U.S. established diplomatic relations with
the PRC in 1979, U.S. government policy has downplayed
the fact that the PRC is a communist nation. Indeed,
Americans have used a Western lens to analyze the
PRC and our own language to describe it. The U.S.
government and media routinely refer to Xi Jinping as
the PRC’s president, which confers an implicit democratic
legitimacy to his position. However, Xi does not hold the
title of “President”’—the position does not even exist in the
PRC government—and is never referred to as “President”
in Chinese-language media. Of his three titles—General
Secretary of the CCP, Chairman of the Central Military




Commission, and Chairman of the PRC—his government role is always listed last because it is the least important. As a
result, Americans and others have failed to understand that General Secretary Xi’'s power comes from the CCP, not the
people of the PRC. Some analysts even argue that the PRC is no longer truly communist because the CCP embraced
capitalism. Yet CCP leaders themselves tell a very different story.

The CCP never embraced capitalism and in fact argues that it is a tool of the West intended to undermine the CCP’s
grip on power and doomed to fail. Even Deng Xiaoping, the architect of the PRC’s economic reforms and growth, said
“capitalism would get China nowhere.”® More recent CCP documents make clear that “what China is doing now still
truly is Socialism,” and the current CCP leader, General Secretary Xi Jinping, explicitly promotes China’s model as a
superior alternative to capitalism.® CCP leaders have never called their economic reforms ‘capitalist,” but only ‘opening
up.” ‘Opening up’ is not capitalism, but simply profit-driven zero-sum globalization of their communist economy, which
remains dominated by state-owned enterprises, tightly managed by industrial policy, and closed to outside competition.

The CCP remains adamant that its governance is still communist. “Upholding Marxism-Leninism” is one of the CCP’s
non-negotiable bottom lines.® Marxism-Leninism, the same ideology which governed the Soviet Union, is the fundamental
concept behind Communism. It rejects the Western democratic idea of individual liberty, and instead preaches the
fantasy of an all-powerful state enforcing a Utopian egalitarian society “from each according to his abilities, to each
according to his needs.” In reality, every time Marxism-Leninism, or Communism, has been instituted as a system of
national government, it has led to totalitarianism and mass murder, from the Soviet Union, to the Khmer Rouge regime in
Cambodia, to North Korea.

“Under communism, individuals are merely a means to be used toward the achievement of the ends
of the collective nation state. Thus, individuals can be easily sacrificed for the nation state’s goals.
Individuals do not have inherent value under Marxism-Leninism. They exist to serve the state; the
state does not exist to serve them.”

— National Security Adviser Robert 0’Brien’

The CCP is a proud practitioner of the bankrupt communist ideology of Marxism-Leninism and applies it onto the PRC
through a system of government called “socialism with Chinese Characteristics” (SWCC). The main idea of SWCC is
simple: the CCP controls everything. In a July 2020 article titled “The leadership of the CCP is the most essential feature
of SWCC,” General Secretary Xi Jinping repeatedly described his political system by writing “the Party, the government,
the military, the people, and academia — east, west, south, north, and center — the Party leads everything.”® SWCC is quite
simply and literally the absolute totalitarianism of the CCP.

General Secretary Xi does not exaggerate. SWCC means that in the PRC today, the CCP controls every aspect of
government, business, society, and personal life. The PRC’s entire civil government is subservient to the CCP. All
companies are required to establish CCP cells in their operations and support CCP security agencies. All civil society
groups must be approved and report to the police. All religious organizations are directly controlled by the CCP—an
officially atheist organization. The CCP is instituting a dystopian social credit system to monitor and score every citizen’s
personal behavior and requiring the use of brainwashing apps to enforce the study of “Xi Jinping Thought.” “East, west,
south, north, and center” is not an exaggeration.

We Must Stop Ignoring the CCP’s Communist Ideology

The U.S. and the free world must understand and accept the reality of the CCP’s loyalty to communist ideology, because
it reveals that the CCP can never be a trustworthy partner, a “responsible stakeholder,” or even a ‘competitor’ that plays
by the same rules. The CCP’s obsession with absolute control means that free people and free societies will always
be the enemy of the Party. At home or abroad, the CCP does not allow its power to be constrained by laws, rules, or
norms, instead using force and coercion. The CCP’s communist ideology, and the totalitarianism that results, causes the
CCP behaviors that are most threatening to the American way of life — humanitarian atrocities, the erosion of democracy,
territorial aggression, and theft of American intellectual property (IP).

The COVID-19 pandemic is the clearest example yet that the CCP’s ideology is a direct threat to the U.S. and all people
around the world. The severity of the pandemic is the direct result of the CCP’s obsession with its control and reputation.
Its response from the critical early stages of the outbreak to today has relied on coverups, arrests and blame-shifting,
rather than transparency. Officials inside the system, including at the local level, are disincentivized from sending
negative information upward within the government, lest they are scapegoated or punished for incompetence. The CCP
downplayed the crisis and continues to hide key information from the world. The result was a global disaster. The CCP’s
communist ideology itself brought the world to a deadly, painful, and costly standstill.

INTRODUCTION
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“Every Communist must grasp
the truth; “Political power grows

out of the barrel of a gun.”

- “Problems of War and Strategy”
[Selected Works, Vol. II, p. 224.]
(November 6,1938),

The pandemic is far from the only sign that the free world
is in an irreconcilable clash of systems with the CCP.
When the CCP’s ideology demands total control, anything
different or independent is a threat to be eliminated. The
Party cannot tolerate allegiance to a higher power and is
committing horrible atrocities against Muslim Uyghurs, has
destroyed the way of life of Tibetan Buddhists, and seeks
to re-write Christian scripture to align with “Xi Jinping
Thought.” The Party violated international law to dismantle
civil liberties in Hong Kong because their system of total
control cannot tolerate free thinking people. The CCP is
also trying to subvert the international system to redefine
human rights as the collective wellbeing offered by the
state, rather than the fundamental rights inherent to every
individual human being.

The threat of the CCP’s ideology is not limited to
human rights; it also drives its economic misconduct. Xi
believes that the rise of independent oligarchs created
independent centers of power in the Soviet Union,
contributing to its collapse. The CCP embeds its members
in every company and organization. It directs the economy
to pursue state goals through industrial policy like “Made
in China 2025.” The CCP’s paranoia about achieving
economic and technological self-sufficiency has led to
an historic level of IP and technology theft. Because the
CCP derives its political legitimacy from economic growth
and job creation, market forces and fair competition are a
security threat to its regime.

Nor does the CCP’s desire for total control end at the
PRC’s borders. The CCP’s national security law defines
national security as the “absence of international or
domestic threats to the state’s power”™® The CCP has
enshrined in law its belief that it will not be secure until all
threats foreign and domestic are eliminated, and therefore
external aggression is legally required.

Internal documents also reveal that the CCP explicitly
considers  constitutional democracy, internationally
recognized human rights, liberal economics, independent
journalism, and civil society to be threats.

This view of national security and systematic desire to
eliminate American values makes genuine mutual benefit
impossible because the CCP believes that strengthening
other centers of power, wealth, influence, or ideas will
undermine its own power. The totalitarianism of the CCP
must be universal and unchallenged. Therefore, the CCP’s
greatest threats to the U.S. cannot be handled through
engagement, negotiated away, or whitewashed as “win-
win cooperation,” because they stem from the CCP’s
ideology itself. Yet for decades, U.S. policy towards the
PRC has tried to do just that.

The Rise of the CCP and Its Authoritarian Embrace
Affects the Lives of Every American

Decades of ignoring CCP ideology has contributed to
a world that is more hostile towards bedrock American
principles than at any time since the Cold War. The CCP’s
degradation of individual liberty and democratic principles
is not a theoretical challenge or one that only matters
inside PRC borders. It already reaches into the daily lives
of average Americans. Using deception and coercion, the
CCP and its hostile ideology is securing footholds across
our society—including in our universities, businesses,
entertainment, and media. Continuing to recklessly
disregard the CCP’s malign influence in American life
will erode our morals, threaten our privacy and security,
undermine our economic and technological leadership,
and harm our academic institutions.

l

On September 25, 2015, during CCP
General Secretary Xi's state visit to the
United States, President Obama and Xi
gave remarks to the press in the White
House Rose Garden. The two leaders
announced that they had agreed “neither
the U.S. or the Chinese government will
conduct or knowingly support cyber-
enabled theft of intellectual property,
including trade secrets or other
confidential business information for
commercial advantage.” Xi also pledged
that “China does not intend to pursue
militarization” of the South China Sea.

Neither of these promises to the American
people were made in good faith. Today,
“China is using cyber-enabled theft as
part of a glohal campaign to ‘rob, replicate,
and replace’ non-Chinese companies in
the global marketplace,” according to
Assistant Attorney General John Demers.
Meanwhile, the PRC’s military outposts
in the South China Sea have been proven
“capable of supporting military operations
and include advanced weapon systems,”
according to the Pentagon.




Morals

America derives its strength and dynamism from its
firm commitment to a moral leadership that seeks the
protection of universal and inalienable rights for our
people and those around the world. However, the CCP’s
integration into nearly every channel of global trade
and commerce is forcing American consumers to make
decisions incongruent with their own values.

Right now, upwards of a million Uyghurs and other
religious and ethnic minorities in the PRC are being
held against their will in concentration camps in the
Xinjiang Uyghur Autonomous Region ("Xinjiang”). CCP
authorities are tearing families apart, subjecting targeted
ethnic groups to forced abortion, forced sterilization, and
involuntary birth control, as well as other forms of heinous
abuse and indoctrination.” These abuses appear to meet
the legal definition of genocide, and U.S. Secretary of
State Michael Pompeo has referred to these crimes as
“the stain of the century.”

Less well-known is that these concentration camps are
being used as a feeder system for forced labor not only in
Xinjiang but throughout the PRC economy. The Australian
Strategic Policy Institute found in 2020 that the supply
chains of at least 82 global brands, including Apple, Gap,
and Nike, are using forced Uyghur labor."”? Because many
global brands source cotton and yarn from Xinjiang, it is
estimated that 1in 5 cotton garments sold globally could
be tainted with Uyghur forced labor.® It is almost certain
that the closet of every American has clothes spun with
cotton produced by the slave labor of a people subjected
to ongoing crimes against humanity.

Consequently, any product labeled “Made in China” may
be perpetuating the erasure of a people and culture in
Xinjiang. Every consumer purchase is setting a precedent
that the CCP’s moral vulgarity can be overlooked because
it is a critical spoke in our global economy. If Americans
let the CCP succeed in degrading our morals through
commerce, we also allow the CCP to degrade the
principles on which our country was built.

Privacy and Digital Security

CCP-controlled digital products and services are growing
in usage around the world, including in the U.S. By using
these products and services—from Huawei to Alipay—
consumers are giving these companies access to our
most sensitive information, from our bank accounts to our
private conversations.

These companies are not private, independent actors
like their American competitors, but de facto arms of the
state that can be used to serve the CCP’s ideological
and geopolitical goals. A complex web of PRC laws and
policies gives the CCP the right to take any private sector
technology for military use, obtain any data collected
by a private enterprise, and compel any organization
or individual to carry out intelligence operations. For
example, Zhang Yiming the founder of ByteDance, a
nominally private PRC-based technology company, said
“technology must be led by the socialist core value system”
and “strengthening the work of Party [CCP] construction”
in his company is a primary way to “introduce correct

values into technology and products.”* Zhang, who also
created TikTok, one of the largest social media platforms
in the U.S., extolled the virtues of “further deepening
cooperation with authoritative [CCP propaganda] media”
and ensuring their message is “broadcast forcefully.”’

Furthermore, these CCP technology companies are
refining instruments of digital repression, including
through dystopian surveillance, social credit, and
predictive policing systems, that subvert the freedoms
and liberties of their own citizens. In addition to lining the
streets of the PRC, these CCP products and services are
powering surveillance systems in at least 63 countries—
many of which are participating in the Belt and Road
Initiative (BRI)." The paranoia of this system and need for
absolute control by the CCP is exemplified by the arrest
of Luo Daiging, a 20-year-old undergraduate student
from the PRC, who, while studying at the University of
Minnesota prior to returning home, tweeted pictures
of General Secretary Xi as various cartoon characters,
such as Winnie the Pooh. Unfortunately, this is one
case of many. In 2017, a 24-year-old college student at
the University of Washington, U.S. green card holder
and member of a Muslim minority group, was arrested
while visiting her father in the PRC and imprisoned in a
concentration camp for using a virtual private network to
submit her homework."”

The cruelty and absurdity by which the CCP uses
technology to imprison its own citizens should strike
fear in Americans that use these products and services.
Already Feroza Aziz, a 17-year-old American teenage
girl, had her account suspended on TikTok, for posting a
video, disguised as a makeup tutorial, in which she talked
about the atrocities in Xinjiang. In addition to removing
users from its platform, TikTok is also reportedly blocking
content based on CCP censorship standards, including
filtering out news about the Hong Kong pro-democracy
demonstrations.® If a totalitarian regime can successfully
silence the voices of Americans—especially those residing
in our own country—our own fundamental freedoms and
democratic institutions are in danger.

Economy and Technology

The previous U.S. policy of engagement—based on
hopes over evidence without recalibration—considered
economic interdependence with the PRC to be the means
by which the U.S. could change CCP ideology through
the creation of a middle class that demanded political
liberalization. However, today interdependence has
become a vulnerability. By becoming a critical link in
the supply chains of essential everyday items Americans
rely on—from pharmaceuticals to nearly every type of
electronic device—the CCP has dramatically increased its
leverage over the U.S.

The COVID-19 global pandemic laid bare the dangers of
reliance on the PRC, as it nationalized control of medical
supplies that the world depended on, directed its global
network of embassies and associations to stockpile
medical supplies in foreign countries and send them
back to the PRC during the outset of the pandemic, and
threatened to suspend the export of pharmaceutical
ingredients and plunge America into “the mighty sea of
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corona virus.”® This crisis revealed that the CCP treats
supply chains and commerce—in this case access to
essential medicines and personal protective equipment
—as tools of coercion.

The supply chain risks exposed by the pandemic were
a wakeup call to all Americans, but pale in comparison
to the incipient risks of broader CCP ambitions—control
of the science, technology, and innovation necessary
for critical sectors of the 21st century economy. Al,
semiconductors, quantum, 5G, and robotics are only a
few of the industries the CCP aims to monopolize. Plans
such as Made in China 2025 are being implemented using
what Assistant Attorney General for National Security
John Demers calls the CCP’s “rob, replicate, and replace”
policy. The idea is simple: steal American IP, replicate the
product or service, and replace the American company.
The policy is so pernicious that the Federal Bureau of
Investigation (FBI) is opening a counterintelligence case
with links to the PRC every 10 hours.

Our economic reliance on the PRC too often requires
appeasing CCP ideological dictates. Hollywood regularly
censors its scripts in order to screen movies in the PRC.
In the credits of ‘Mulan, Disney gave special thanks
to numerous CCP entities involved in committing
and covering up its atrocities in Xinjiang, including a
CCP propaganda bureau and an entity subject to U.S.
sanctions. The NBA groveled before the CCP when the
General Manager of the Houston Rockets used Twitter—
an American social media platform blocked in the PRC—
to support the Hong Kong protests. Marriot Hotels fired
a Nebraska-based employee for “liking” a tweet by a
Tibetan group that offended the CCP.

Corporate abasement is shortsighted. PRC industrial
policy documents such as Made in China 2025 illustrate
that the PRC buys Boeing planes not to see the U.S.
company become a fixture in its airline industry, but out of
necessity and with the goal to force the company to move
more production to the PRC to extract its technology and
eventually replace it with its own domestic champion—
state-owned Commercial Aircraft Corporation of China
(COMAC). An official at the U.S. Chamber of Commerce
starkly observed that success of these plans, which
require technology transfer on a massive sale, would
mean “the U.S. and other countries..become just
commodity exporters to China—selling oil, gas, beef and
soybeans.”?® Put another way, the CCP plans to hollow
out and supplant the industrial and innovative capabilities
needed for our economic and military survival.

Academic

American universities meant to foster free speech are
increasingly being subverted to promote, or at least not
offend, CCP ideology. Through Confucius Institutes,
monitoring of students, and direct interference by PRC
diplomats, the CCP is trying to force its views upon our
institutions of higher learning.

The CCP’s Confucius Institutes currently operate on at
least 75 U.S. college campuses, in addition there are
around 500 Confucius Classrooms in grade schools and
high schools across the U.S.2' Framed as simply language
and cultural centers, Confucius Institutes censure

discussions on Tibet and Taiwan and interfere in broader
campus events at the behest of the CCP. In 2009, a CCP
Politburo Standing Committee Member and ideology czar
said the Confucius Institutes “are an important part of
China’s overseas propaganda setup.”

In addition, PRC citizens who aspire for freedom of
expression at our universities are monitored and
silenced. When Yang Shuping, an undergraduate student
from the PRC studying in the U.S., expressed her gratitude
to the University of Maryland during her commencement
speech for teaching her “free speech” and that her “voice
mattered,” she was forced to apologize after CCP state
media and nationalistic internet users attacked and
criticized her.

PRC diplomats are contacting our universities directly to
influence their programming and speech and CCP military
officers are using covered identities to steal American
research. Between 2010 and 2013, officials from the
PRC’s Chicago consulate contacted the University of
Wisconsin-Madison to complain it was hosting “too many
Taiwan-related events.”?> Ambassador O’Brien explained
in a speech on CCP ideology and global ambitions that
when the University of California at San Diego (UCSD)
hosted the Dalai Lama as a commencement speaker in
2017, Beijing banned PRC students from visiting UCSD
on government funds.? In July 2020, four researchers
from the PRC were charged by the Department of Justice
(DoJ) with visa fraud after lying about their work for the
CCP’s military. One of the individuals, Wang Xin was
the equivalent to a major in their army and was ordered
“to observe the layout of the UCSF lab and bring back
information on how to replicate it in China.”?*

Americans are not the only ones at risk

Americans reject allowing the CCP’s communist ideology
to affectourway of life. Nine-in-ten U.S. adults see the PRC’s
power and influence as a threat.2s Each new or uncovered
CCP transgression brings Americans’ understanding of
the threat into sharper focus. The delusion that the CCP
could possibly emerge as a responsible stakeholder
is vanishing as its actions and behaviors more closely
resemble a massive criminal network. CCP totalitarian
aggression extends well beyond the United States and
affects the core of the rules-based international system.

see the
PRC’s power and
influence asa




The CCP is Eroding the Foundation of the International
System

The U.S. has always been committed to a foreign policy
that bolsters the open, transparent, and rules-based
international order. Since the end of the Second World War,
this international system has lifted hundreds of millions of
people out of hunger and poverty, sparked unprecedented
technological innovation, and largely fostered peace
between and among democratic countries. However, the
values and missions of the international organizations that
comprise our global system must be reinvigorated and
cannot continue to appease totalitarian dictates.

The CCP is Degrading Governance at International
Institutions

For decades, the naivete among many international
organizations about the CCP’s ideology and goals has
led to dangerous contradictions and absurdity. The theory
that accommodation and leniency toward the CCP’s
rampant violations would somehow hasten cooperation
or at least chasten its zero-sum impulses has proved flat
out wrong. Looking back, it was a mistake to presuppose
that a hardened Marxist-Leninist party would adhere to a
system whose values threaten its survival. Rather than
encourage the CCP to reform its internal governance and
external behavior, international institutions’ disregard of
CCP ideology and appeasement of CCP misconduct is
turning these institutions against the very principles they
were created to uphold.

The institution responsible for global health, the World
Health Organization (WHO), was a co-conspirator in
covering up the COVID-19 outbreak in Wuhan, China,
parroting CCP propaganda and disinformation—including
that the virus was not transmitting from human-to-human
despite evidence from Taiwan and others to the contrary.
When forced to make a determination on whether to
declare a Public Health Emergency of International
Concern, which is critical to combating the spread of a
pandemic, WHO Director-General Tedros declined to
make the declaration, likely at the behest of the CCP;
five days he later traveled to Beijing to praise the CCP’s
“transparency” in sharing information.2®

The institution responsible for global trade, the World
Trade Organization (WTO), has been unable to force the
PRC to live up to its original commitments since it joined
the body nearly 20 years ago. In addition, WTO rules are
inadequate to deal with many of the CCP’s pernicious
policies. Without these brakes, a country whose domestic
economy is structured to compel technology transfer
and sponsor IP theft is now the world’s second largest
economy, while still self-identifying as a developing
country at the WTO.

The institution responsible for lending to the developing
world, the World Bank, counts the PRC, the world’s top
exporter of high-tech products and second largest
economy, as one of its top recipients of loans. At the end
of 2019, the World Bank approved a five-year lending
plan of more than $1 billion to the PRC. Whereas there
are 88 World Bank projects worth more than $11 billion in
the PRC, countries like the United States and Japan have
none.

The institution responsible for global telecommunications
standards and interoperability, the International
Telecommunications Union, is led by a national from the
PRC, a country that firewalls its domestic internet from the
world and requires all of its own telecommunications firms
to be tools for spying, surveillance, and censorship.

The institution responsible for protecting human rights
globally, the United Nations Human Rights Council, has
given a seat on its consultative council to the PRC, a
country responsible for concentration camps, atrocities
targeted by ethnicity, and depriving more human beings
of fundamental human rights than any other government
in the world today.

Continued acceptance of the CCP’s malign ideology and
behavior has changed the international system from one
that promotes freedom and openness into one that allows
their degradation. If this blatant abuse of international
rules and norms continues unchallenged, these
organizations are likely to either become meaningless or
disappear. This outcome is indeed not coincidental but
part of a CCP design to parasitically extract maximum
self-benefit from the current system, while building an
alternative governance model to eventually fill the void
after its collapse.

The Belt and Road to Dependency

The BRI is the cornerstone of the CCP’s vision for an
authoritarian world order. Characterized by debt-trap
diplomacy, bribery, resource extraction, and opaque
financial and commercial agreements, the BRI is modern-
day colonialism. Reflecting the CCP’s corrupt and zero-
sum ideology, the CCP is the primary beneficiary and deals
with BRI participants from a position of leverage rather
than as partners. Over time, the PRC plans to become the
global center of trade, commerce, and technology, with
a network of vassal states whose political and economic
survival are reliant on the CCP. The global economy of
sovereign states generally abiding by a rules-based order
would be replaced with satellite states whose survival is
inextricably linked to the survival of the CCP’s opaque and
murderous regime.

The CCP is making strides toward this goal. The CCP
and its companies have stakes in at least 40 ports
globally, including military dual-use locations in Sri
Lanka, Djibouti, and the Panama Canal. Along the BRI,
companies like Huawei and ZTE—known threats to U.S.
national security—are building the digital infrastructure
that powers communications systems and undergirds
critical infrastructure from farming to finance. Linking all
these digital and physical assets is a constellation of PRC
satellites that form the Beidou navigation system—the
PRC’s version of GPS. To complete this digital ecosystem
is a range of Al surveillance products and services that
can provide the CCP with access to massive data sets
and give autocrats sharper instruments to oppress their
people.

By outsourcing key elements of their societies to the CCP,
corrupt and naive leaders are allowing for the piecemeal
formation of a CCP world order. Sovereignty and rule of
law will be replaced with dependency and rule by might.
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The CCP’s top diplomat Yang Jiechi put its foreign policy
succinctly, “China is a big country and other countries are
small countries, and that’s just a fact.”

A Generational Call to Action

The policy of engagement that typified prior
administrations’ approach to the PRC set aside and
ignored the CCP’s communist ideology and instead
American and international institutions—from businesses
to universities to the United Nations (UN) itself—grew
to accommodate it. Indeed, these groups, captured by
the promise of profit, created a lexicon of dismissals
that attempted to rationalize relations with a murderous
regime.?” Companies naively aligned their long-term
corporate strategies with CCP five-year plans and
industrial policies that aimed to replace them. Consultants
sold executives on corporate strategies to appear “less
American” to gain favor in Beijing.

Now, as policymakers seek to reclaim vital supply
chains and protect critical technologies from malign
uses—including repressive surveillance and advanced
weaponry—some of these groups who recklessly tied
their financial future to a dictatorial regime are still
advocating for the CCP. Some U.S. academic institutions
say that new rules banning agents of the CCP’s military
from obtaining U.S. master’'s degrees in military fields
are “counterproductive.”® Some U.S. businesses are
publicly and privately pushing back on a series of rules
to restrict the ability of Huawei—a CCP company indicted
for a multitude of crimes—to obtain U.S. technology.
Emblematic of this continuing divergence with the national
interest, the CEO of KLA-Tencor recently tried to reassure
analysts that the company would be able to dodge U.S.
Department of Commerce (DoC) regulations to continue
sales to potential military end-users in the PRC.2°

U.S. policy towards the CCP, its malign ideology,
and the dangerous aggression it drives stands at a
pivotal moment. The CCP has exploited our so-called
engagement policy and reversed the theory of economic
entanglement—or the idea that high levels of trade and
investment between countries could promote peace and
deter aggression. Cornerstone American institutions are
working against the U.S. national interest in service of
the CCP’s long-term goals. American technology, know-
how, and investment®® is empowering a regime that is
launching what has been called a silent invasion against
our societies and is eviscerating liberal values globally.
Today, economic entanglement is increasing the risk of
conflict and aggression by holding liberal countries back
from meaningfully responding to CCP transgressions—
be they economic, diplomatic, or military—for fear of
economic reprisals.

Americans and the World Must Stand Up to the CCP

The U.S. and our allies and partners can no longer
acquiesce to CCP blackmail. Liberal, democratic societies
must go back to their first principles and stand up to this
generational revisionist power. Taken together, the free
world is still the leader in technology, talent, market size,
and capital. The world is waking up to the nature and

goals of the CCP but needs to be alert to the exigency of
the threat. More than 200,000 Americans have lost their
lives from COVID-19. Had the CCP followed global health
protocols—deliberately put in place to avoid a global
pandemic—hundreds of thousands of innocent people
could still be with their families and friends. Instead doctors
were silenced and the WHO acquiesced to the CCP. The
free world must accept that it built up a morally bankrupt
regime that is now responsible for a global pandemic,
commands hundreds of nuclear weapons, leads a more
than two-million-person military, and directs the second
largest economy in the world. The stakes are existential.

The banner of socialism with Chinese
characteristics is now flying high and
proud for all to see... It offers a new option
for other countries and nations who want
to speed up their development while
preserving their independence; and it offers
Chinese wisdom and a Chinese approach to
solving the problems facing mankind.”

- Xi Jinping, 19th CCP National Congress, 2017

Coordinated, decisive action must be taken to protect
the values that underpin the safety and durability of free
societies. Americans cannot do this alone. Democracies
must deal with the CCP in full acknowledgment that their
actions are dictated by their adherence to a communist
ideology. Addressing such malign conduct can no longer
be one of many priorities for our respective governments,
but rather the organizing principle of the free world. The
free world needs a unified approach that safeguards our
markets, financial systems, technologies, and peoples
from CCP exploitation. Government, industry, academia,
and civil society must come together to implement policies
that protect and strengthen our people and institutions
from CCP aggression and subversion.

In his inaugural address President Reagan reminded
Americans that “freedom is never more than one
generation away from extinction.” That maxim has a
striking resonance today. A unique and exceptional threat
by a totalitarian regime marks an emergency for liberal
democracies. XiJinping himselfframes the period between
2017 and 2022 as the pivotal moment for the CCP’s long
term plan of “national rejuvenation,” to overtake the U.S.
by 2049, the 100th anniversary of communist rule in China,
and achieve “[a] world in which China’s preeminence is
achieved and recognized, and China is unconstrained.
A world, in short, with China at its center.”3'32 Without
immediate, sustained, and comprehensive action we
risk President Reagan’s cautionary point that “one day
we will spend our sunset years telling our children and
our children’s children what it was once like in the United
States when men were free.”




CHAPTER:

IDEOLOGICAL COMPETITION

Introduction

A contest of two types of ideology is
intensifying.”

Nowhere is the U.S. strategic competition with the CCP
starker than in the ideological domain. CCP leaders
themselves believe the Party stands existentially
threatened by “false ideological trends” arising from
constitutional democracy, universal values, civil society,
free markets, independent journalism, dissidents, and
even the Party’s own checkered history. This is a lesson
that CCP General Secretary Xi has taken directly from
the collapse of the USSR, which he attributes to its lack
of ideological vigor. As Xi has put it, “The wavering of
idealistic faith is the most dangerous form of wavering. A
political party’s decline often starts with the loss or lack of
idealistic faith.”

This totalitarian vision has led to extreme repression in
the PRC, most notably in Xinjiang where a million or
more Uyghurs are languishing in concentration camps
where they are forced to undergo extensive ideological
“re-education,” among countless other abuses.
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Even outside of Xinjiang, the CCP’s nascent social
credit system, which seeks to score every aspect of life,
from the purchases individuals make, to their internet
history, relationships, conscientiousness, and loyalty and
usefulness to the Party, reinforces both the CCP’s desire
for total control and its habitual insecurity.

The impacts of this insecurity are not limited to PRC
borders. The CCP has long emphasized the importance
of United Front Work, which consists of “a range of
methods to influence overseas Chinese communities,
foreign governments, and other actors to take actions or
adopt positions supportive of Beijing’s preferred policies.”
However, in recent years, United Front Work has taken
on even greater importance within the CCP hierarchy,
and Xi himself has singled it out as a “magic weapon” to
promote the “great rejuvenation of the Chinese nation.”

This magic weapon can take a variety of forms, but typically
involves co-opting elites in foreign governments as well
as in international organizations in a way that subtly but
steadily reshapes the international system away from
western or universal values and towards a Sino-centric
international order that reflects the CCP’s deep paranoia
and authoritarianism.

Corruption is central to the CCP’s strategy to reorient the
values of the international system in a way that makes
the world safe for its authoritarianism. In recent years,
United Front networks have featured prominently in the
alleged bribing of two former Secretary Generals of the
UN General Assembly, as well as international advocacy
in support of BRI. The CCP has also made frequent
use of bribery when it comes to foreign governments.
For instance, as former Sri Lankan President Mahinda
Rajapaksa racked up Chinese debt in support of a highly
questionable port in his hometown of Hambantota, the
PRC state-owned enterprises financing the deal poured
at least $7.6 million into bank accounts affiliated with his
campaign. The CCP’s goal, in Sri Lanka and elsewhere, is
to create a network of like-minded anti-liberal, or at least
corrupt, states that owe their political power to Beijing.

The good news is that this competition is playing out on
grounds favorable to the U.S. Given the choice between
Beijing’s totalitarian system, international bullying, and
rampant corruption, American values provide an effective
contrast with a track record that speaks for itself. Unlike
the CCP, which has clients but no friends, the U.S. leads
the world’s largest alliance system. While a competition
between the U.S. and the PRC may well be a near-peer
contest, a competition between the PRC and the U.S.
together with U.S. friends and allies is not. The central
challenge for the U.S. is to inspire its friends and allies
to join the U.S. in actively contesting this 21st century
adversary.

Here again, the U.S. is on favorable ground. The nations
the U.S. most needs on its side across Europe and
Asia largely share similar values. While these countries
may hold different perceptions of the CCP threat, they
should all share a common revulsion towards the CCP’s
totalitarianism and crimes against humanity, particularly in
Xinjiang. If the U.S. treats the PRC as just another rogue
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international state — unpleasant but wrong within normal
boundaries — U.S. allies may not be particularly convinced.
Instead, as the Reagan Administration’s National Security
Decision Directive-75 put it, “U.S. policy must have an
ideological thrust which clearly affirms the superiority
of U.S. and Western values of individual dignity and
freedom, a free press, free trade unions, free enterprise,
and political democracy over the repressive features of
Soviet Communism.” U.S. policy today needs that same
kind of ideological thrust that both confidently asserts and
elaborates upon the superiority of our values, calls out the
CCP for its abuses, and most critically of all, uses shared
values to win allies over to our point of view.

Ideological Warfare

[T]he kind of order Beijing desires is not
one where its socialism system is merely
secure, but also covered in glory. Xi's
aim is not simply, in the colorful phrase
some Western scholars have used, ‘a
world safe for autocracy.’” Rather, the
Party seeks an order in which China’s
achievements as a great power are
not only recognized but also credited
to its particular brand of socialism and
lauded as a moral triumph both for
socialism and for the Chinese nation.”

— Professor Daniel Tobin,
Before the U.S.-China Economic and Security Review Commission

Key Finding: The CCP seeks to denigrate democracy and
overturn the post-Cold War consensus that democratic
governance is the preeminent route to liberty and
prosperity. In its place, it seeks to champion socialism
with Chinese Characteristics as a legitimate form of
government and spread its authoritarian model across
the developing world.

The CCP understands that Western values such
as democracy, human rights, capitalism, and independent
journalism are an existential threat to Party rule. The Party
is fanatically committed to blocking these values from
reaching PRC society through the Great Firewall and its
extreme control on information. At the same time, the
Party conducts propaganda offensives to discredit these
ideas in front of audiences both foreign and domestic.
During the 2019 U.S. government shutdown, for example,
PRC state media argued that not only was American
democracy unable to solve issues such as the income
gap and political polarization, but that U.S. institutions
themselves were to blame for American decline. As
the CCP-controlled Global Times put it, gridlock and
stagnation was “an inevitability of U.S. democracy.”

The CCP holds its system up as the natural alternative
to aging and ineffective democracy. On the occasion of

the CCP’s 19th National Congress, a column in Xinhua
criticized Western democracy, emphasizing how the
CCP’s model leads to “social unity rather than the
divisions which come as an unavoidable consequence
of the adversarial nature of western democracy today.”
At the same time, it emphasized that under the CCP’s
benevolent rule, the PRC has seen “unparalleled growth
and staggering achievements” and contrasted the Party’s
96-year run with the frequent changes in leadership
in democratic societies. In his keynote at the National
Congress, General Secretary Xi Jinping said, “ the banner
of socialism with Chinese characteristics is now flying
high and proud for all to see... blazing a new trail for other
developing countries to achieve modernization. It offers
a new option for other countries and nations who want to
speed up their development...”

CCP leaders are explicit about the goal of this messaging:
they want foreign countries to develop along the PRC’s
model, and not the U.S.. In recent years, the CCP has
expanded efforts to export its technologically enabled
authoritarianism abroad. In one of the most telling
examples, ZTE has been working with the Venezuelan
government to create a “fatherland card” that mirror’s
the CCP’s social credit system. The more countries that
employ PRC technology to monitor and oppress their
populations, the safer the world will be for socialism with
Chinese characteristics.

Recommendation: The Administration
should clearly and publicly state
an intention to break the CCP’s
totalitarianism. In order to effectively
respond to the CCP’s ideological
challenge, the U.S. needs to borrow
from the Reagan Administration’s
strategy against the Soviet Union.
President Reagan’s policy was guided
by an overarching objective as timely
now as it was then: America’s goal
must not be indefinite coexistence with
a hostile Communist state, but rather,
the end of the Party’s monopoly on
power. All policies should flow from this
north star.

Recommendation: The Administration
should revise and reissue the
2020 “U.S. Strategic Approach to
the People’s Republic of China” to
incorporate the principle above. This
document states that the U.S. approach
to the PRC has two objectives:
reinforcing “our institutions, alliances,
and partnerships,” and compelling
Beijing to “cease or reduce” harmful
actions. This second objective is
not achievable so long as the CCP
maintains unchallenged totalitarianism
in the PRC, because its malign conduct
is an intrinsic product of its ideology.

Recommendation: The Administration
should continue directly attacking the
legitimacy of socialism with Chinese




Characteristics, as National Security Adviser O’Brien did in his June 2020 speech in Phoenix, Arizona.
It is not enough to criticize CCP behavior, which is ultimately driven by its ideology. The CCP’s
continued commitment to Marxist-Leninist communism is at the heart of its challenge to the U.S. and
the international system, but also a vulnerability the CCP seeks to obscure to the outside world. The
more that the world understands that the CCP is preaching the bankrupt legacy of communism, the
more countries will make decisions in favor of their own sovereignty, which is in the U.S. interest.

Recommendation: The Administration should continue reasserting that democratic freedoms are the
right of every human being, whether they live in Shanghai, Xinjiang, or anywhere else in the world.
Freedom is not the exclusive domain of one nation or one people, and the CCP’s enslavement of
one-fifth of mankind threatens both U.S. interests and values. In two seminal speeches at Westminster
and later at Moscow State University, Reagan laid out the case for why the democratic world must
stand united, and why the Russian people were no less worthy of those freedoms than Americans.
On the hundredth anniversary of the May 4th movement, Deputy National Security Advisor Matt
Pottinger gave the spiritual successor to President Reagan’s Moscow State speech by talking directly
to the people of the PRC— in Mandarin — about China’s many contributions to democratic values and
international order. The U.S. should emphasize this message, along with President Reagan’s appeal
for democratic solidarity, whenever possible.

Recommendation: Congress should continue developing comprehensive, omnibus legislation for
competition with the CCP which recognizes that the CCP is a threat across the full range of U.S.
interests. Such efforts include S.4272, the STRATEGIC Act, which would advance a competitive strategy
towards the CCP with concrete provisions to combat CCP economic and industrial policy, revitalize
U.S. technological competitiveness, safeguard U.S. institutions from undue influence, maintain the
integrity of international organizations, and bolster deterrence and allied defense cooperation.

Recommendation: The Administration should continue its use of diplomatic authorities to pressure
the CCP for its restrictions on U.S. diplomats, properly identify CCP propagandists operating in the
U.S., and highlight the CCP’s malign ideology. Such actions have included the designation of CCP
propaganda outlets as foreign missions and the establishment of travel disclosure requirements for
PRC diplomats in the U.S., which are partially reciprocal to restrictions U.S. diplomats face in the PRC.

With the ink on the CCP’s sham for Hong Kong barely dry, the world is witnessing how the CCP’s totalitarianism
doesn’t stop at PRC borders. In September, 12 democracy activists were arrested at sea while trying to flee Hong Kong, and instead
of being returned to Hong Kong, were brought to the PRC to face its opaque, CCP-controlled courts. The CCP has also issued arrest

warrants for pro-democracy activists living outside of Hong Kong, including a United States citizen, simply for exercising their right

to free speech. U.S. citizen Samuel Chu recently woke up to media reports that he was a wanted fugitive under Hong Kong’s national

security law for “inciting secession” and “colluding with foreign powers.” Under this new law, the CCP is attempting to criminalize
speech everywhere, not just in Hong Kong. As Chu said when he heard this news, “[W]e are all Hong Kongers now.”

USS. Diplomatic Resources

Key Finding: Successive administrations have announced plans to “pivot” to, “re-balance” towards, or otherwise
prioritize the Indo-Pacific since 2013. Backed up by the 2017 National Security Strategy and the 2018 National Defense
Strategy, there is bipartisan consensus that the Indo-Pacific is the U.S.’ prevailing foreign policy and defense priority
for the foreseeable future. Despite this, the allocation of diplomatic resources for the region has failed to reflect this
strategic priority.

The Indo-Pacific continues to receive a disproportionately low share of foreign assistance resources in each fiscal year
relative to its share of the globe’s population and its relevance to U.S. strategic interests. For example, in 2015 a $1.7
billion increase in foreign aid appropriations for Africa was more than the entire amount of U.S. foreign aid received by
all countries in the Indo-Pacific region that year. In its most recent budget, the two regions that make up the Indo-Pacific,
East and South Asia, were the Administration’s smallest requests apart from Europe. The FY2021 budget requested
more funds for the Western Hemisphere than for the entire Indo-Pacific region, allocated more than three times the Indo-
Pacific’s funding for Africa, and more than six times as much for the Near East.

The U.S. competition with the CCP is global, and the allocation of foreign assistance resources involves many
considerations, including needs in less-developed areas all over the globe. Ultimately, the lodestar of U.S. foreign aid
decisions must be the U.S. national interest. Successive administrations have concluded that the Indo-Pacific is the
primary priority for the national interest, and the Indo-Pacific is the region most susceptible the PRC’s geopolitical, military,
and economic might. The 2018 National Defense Strategy made clear that the CCP

a way-point toward the “displacement of the U.S. to achieve global preeminence in the
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future.” Averting this future requires treating competition with the CCP, and accordingly treating the Indo-Pacific, as a
deciding factor in resource decisions, not coequal with other interests. However, the last decade of foreign aid data does
not reflect a prioritization of the Indo-Pacific.

It is important for the Administration and Congress to have a full accounting of what federal funding benefits and
counters the CCP. A recent directive from the Office of Management and Budget (OMB) requiring federal agencies to
compile such information is a helpful step. In addition, last year Congress appropriated $300 million for a “Countering
Chinese Influence Fund,” but as the fiscal year draws to a close, it is not clear whether the Administration has obligated
the full amount to counter the CCP, or whether Congress will continue to replenish the Fund at its original amount in
ongoing appropriations processes.

Recommendation: The Administration and Congress should prioritize competition with the CCP as
a deciding factor for federal resource decisions, including for foreign assistance and foreign service
personnel allocations for the Indo-Pacific.

Recommendation: Congress should pass H.R.7937, the Countering CCP Malign Influence Act, which
would authorize the new Countering Chinese Influence Fund at its original appropriated level of $300
million and require the Fund to be overseen by a regional expert. In the interim, the Department of
State (DoS) must immediately improve its management and implementation of the Fund. Currently,
it appears that the Fund is controlled by the Department’s Office of Foreign Assistance, rather than
regional experts, and that the full amounts available in the Fund are not being obligated to counter the
malign influence of the CCP.

Recommendation: Congress should pass H.R.8058, the Chinese Research Funds Accounting Act,
which would direct the Comptroller General to conduct a study on federal funding made available to
entities in the PRC or controlled by the CCP. OMB should continue its efforts to create an inventory of
all programming across the U.S. government that involves collaboration with CCP controlled entities
or the transfer of federal funds to such entities, including through intermediaries such as NGOs. OMB
should also continue its efforts to measure the totality of funding being used to counter the CCP.

Recommendation: Congress should ensure final passage of Titles V, VI, and VIl of the bipartisan Eliot
L. Engel Department of State Authorization Act of 2020, which is included in H.R. 6395 in the FY2021
National Defense Authorization Act (NDAA). Specifically, these provisions would ensure new stringent
research and evaluation metrics are employed to measure the effectiveness of U.S. messaging
and develop new training for public diplomacy officers to counter malign messaging from strategic
competitors. It would also extend authorities at the Global Engagement Center so that it can continue
its work countering CCP and other propaganda; designate a point of contact at every foreign mission
charged with monitoring and reporting corrupt activities in each host country and require DoS to
consolidate all corruption reporting and indices into one publicly available database, which will give
added focus to the extensive corruption perpetrated by the CCP; and ensure that the IT resources at
DoS are more secure and better able to resist malicious penetration by foreign actors, including the
PRC. It would also require an interagency-created list of dangerous telecommunication contractors
that DoS would be prohibited from contracting with.

Malign Influence & United Front Work

Key Finding: Using covert, coercive influence to advance its interests inside other countries is an intrinsic part of
the CCP’s nature. The CCP’s United Front Work Department (UFWD) cultivates and controls pervasive networks of
dffiliates around the world. Through overseas “United Front Work,” the CCP has gained effectively unchallenged
direction over vast swaths of the world’s Chinese diaspora organizations and Chinese-language media, providing
infrastructure for corruption, political interference, and malign influence.

Recommendation: Congress should create a new sanctions mechanism specifically tailored for the
UFWD, which can be used to apply visa and asset blocking sanctions on UFWD officials and affiliates
who are responsible for CCP malign influence operations which threaten U.S. national security.

Recommendation: The Administration should prioritize counter-United Front programming through
the Indo-Pacific Transparency Initiative, an interagency foreign assistance initiative to promote good
governance in the Indo-Pacific which was announced by the Vice President in 2018. The Administration
should develop and fund specific counter-UFWD programs under the Initiative, and DoS should update
and reissue its fact-sheet on the Initiative to publicize these efforts.
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Recommendation: Congress and the Administration should prioritize legal assistance for foreign
influence transparency, foreign agent registration, and political donations (in a similar manner to the
existing focus on foreign investment screening regimes) using the Transparency Initiative and other
existing foreign assistance programming.

Recommendation: Congress and the Administration should commission and fund country-specific,
open-source, and unclassified studies of CCP malign influence, including United Front Work. The few
existing examples of such work have been critical in exposing undercover People’s Liberation Army
(PLA) scientists operating abroad and documenting United Front networks, and further such efforts will
be essential in uprooting United Front and other malign activity around the world.

Recommendation: The Administration should explore options for making the U.S. funded International
Law Enforcement Academy (ILEA) in Bangkok a regional hub for law enforcement cooperation and
training regarding CCP United Front activity. Following the Hong Kong Police Force’s ejection from
ILEA as part of the Administration’s response to Beijing’s National Security Law for Hong Kong, the
Academy is now free of PRC participation and could be a helpful, pre-existing platform for counter-
United Front efforts.

Recommendation: DoS should use existing diplomatic and foreign assistance resources to counter
the UFWD, including but not limited to the items listed below. Congress should conduct oversight of
these items and if necessary, legislate further reporting requirements to drive Administration action.
Working together, DoS and the United States Agency for International Development (USAID) should:

. Prioritize assistance to law enforcement bodies handling foreign interference such as election
interference, in a similar manner to existing programming for counterterrorism and human
trafficking units.

. Ensure all embassies and consulates are equipped to monitor and understand what is happening
in Chinese diaspora communities.

. Continue and expand recent efforts to assign dedicated personnel to select embassies to monitor
CCP activities at a regional level. The information gathered should be appropriately shared
outside of the Department with other government entities.

. Support Chinese diaspora civil society organizations that are independent of CCP control.

. Train politicians, public officials, reporters, and business figures in UFWD awareness, related
political and criminal risks, and how to avoid contributing to foreign interference.

Human Rights

Key Finding: Human rights are a dimension of the free world’s competition with the CCP, no less than security or
economics. At home, the CCP is the world’s most accomplished human rights abuser, depriving 1.4 billion human
beings of their fundamental rights. Internationally, the CCP is advancing its revisionist definition of human rights that
substitutes collective material advancement for individual liberties. The CCP’s threat to human rights extends far
beyond its domestic borders, threatening the national security of the U.S. and its our like-minded partners. The CCP
is perfecting, modeling, and distributing a system of repression that empowers authoritarian regimes like itself and
degrades the values on which democracy is built.

Amid worsening repression by the Chinese Communist Party, many Uyghurs have fled the PRC. A now public extradition request sent
to the Turkish government by the CCP confirmed what many Uyghurs living outside of the PRC have long feared- the CCP is pressuring
foreign governments to deport Uyghurs back to the PRC where they will be subject to the CCP’s brutality. Enver Turdi, a Uyghur who

is named in the extradition request, fled to Turkey in 2014 after being targeted by the CCP for telling the truth about the
. He said: “| spend most of my nights in fear. | usually don't sleep until after Tam because | am afraid they will come for me
and my family.”

Recommendation: The Administration should continue and expand enforcement actions in line with
its “Xinjiang Supply Chain Business Advisory,” a notice issued by DoS, Department of Treasury (DoT),
DoC, and the Department of Homeland Security (DHS) to highlight “the risks for businesses with
supply chain links to entities complicit in forced labor and other human rights abuses in Xinjiang and
throughout China.” Examples of such enforcement actions include the use of Withhold Release Orders
from U.S. Customs and Border Protection to block imports made with forced labor. The Administration
should regularly update the Business Advisory and issue further such advisories when appropriate.
For private sector and consumer audiences, the Administration should continue elaborating the
costs of entanglement in an economy rife with human rights violations, which will help degrade the
profitability of CCP abuses.
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Recommendation: The Administration should
reexamine all export licenses issued pursuant
to DoS’ International Traffic in Arms Regulations
and DoC’s Export Administration Regulations
to entities in Hong Kong prior to July 2020. The
Administration has stopped granting Hong Kong
differential export control treatment following
the Secretary of State’s determination that Hong
Kong is no longer meaningfully autonomous from
the PRC, and the President’s Executive Order on
Hong Kong Normalization directed the termination
of license exceptions and suspensions for Hong
Kong. However, preexisting licenses for the export
of sensitive technology to Hong Kong remain in
effect and should be reexamined following the
expansion of the CCP’s police state into Hong
Kong.

Recommendation: The Administration should fully
implement recent bipartisan sanctions laws to
respond to CCP human rights violations, including
the Reciprocal Access to Tibet Act (P.L. 115-330),
the Hong Kong Human Rights and Democracy
Act of 2019 (P.L. 116-76), the Uyghur Human Rights
Policy Act of 2020 (P.L. 116-145), and the Hong Kong
Autonomy Act (P.L. 116-149). Recent high-profile
actions, such as the sanctioning of Chen Quanguo
under the Global Magnitsky Act, are positive steps,
butthe enacted laws specifically crafted to respond
to CCP human rights violations have not been fully
enforced. For example, the President’s Executive
Order on Hong Kong Normalization incorporates
some, but not all, elements of the Hong Kong
Autonomy Act. Rigorous implementation of such
authorities against CCP human rights abusers, as
well as the companies and plutocrats that facilitate
these abuses, will encourage other countries to
multilateralize their sanctions efforts and coalesce
behind U.S. efforts to hold the CCP accountable.

Recommendation: The U.S. should evaluate
whether to modify, strengthen, or make permanent
a limitation in the current appropriations law that
prohibits certain types of bilateral cooperation
between the U.S. and the PRC without a
government certification. Currently, the U.S.
government must certify 30 days in advance that
a bilateral interaction will not result in the transfer
of technology, data, or other information with
national security or economic security implications
to the PRC or a PRC-owned company and will not
involve knowing interactions with officials who
have been determined by the U.S. to have direct
involvement with violations of human rights.

Recommendation: Congress should secure final
passage of H.R. 6210, the Uyghur Forced Labor
Prevention Act, a bipartisan measure to help
prevent the CCP from using American consumers
to subsidize human rights abuses against Uyghurs,
with refinement as necessary during Senate
consideration.

Recommendation: Congress should ensure
final passage of H.R. 4331, the Tibetan Policy
and Support Act, a bipartisan measure which
would reject CCP efforts to install a handpicked
successor to the Dalai Lama who is loyal to the
CCP.

Recommendation: Congress should pass H.R.
7805, the Stop Predatory Organ Trafficking Act,
a bipartisan measure which would authorize the
imposition of visa sanctions on officials complicit
in organ trafficking. Furthermore, Congress
should require an interagency assessment of
forced organ harvesting specific to the PRC, and
if necessary, single out and sanction the officials
who run the PRC’s organ transplant system.

Recommendation: The Administration should
levy Global Magnitsky sanctions on officials
from the United Front’s Religious Work Bureau,
as appropriate, to apply consequences for the
oppression of Christianity. Under General Secretary
Xi Jinping, the CCP’s UFWD was given control of
all religious affairs in the PRC in 2018, including the
PRC’s only state-approved churches, and recent
reports have indicated that the CCP is attempting
to re-write Christian scripture to incorporate “Xi
Jinping Thought”. Meaningful consequences
would help draw necessary attention to the CCP’s
oppression of the house church movement and its
regulation and perversion of Christianity overall.

Recommendation: DoS should consider issuing
a determination that the CCP’s crimes against
Uyghurs amount to genocide. Recent research
has revealed that the CCP has suppressed Uyghur
birth rates through forced sterilization and birth
control, which may support a determination that
the CCP’s crimes constitute genocide under the
UN genocide convention.

Recommendation: Congress should pass
legislation calling on companies to disclose
to American audiences that entertainment
productions, such as films or sporting events,
that are distributed or intended to be distributed
in the PRC, have had their content approved by
CCP censors. The legislation should also call on
companies to disclose entertainment partnerships
or investments from CCP-controlled entities.

Recommendation: Congress should pass H.R.
5725, the Hong Kong Be Water Act, a measure
that would impose Global Magnitsky sanctions
on Hong Kong and PRC government officials
responsible for suppressing or facilitating the
suppression of Hong Kongers’ freedoms of
speech, association, assembly, procession, or
demonstration. These sanctions would build on
those imposed by DoT pursuant to Executive Order
13936 and those mandated under the bipartisan
Hong Kong Autonomy Act (P. L. 116-149) through
the freezing of assets of state-owned enterprises
that undermine the autonomy, basic liberties, and
human rights of Hong Kongers.
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Recommendation: Congress should support the Administration in its pledge to “reallocate admissions
within the refugee ceiling set by the annual Presidential Determination to residents of Hong Kong based on
humanitarian concerns, to the extent feasible and consistent with applicable law...” as stated in The President’s
Executive Order on Hong Kong Normalization, issued on July 14, 2020. In addition, Members of Congress have
begun developing legislation aimed at humanitarian assistance for Hong Kong dissidents who are in need of
protection. The vetting process for such dissidents must ensure proper counter-intelligence screening.

Recommendation: Congress should pass Section 1284 of H.R. 6395 in the FY2021 NDAA, a
bipartisan provision reflecting the text of H.R. 7307, the Foreign Advanced Technology Surveillance
Accountability Act. The Act would require DoS’ annual Country Reports on Human Rights Practices
to include information on the use of surveillance and advanced technology to suppress rights.

Global Corruption

Key Finding: The CCP channels corruption as a tool of domestic control and geopolitical advantage. The U.S. and like-
minded democracies remain among the most attractive destinations for kleptocrats to stash their ill-gotten gains, hide
assets from the dictators they prop up, and escape the authoritarian system they help build. Globally, and especially
in the developing world, the CCP deploys strategic corruption, using bribes and kickbacks for geopolitical advantage.

Recommendation: Congress should pass the following pieces of bipartisan legislation:

. H.R. 3843, the CROOK Act, which would create anti-corruption points of contact at embassies to
report on corruption related to BRI;

. H.R. 3441, the Kleptocrat Exposure Act, which would empower the Secretary of State to publicly
name and shame foreign persons who have had their U.S. visas revoked for human rights
violations or significant acts of corruption;

. H.R. 4140, the Foreign Extortion Prevention Act, which would allow the U.S. to extradite foreign
officials who engage in corruption against a U.S. person;

. H.R. 4361, the Justice for Victims of Kleptocracy Act, which would instruct DoJ to compile and
publicly list assets which have been seized from corrupt officials; and

+  H.R. 2167, Protecting U.S. Businesses Abroad Act, which authorizes visa sanctions on foreign
individuals or entities that engage in certain forms of corruption, expropriation, or extortion
against a U.S. investor in a foreign country.

Recommendation: Congress should pass H.R. 2514, the Coordinating Oversight, Upgrading and
Innovating Technology, and Examiner Reform Act, a bipartisan measure to strengthen anti-money-
laundering and counter-terrorism-financing laws.

Environment/Conservation

Key Finding: The CCP is preying on the international community’s prioritization of climate change, posturing itself as
an essential partner to collect undue credit and discourage nations from responding to malign CCP behavior. The
CCP claims a self-interested, hollow, and revisionist definition of environmental leadership, in which the CCP gains
geopolitical clout for empty gestures while wreaking global environmental havoc for its own advantage.

Despite pushing a narrative about the importance of developing renewable energy resources, the CCP is continuing to
export some of the most environmentally damaging technologies through BRI. While seeking to decrease the use of
coal at home, the CCP has dedicated over $50 billion through BRI to develop coal projects across 150 countries in the
last seven years. Over 70percent of coal-fired power plants being built today are dependent on PRC financing.

Publications like the CCP’s 2018 Arctic white paper are filled with references to sustainable development and climate
change, yet the CCP is keen to saddle developing countries with long-term debt and power plants that emit the highest
volumes of CO2. The same Arctic white paper also sought to establish the PRC as a “near-Arctic state,” a non-existent
and unrecognized categorization. This attempt to grant the CCP legitimacy in seeking more access to the fragile Arctic
ecosystem is greatly concerning in light of the PRC’s track record of disregard for environmental concerns and illegal
fishing activities elsewhere.
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According to the Global Initiative Against Transnational Organized Crime, the PRC ranked first out of 1562 countries
in terms of illegal, unreported, and unregulated fishing worldwide. PRC fleets have decimated fishing stocks off the
shores of North Korea, violated U.N. sanctions prohibiting fishing in North Korean waters, and are now threatening
fisheries off the coast of Africa and around the Galapagos Islands. Not only do these efforts deplete the resources of the
communities that have historically depended on them, but they endanger ecologically sensitive areas, providing further
evidence of the CCP’s blatant disregard for the environmental impacts of its efforts to economically compete with the
u.s.

Recommendation: The Administration should establish a program to highlight the CCP’s environmental
hypocrisy, along with the millions of dollars the U.S. continues to spend each year to promote
environmental conservation globally through U.S. foreign assistance programming. This program
could involve DoS public diplomacy efforts, as well as efforts from the U.S. Agency for Global Media
(USAGM).

Recommendation: The Administration should issue a plan to respond to the CCP’s perpetuation of
global climate change as the world’s largest carbon emitter by a massive margin. The U.S. has a strong,
bipartisan legacy of advancing environmental conservation while promoting economic strength. The
U.S. needs to reclaim global environmental credibility and leadership. Simply pointing out the CCP’s
hypocrisy is unlikely to dissuade the international community from viewing the CCP as a partner on
climate change, rather than the antagonist it is.

Recommendation: The Administration should continue its efforts to counter and expose CCP attempts
to perpetuate and whitewash its environmental malfeasance through the UN system and International
Financial Institutions (IFls).

Recommendation: Congress should pass H.R. 4636, the Partnering and Leveraging Assistance to
Stop Trash for International Cleaner Seas Act (PLASTICS), a bipartisan measure which would advance
global efforts to prevent and reduce marine debris and plastic waste.

Recommendation: Congress should pass H.R. 5859, the Trillion Trees Act, a bipartisan bill which
would establish a commitment to a global effort to plant one trillion trees by investing in national
and international reforestation and authorizing reforms to improve forest management, utilize wood
products, and increase global carbon sequestration.

International Organizations

Key Finding: To advance its own interests, the CCP is undertaking a concerted strategy to subvert the U.S. built,
post-WWII international system to its ideological and geopolitical advantage. The CCP seeks to install its handpicked
personnel in key positions and redefine the norms the UN was built to preserve. A U.S. counterstrategy, in partnership
with its key allies, should push the CCP to change its behavior and stop its efforts to revise the UN, while demonstrating
the strength of democracies and reasserting democratic values, human rights, and the rule of law.

In June 2019, a PRC candidate soundly won the director-generalship of the UN Food and Agricultural Organization (FAO),
cementing PRC leadership over four of the 15 major technical agencies within the UN system. No other nation leads
more than one. The CCP triumphed over candidates supported by democracies through a corrupt process, leveraging
BRI investment promises and trade threats to secure votes.

The CCP is undertaking expansive efforts to hijack the UN system to serve the CCP’s advantage, legitimize its communist
ideology, and add a veneer of credibility to its corrupt dealings. In addition to securing key leadership positions, the CCP
seeks to install its personnel into key posts within organizations it controls, such as IT, IG, and HR departments, while also
outpacing the U.S. in support for mid- and entry-level positions in the UN. Such CCP-supported personnel unabashedly
denigrate the impartiality that is required of UN officials. In one instance, a former UN Under-Secretary-General bragged
about using UN security to expel a Uyghur from a UN seminar, saying “We have to strongly defend the motherland’s
interests.”

In addition, the PRC utilizes the Junior Professional Officer (JPO) program to place PRC nationals within the UN career
staff. While the program is designed to help countries increase their representation in the civil service, the CCP abuses the
program to place CCP loyalists in key positions. Within the UN Secretariat, the PRC sponsors 45 JPOs — in comparison,
the U.S. only sponsors two. Currently, the U.S. sponsors approximately 65 JPOs across the entire UN system, a number
that pales in comparison to the PRC. It is important to increase the number of U.S. sponsored JPO slots to provide an
alternative to the CCP’s practices and ensure the independence of the international civil service.
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Countries that defended or criticized China’s mass detentions at the UN

I Criticized [ pefended I No official position
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Source: Axios, 2019

To serve its self-interest, the CCP uses this presence to wield influence well beyond what its modest financial contributions
would otherwise allow. Since 2016, PRC personnel have sought to insert the CCP’s communist ideology into UN
resolutions and other documents in order to reshape international norms to better support the CCP’s totalitarianism,
expansionist economic policies, and foreign policy objectives, as well as shield the CCP’s human rights abuses and
corruption from external criticism. The CCP also uses its UN presence to exclude Taiwan and cover-up its COVID-19
malfeasance.

In the aftermath of the FAO election, the U.S. has upscaled its efforts to counter CCP subversion of the UN system. The
Administration established a new Special Envoy for UN Integrity, to coordinate interagency and like-minded efforts. The
Administration has taken a more deliberate approach to UN elections, begun efforts to support more U.S. personnel
in the UN, and drawn attention to the insidiousness of CCP ideology in the UN. These efforts have already brought
success, most notably the overwhelming defeat of the CCP’s preferred candidate to lead the World Intellectual Property
Organization (WIPO). However, CCP efforts to reshape the world in its own image will persist, and this new U.S. approach
must be continued and expanded.

Recommendation: Congress should pass H.R7939, the United Nations Transparency and
Accountability Act (UNTAA), which would counter malign influence operations within the UN system,
coordinate the election of U.S. and U.S.-supported candidates for leadership within the UN system,
support the employment of U.S. citizens as international civil servants, and require transparency and
accountability to Congress for U.S. contributions to the UN system.

Recommendation: Congress and the Administration should work together to place more American
personnel in the UN system. The Administration should ensure that the presence of U.S. personnel
is appropriately prioritized and coordinated, while Congress should ensure that these efforts are
appropriately funded. Currently there is no interagency clearinghouse for coordinating the placement
of U.S. personnel in the UN, a shortcoming the UNTAA seeks to address. Beyond this, there is no
established funding mechanism for Junior Personnel Officers, a main entry-level mode of UN
employment. Candidates for mid-level entry into the UN system from U.S. government employment
encounter hindrances involving their retirement benefits and time-in-grade.

Recommendation: Congress should authorize the Administration’s recently created position of Special
Envoy for UN Integrity. The Special Envoy position, created in 2019, is the first role that specifically
focuses on evaluating and countering malign activities in the UN system, as well as coordinating
interagency and multilateral response.
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Recommendation: Congress should pass
H.R.7733, the Li Wenliang Global Public Health
Accountability Act, which would authorize
financial and visa sanctions on senior foreign
officials who conceal information about public
health crises such as COVID-19, implementing
direct consequences on individuals who hamper
the response to pandemics.

Information Statecraft

Key Finding: The CCP is undertaking massive global
efforts to control information and its means of
transmission in order to cement its power, conduct
propaganda and disinformation campaigns, promote its
geopolitical objectives, and build its “discourse power,” or
its ability to conduct ideological warfare. The CCP seeks
to control information, the technologies and platforms
that transmit information, and the laws and norms
that govern information to advance an authoritarian
information model that acts as a transmission vector for
authoritarianism.

The 2017 National Security Strategy described such
efforts as “weaponiz[ing] information to attack the

values and institutions that underpin free societies,

while shielding themselves from outside information.”
The National Security Strategy (NSS) considers these
activities, as well as the U.S. response, to be “Information
Statecraft,” a form of diplomacy in which information is
used to attack and defend authoritarian and democratic
ideology.

The U.S. used Information Statecraft to great effect to
challenge the legitimacy of Soviet communism. But until
very recently, the U.S. had abandoned the explicitly
competitive frame of Information Statecraft towards the
CCP. Going forward, the U.S. must increasingly apply
Information Statecraft to reduce the CCP’s discourse
power, challenging CCP efforts to promote its ideology,
shield itself from outside information, control information
globally, and execute propaganda and disinformation
campaigns.

Recommendation: Congress should pass
H.R.7938, the USIA for Strategic Competition
Act, which would draw on the Cold War-era
experience of the U.S. Information Agency and
the Active Measures Working Group by requiring
a whole-of-government offensive information
statecraft strategy to attack the CCP’s discourse
power, discredit the CCP, and use truth and
values to combat CCP lies and malign ideology.

Recommendation: The Administration and
Congress should continue fully funding DoS’
Global Engagement Center (GEC) and ensuring
the GEC is not budgetarily reliant on the
Department of Defense (DoD). The GEC was
established by Congress to respond to foreign
adversaries’ disinformation and propaganda and
plays a key role in analyzing and responding to
CCP efforts to shape the information environment

to its authoritarian advantage.

Recommendation: Congress should pass
H.R.6621, the Open Technology Fund
Authorization Act, a bipartisan measure which
has been incorporated into the FY2021 House
and Senate-passed NDAAs. The Act would foster
the development of technologies to penetrate
closed authoritarian information ecosystems
such as the CCP’s Great Firewall. The U.S. should
continue to fund security-tested and open-
sourced technologies and their distribution that
help dissidents maintain digital security, ensure
mobile access, and reconstitute websites after
a cyberattack. The Administration should fully
fund the Open Technology Fund in accordance
with the most recent Congressionally approved
spend plan, and sources of funding for the
developmentand innovation of such tools should
be expanded to include foreign government,
foundations, and the private sector.

Recommendation: Congress should pass
legislation calling on social media companies
to disclose when CCP and other state
propaganda is disseminated on social media
platforms. Certain social media companies have
instituted policies to label state media that is
editorially controlled by hostile governments;
such practices should be followed by other
entities in this sector. Furthermore, state media
in traditional formats, such as print, radio, and
television, should also carry clear and prominent
disclaimers indicating their funding streams and
lack of editorial independence.

Recommendation: Congress should pass
legislation calling on U.S. media organizations
to disclose when they receive payments for
advertisements from companies or news outlets
with strong ties to adversarial governments,
such as the CCP. These practices grant an
asymmetric advantage to PRC state media, as
no U.S. government entity would be able to
purchase such advertising space in the PRC.

Recommendation: The Administration
should increase existing foreign assistance
programming to expand investment mechanisms
for investigative, unbiased media in capital-poor
countries where the CCP saturates the media
landscape, such as in Africa and the Pacific
Islands. CCP-controlled media entities are willing
to pay to influence such populations and hold
direct investments in local media organizations.
If further attention reveals that existing foreign
assistance resources are insufficient, Congress
should authorize and fund programming to
support independent local investigative media,
including Chinese-language media, in areas
subject to significant CCP malign influence.
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Recommendation: Congress should pass H.R.6570, the Online Consumer Protection Act, to warn individuals
when they download an app that is stored in a country that poses a national security risk, such as the PRC.
By informing consumers where their data is stored, they can make a decision as to whether they would like to
continue downloading the app.

Ideological Allies

Key finding: The U.S.’ extensive networks of allies and security partners, based on common principles, is an asymmetric
advantage over the CCP. These allies and partners are awakening to the CCP threat, and the U.S. should amplify and
reinforce defenses of shared values and national sovereignty in the face of CCP aggression.

Thanks in large part to CCP’s pandemic cover-up, increased territorial aggression, growing human rights violations, and
belligerent rhetoric, the political center of gravity in many allied capitals is shifting to ground more favorable to the U.S.
The EU-China Leaders’ Meeting on September 14, 2020, offers an illustrative example; an event originally expected to
advance an investment agreement with the PRC instead featured European leaders urging transparency concerning
COVID-19, reasserting the need for economic fairness, and reinforcing fundamental human rights with specific attention
paid to Xinjiang, Tibet, and Hong Kong. Later in September, the United Kingdom, France, and Germany joined the U.S.,
Malaysia, Vietnam, the Philippines, Indonesia, and Australia in formally rejecting the CCP’s illegal claims in the South
China Sea. The U.S. should expand the advantage of our shared values through increased outreach to allies and partners
on all fronts, from inter-parliamentary diplomacy to finding new ways to create economic ties between like-minded
nations. The free world’s joint vision of an alternative to CCP hegemony will be essential to avert a world built in the
CCP’s image.

Recommendation: The Administration should continue its efforts to issue multilateral or coordinated statements
with like-minded allies on malign CCP activities. Recent examples include the joint U.S., Australia, Canada,
and United Kingdom statement on the CCP’s national security law for Hong Kong, and Australia’s call for an
independent investigation into the origins of the COVID-19 virus. Such statements help underscore that the
CCP’s malign activities are a shared threat to the free world at large, not just U.S.-PRC competition, as well as
foster a common understanding among democracies and other partners of the CCP’s true nature, its ambitions,
and the stakes of strategic competition with the PRC.

Recommendation: The Administration should issue further definitive statements on CCP activities which are
illegal under international law. For example, DoS’ July 2020 statement, “U.S. Position on Maritime Claims in the
South China Sea,” clarified that the CCP’s territorial aggression in the Sea is illegal, lent weight to international
law, supported the sovereignty of Association of Southeast Asian Nations (ASEAN) states, and facilitated like-
minded democracies following suit. The Administration could take similar action regarding the CCP’s illegal
conduct in other areas, including around the Senkaku Islands and along India’s border.

Key Finding: Taiwan is a critical focal point in the free world’s confrontation with the CCP, and under a more direct
threat of CCP armed aggression than any other U.S. partner. In Xi Jinping’s words, the forced annexation of Taiwan
is “critical to the rejuvenation of the Chinese nation,” and is the CCP’s overarching objective to overcome the PRC’s
colonial legacy. Xi has implied that he aims to control Taiwan during his rule.

The CCP is diligently working towards this objective; which would be a significant blow to U.S. security and global
democracy. Taiwan is a bona fide democracy and a de facto sovereign nation and U.S. security ally. The U.S.
relies on Taiwan as a defense link in the First Island Chain, the sole source of the most advanced semiconductor
technology, and a champion of democracy under the CCP’s shadow. CCP control of Taiwan would undermine U.S.
security alliances globally, gut our technology supply chains, and strike a grave blow to democracy worldwide.

However, despite Taiwan’s drastically increased significance to our national destiny over the last forty years, the core
elements of U.S. Taiwan policy have remained stagnant since Congress passed the Taiwan Relations Act in 1979. At that
time, Taiwan was an authoritarian state with no relevance to critical U.S. supply chains. Major improvements are required
to update U.S. policy in keeping with Taiwan’s modern-day significance to U.S. national security.

Recommendation: The Administration should allow Taiwan to change the name of its diplomatic office
to the “Taiwan Representative Office” or a similar title. Taiwan’s primary diplomatic organization inside
the U.S. is currently called the “Taipei Economic and Cultural Representative Office,” an anachronistic
title that does not reflect the fact that the U.S. enjoys broad, substantial relations with all of Taiwan, not
just its capital city.
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Recommendation: Congress should ensure final passage of H.R. 2002, the Taiwan Assurance Act, a
bipartisan bill which would require the Administration to review longstanding restrictions on Taiwan
relations and make these rules available to Congress. Since 1979, the U.S. has maintained “unofficial”
relations with Taiwan but has also abided by numerous self-imposed restrictions that are not required
to maintain “unofficial” relations, such as restrictions on where U.S.-Taiwan meetings may take place
or which U.S. officials may visit Taiwan.

Recommendation: Congress should ensure final passage of H.R.353/S.249, a bipartisan bill which
would the Secretary of State to develop a strategy to regain observer status for Taiwan in the WHO.
This legislation has passed both chambers of Congress and would help prioritize Administration
efforts to promote Taiwan’s participation in the WHO, which is all the more urgent given that Taiwan’s
marginalization from international health cooperation contributed to the COVID-19 pandemic.

Recommendation: Congress should pass H.R.6287, the Taiwan Symbols of Sovereignty (SOS) Act, a
bipartisan measure which would permit government officials and armed service members from Taiwan
to display or wear Taiwan’s flag for official purposes in the U.S. “Unofficial” relations with Taiwan do
not require the U.S. to prevent the display of Taiwan’s flag, but longstanding policy has done so
nonetheless.

Recommendation: Congress should pass H.R.7414, the Taiwan Fellowship Act, a bipartisan measure
which would establish a fellowship program in Taiwan for small numbers of qualifying U.S. government
employees. The program is modeled on the longstanding and successful Mansfield Fellowship for
Japan, which has facilitated closer government-to-government ties by allowing U.S. personnel to gain
experience inside Japan’s government.

Recommendation: Congress should pass H.R. 6974, the Taiwan Non-Discrimination Act of 2020,
which would condition any International Monetary Fund (IMF) shareholding increase for the PRC on
Taiwan’s meaningful participation in the Fund’s activities. Taiwan’s importance to the global economy
and the significance of its foreign exchange reserves calls for normalizing the country’s relations
with the IMF. Moreover, IMF membership is open to countries even when they are not recognized as
member states of the UN.

Recommendation: Congress should pass Section 1851 of H.R. 6395 in the FY2021 NDAA, a bipartisan
provision reflecting the text of H.R. 6014, the Employment Fairness for Taiwan Act of 2020, which
would require the U.S. to use its voice and vote at the IFls to ensure that Taiwan nationals are not
discriminated against in employment decisions.
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CHAPTERII:
SUPPLY CHAIN

Introduction

The CCP-enabled pandemic has exposed the vulnerabilities of the U.S. supply chain, including the dangers of our
reliance on the PRC and the need for a more robust domestic manufacturing capacity. In the early days of the pandemic,
the CCP demonstrated its control of PPE supply chains by forcing U.S. producers in the PRC—like General Motors and
3M—to produce PPE which they quickly hoarded for themselves to the detriment of the U.S. and the world. When other
countries decried the CCP’s mishandling of COVID-19, they weaponized their stranglehold on the global supply of PPE.
Beijing used the stockpile to try and buy forgiveness from other countries for their complicity in the global suffering and
even threatened to withhold needed supplies from the U.S.

One of the CCP’s primary industrial initiatives is to become the global leader in specific emerging technologies like
robotics, transportation, bio-pharmaceuticals, new materials, and other industries critical to national defense. Their plan
seeks to advance the PRC’s position in the global manufacturing value chain by leading emerging technologies and
reducing reliance on foreign companies. This makes the American manufacturing and defense industrial base more
vulnerable and places increased importance on the U.S. industrial base to become less dependent on the PRC.

An area where the U.S. has fallen behind is in advanced semiconductor manufacturing which enables countless
technologies and drives innovation. While the U.S. is the global leader in IP and design of semiconductors, most chips
are not manufactured in the U.S. In fact, nearly 90 percent of the world’s semiconductors are produced outside of the
U.S. Meanwhile, the CCP is spending hundreds of billions of dollars with the goal to establish itself as the global leader
in all segments of the semiconductor supply chain, including the production of chips. Specifically, the Made in China
2025 plan directs the CCP to produce 40 percent of the semiconductors it uses by this year—increasing to 70 percent by
2025. This level of dominance could flood the global semiconductor market with inexpensive, PRC chips, and heighten
their ability to control this ubiquitous component of so many of today’s technologies.

Additionally, the PRC controls the bulk of the global supply of critical and strategic minerals which are vital to many
components that enable America’s defense industrial base and economy. The demand for these minerals should steadily
increase as global economy adopts new technologies—placing the U.S. and its allies at a growing disadvantage unless
critical steps are taken to shift production and sourcing away from CCP controlled entities. The risk of supply disruptions
is amplified by U.S. dependence on them and in many cases, our paucity of domestic supply. Simply put, lack of action
to address this challenge puts the U.S. more and more in a strategic corner.

Fortunately, Congress has taken a number of recent actions to reduce the negative consequences of U.S. reliance on the
CCP’s ambitions on chips and critical minerals through the FY2021 NDAA. The NDAA includes provisions of the bipartisan
Creating Helpful Incentives to Produce Semiconductors (CHIPS) Act, H.R. 6395, to boost advanced semiconductor
manufacturing and research and development (R&D). Overall, a revitalization of U.S. manufacturing industries, with
domestic companies to develop and produce leading edge advanced materials, advanced semiconductors, and
automated systems, will provide the necessary tools to develop new weapons systems and consumer products in a more
strategically advantageous manner. The NDAA also includes provisions to scale back our dependence on PRC minerals
by prioritizing trusted sources and reducing use of certain PRC materials. These are important steps to secure America’s
critical supply of sensitive and strategic materials and scale back its dependence on the PRC.

Congress also passed the bipartisan Coronavirus Aid, Relief, and Economic Security (CARES) Act that takes steps to
advance biomedical R&D and manufacture critical medical supplies in the U.S.

The Administration has also worked to ensure that Americans have better access to PPE and other vital medical supplies
while reducing U.S. dependence on PRC products and supply lines by granting the Development Finance Corporation
(DFC) Defense Production Act (DPA) authority. This streamlining allows the DFC to expedite the production of necessary
medical supplies and grant contracts to companies who produce medicines in the U.S. to fight COVID-19. This is all the
more important because the PRC produces a substantial portion of the active pharmaceutical ingredients (APIs) found in
U.S. marketed medicines.

While Congress and the Administration have taken important steps, it will require a continued, whole-of-government
approach along with the private sector to strengthen and diversify U.S. supply chains to sustain the health, well-being,
and prosperity of Americans. This combined effort is necessary to safeguard national supplies, rebuild U.S. industry, and
work collaboratively with allies to create a safe supply chain network.
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U.S. Defense Industrial Base

Key Finding: The CCP represents a significant

and growing risk to the supply of materials and
technologies deemed critical to U.S. national security,
and U.S. dependency on the CCP has created

gaps and vulnerabilities in the industrial base that
must be eliminated. Greater transparency and U.S.
understanding of the CCP’s penetration into the U.S.
defense industrial base is required.

A healthy industrial base is a critical
element of U.S. power and the National
Security Innovation Base. The ability of
the military to surge in response to an
emergency depends on our Nation’s
ability to produce needed parts and
systems, healthy and secure supply

chains, and a skilled U.S. workforce.”

— 2017 National Security Strategy”

The U.S’ manufacturing and defense industrial base
supports economic prosperity and global competitiveness
and arms the military with capabilities to defend the nation.®
The U.S. manufacturing and defense industrial base must
be secure, robust, resilient, and ready to provide for our
national security. A comprehensive and detailed strategy
focused on eliminating the gaps and vulnerabilities in the
national technology and industrial base is the first step to
ensuring a secure, robust, and resilient industrial base.
Without this, DoD’s efforts are temporary and ineffective.

Recommendation: Congress should pass
section 845 of H.R. 6395 in the House passed
FY2021 NDAA, which would limit funds until DoD
develops a national security strategy for the
defense industrial base in order to assess gaps
and vulnerabilities to the national technology
and industrial base. Current law requires DoD to
develop a comprehensive and detailed national
security strategy for the defense industrial
base.

Recommendation: Congress should pass section
1254 of H.R. 6395 in the House passed FY2021
NDAA, which would extend the requirement
for public reporting of CCP military companies
operating in the U.S., including a list of each entity
determined to be directly or indirectly owned,

controlled, or beneficially owned by the PLA,
or a military-civil fusion contributor to the CCP
defense industrial base.

Recommendation: Congress should pass section
1255 of H.R. 6395 in the House passed FY2021
NDAA, which would direct a federally funded
research and development center to conduct
a study on the defense industrial base of the
CCP.

Recommendation: Congress should encourage
companies that make up the defense industrial
base, as part of the terms of their contract with
DoD, to participate in a threat intelligence
sharing program that would be housed at DoD
component level.

Recommendation: Congress should support
DoD’s Cybersecurity Maturity Model Certification
program to seek and identify cybersecurity
threats and vulnerabilities within the information
systems of defense industrial base companies.

Recommendation: Congress should consider
legislative proposals to effectively cut off
material support for CCP military industrial base
companies. For instance, H.R. 7064, the Stop
Funding the People’s Liberation Army Act, would
require divestment from certain companies with
ties to the CCP military. Since the U.S. seeks
access to the PRC market for benign trade and
investment, but state control over the economy
in the PRC is pervasive, Congress should
ensure that restrictions on financing for CCP
military industrial base companies are targeted,
effectively administered, and designed to achieve
clear national security goals. These efforts should
also permit DoS and Dol to calibrate actions,
including in partnership with U.S. allies, as part
of a comprehensive strategy to counteract the
CCP’s military ambitions.

Sensitive and Strategic Materials

Key Finding: The CCP js seeking to control global sensitive
and strategic materials, upon which U.S. national
security, economic growth, and energy independence are
on dependent on. The U.S. must secure the U.S.’ critical
supply of sensitive and strategic materials in order to
reduce its reliance on the CCP.

The PRC dominates the world’s production of most critical
sensitive and strategic minerals, increasing the risks of
price spikes and supply disruptions to the U.S. economy. A
2018 DoD report describes the PRC as a “significant and
growing risk to the supply of materials and technologies
deemed strategic and critical to U.S. national security.”®®
Areas of concern to the U.S’ manufacturing and defense
industrial base include a growing number of widely
used and specialized metals, alloys, and other materials,
including rare earth metals.
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Rare earth metals are critical elements used across many of the major weapons systems the U.S. relies on for national
security, including lasers, radar, sonar, night vision systems, missile guidance, jet engines, and alloys for armored
vehicles.®” The PRC is also the single sole supplier for a number of specialty chemicals used in munitions and missiles.

Breakdown of Rare Earth Material: U.S. Defense Systems
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Additionally, the CCP’s control over private entities in the PRC creates numerous potential vulnerabilities for their foreign
customers.®® For example, the PRC provides 58 percent of the rare earth metals imported into Japan, and in the past
has limited exports of rare earth elements to Tokyo in retribution to disputes between the two countries.®® U.S. import
dependence on the PRC creates significant risks to the U.S. economy and national security. The demand for critical
minerals and rare earth elements will continue to grow with adoption of new technologies. Steps should be taken

to increase secure and reliable U.S. supplies of sensitive and strategic materials and reduce susceptibility to supply
disruptions.

China’s Dominance in Rare Earth Element Production

Over the last two decades, China has dominated the market for rare earth mining
hugely outweighing U.S. production levels
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Recommendation: The U.S. should pass section
824 of H.R. 6395 in the FY2021 NDAA, which
would mandate a preference for sourcing rare
strategic and critical materials, including rare
earth materials, from the National Technology
and Industrial Base (as defined in section 2500
of title 10, U.S. Code).”° It would also require DoD
and DoS to issue guidance on the elimination of
U.S. dependency on rare earth materials from
the PRC by Fiscal Year 2035.

Recommendation: Congress should pass
section 823 of H.R. 6395 in the FY2021 NDAA,
which would expand the prohibition on acquiring
certain sensitive materials from the PRC.

Recommendation: Congress should pass
section 826 of H.R. 6395 in the FY2021 NDAA,
which would mandate where printed circuit
boards can be manufactured and assembled.

Recommendation: Congress should pass section
835 of H.R. 6395 in the FY2021 NDAA, which
would expand the prohibition on government
procurement or use of any commercial off-the-
shelf drone or certain unmanned aircraft systems
from foreign entities subject to influence or
control by the PRC.

Recommendation: Congress should pass
section 829 of H.R. 6395 in the FY2021 NDAA,
which finds that aluminum production capacity
in the U.S. is critical to U.S. national security
and designates aluminum as a specialty metal.
Congress should also pass section 830 which
would require the Secretary of Defense to
report on how authorities under the Defense
Production Act of 1950 could be used to
provide incentives to increase activities relating
to refining aluminum and the development of
processing and manufacturing capabilities of
aluminum, and whether a new initiative would
further the development of such processing and
manufacturing.

Recommendation: Congress and the
Administration must remove regulatory barriers
to domestic mining, in part to ensure a sufficient
domestic supply of critical minerals and rare
earth elements for multiple applications,
including renewable energy infrastructure,
electric  vehicles, and telecommunications
equipment.

Recommendation: Congress should pass H.R.
7061, the American Critical Mineral Exploration
and Innovation Act, which would overhaul
the federal permitting process for mineral
development and prioritize advancements in
mineral refining. The bill also supports R&D
for new mining and mapping techniques and
other technologies to advance critical minerals
development. Cutting red tape and supporting
innovation in the U.S. will ensure a domestic
supply of critical minerals and rare earth

elements and avoid a U.S. dependency on the
PRC for them.

Recommendation: Congress should pass H.R.
8198, the National Security Through America’s
Resources and Permitting Reform Act of 2020,
which would include as a covered project eligible
for FAST 41 permitting, projects related to the
extraction, recovery, or processing of critical
minerals, rare earth elements, micro-fine carbon,
or carbon from coal, coal waste, coal processing
waste, pre-or post-combustion coal byproducts,
or acid mine drainage from coal mines for the
purposes of securing the economic and national
security of the U.S.

Recommendation: The Administration should
continue to prioritize initiatives, including DoS’
Energy Resource Governance Initiative, that
strengthen cooperation with allied countries in
the mining and energy sector with a specific focus
on mining sector governance, strengthening
private investment, and securing supply chains.
These initiatives should involve allies in the
Western Hemisphere, including Canada, Peru,
Chile, and Brazil.

Semiconductors

Key Finding: The PRC is the largest market for
semiconductors in terms of consumption and has
ambitious goals for the continued development
of its domestic semiconductor industry. The U.S.
should encourage trusted vendors to invest in
new, advanced semiconductor fabrication in the U.S.
and with trusted allies and partners.

U.S. Falling Behind: Annual Chipmaking Capacity Growth Rates
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Semiconductors are the tiny chips that power modern
technologies and are driving digitization. They enable
a wide variety of products from smartphones and
computers to cars and industrial equipment, while also
making possible emerging technologies such as Al,
quantum computing, and 5G. Although the U.S. is a world
leader in the IP for, and design of, semiconductors, nearly
90 percent of the global fabrication of semiconductors
occurs outside the U.S. Under the Made in China 2025
industrial plan, the PRC aims to produce 40 percent of
the semiconductors it uses by 2020 and 70 percent by
2025 and has been pouring money into portions of its
domestic semiconductor industry”" At the same time,
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the CCP is spending hundreds of billions of dollars to
dominate all segments of the semiconductor supply
chain, including the fabrication of chips. Unless the U.S.
takes bolder action, the U.S. may forever lose its ability
to make semiconductor chips to the PRC. By providing
funding, investment tax credits, and support throughout
the semiconductor supply chain — from R&D to fabrication
— the U.S. can supercharge private investment, create
thousands of high-paying jobs, and safeguard our national
security.

Recommendation: Congress should pass
certain advanced semiconductor manufacturing
incentives found in the provisions of the
bipartisan H.R. 7178, the CHIPS for America Act,
including relevant sections included in the House
and Senate passed FY2021 NDAA. For example,
the bill includes establishment of a DoC grant
program designed to incentivize investment
in domestic advanced semiconductor fabs, as
well as provisions to bolster and coordinate
federal support for advanced semiconductor
R&D. Additionally, Congress should support
a study of semiconductors technologies in
the U.S. industrial base and provide funding
for the development and adoption of secure
semiconductors and secure semiconductor
supply chains.

Recommendation: Congress should design and
pass tax incentives to encourage more domestic
production of advanced semiconductors.

Recommendation: The Administration and
Congress should seek to make substantial
direct and indirect investment in semiconductor
and electronic component assembly in the U.S.
sufficient to meet the needs of defense and
critical infrastructure systems. This is essential
to undermine the PRC’s control over the U.S’
capacity to rebuild after a cyber incident and
preventtheintroduction of malicious components
during the manufacturing process.

Supply Chain Diplomacy

Key Finding: The CCP’s massive subsidies and state-
directed predatory industrial policies have undermined
critical supply chains, and in some cases hollowed out
critical industries in the U.S. and other countries. The
U.S. response so far has been too slow and reactive;
it has failed to establish a threat-specific supply chain
strategy and expand partnerships with allies, like-
minded nations, and the private sector to shift key
supply chains to affordable and more secure locations
while maximizing the competitiveness of U.S. industries
producing these products.

U.S. allies and other trading partners share many of the
U.S. concerns that they are overly reliant on the PRC for
key products in their supply chains.

In many cases, our allies have become more concerned
about the CCP’s abuses than ever before as the CCP has
retaliated against them for speaking out against their
actions.

For example, shortly after the Government of
Australia called for an independent investigation
of the origins of COVID-19, the PRC retaliated
against important agricultural products from
Australia. The PRC blocked certain beef imports
from their four largest slaughterhouses and
levied 80.5 percent tariffs on barley imports
from Australia, actions that Australian Prime
Minister Scott Morrison described as attempts
to coerce Australia and undermine its values.”

This dynamic creates more opportunities for the U.S.
to work cooperatively with these trading partners to
develop resilient supply chains outside of the PRC for key
products. Given that the U.S. share of the PRC’s exports
has declined over time, the U.S. increases its leverage
when it works closely with like-minded countries that are
also major export markets for the PRC.”® Such partnerships
to secure key supply chains are unquestionably in the U.S.
interest because they maintain the competitiveness of
export-oriented U.S. industries’® and maximize the ability
of U.S. companies to determine the most efficient place
outside of the PRC to produce key products.’®

Recommendation: The Administration should
establish a threat-specific supply chain
strategy and expand partnerships with allies,
like-minded nations, and the private sector
to shift supply chains to affordable and more
secure locations. DoC should work through the
National Telecommunications and Information
Administration, and other agencies as directed
by the President, to implement Executive
Order 13873, Securing the Information and
Communications Technology and Services
Supply Chain.

Recommendation: Congress and the
Administration should make securing the supply
chains of the most strategic products for national
security